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IIpoBeneHo TectyBaHHs BOYJOBAHOTO0 TeHEPaTOpa BUMAJKOBHX YHCe]T MiKPOKOHTPO-
JgepiB ponunu STM32F4XX 3 sgpom ARM Cortex-M4F 3rigno 3 metogukoro NIST STS 3a
pi3HHX 3HaYeHb TakTOBOi 4yactoru. [loka3zano, mo 3a pesyabtatamu TectiB NIST STS mi
reHepaTopy 3a10BOJbHAIOTH BUMOTH, SIKi CTABJIATHCS 10 FeHepaTopiB BHMAJIKOBHX YHCeJ Y
kpunrorpagiyHux 101aTKaX.

Karouogi ciioBa: reneparopu BunagkoBux unce, tectu NIST STS, STM 32F4xx.

Testing of microcontroller’s hardware random number generator of family
STM32F4XX with the kernel ARM Cortex-M4F is conducted in obedience to the method of
NIST STS at the different values of clock rate. It is shown that as a result of NIST STS tests
these generators satisfy requirements which behave to the random number generators in
cryptogr aphic applications.

Key words: random number generators, NIST STStests, STM 32F4xx.

Beryn

I'enepaTopu BumanakoBux uncell (I'BU) € BaXIMBUMH KOMIIOHEHTAMH OIIBIIOCTI KPUIITOTpadidaHMX
cucteMm. @ynkuii ['BY 3BoxsaThCst 10 reHepalii KIOYiB y CHMETPUYHUX 1 aCHMETPUYHUX KPUNTOAITOPHUT-
Max, BHPOOJICHHS BHUIAQJKOBHX IOBIIOMJICHH Y TMPOTOKOJAX aBTEHTHQIKAIil, MOOyIOBaHMX 3a CXEMOIO
“3anuT-BiANOBiAL", popMyBaHHS OiTiB JONOBHEHHS [0 MOTPIOHOTO po3Mipy OJIOKa, YTBOPEHHS BEKTOPiB
imimiasizamii y 6JI0KOBHX IIH(pax Ta MacOK JJIS IPOTHIIl aTakaM depe3 CTOPOHHI KaHamu [1, 2]. Bpasmu-
BICThH B anroputMmi pobotn abo peamnizauii 'BY Moxxe ckoMIpoMeTyBaTu BCIO KPUNTOCHCTEMY ab0 3HAUYHO
mocnabuTH 1 KPUMITOCTIHKICTh, TOMY B KpUIITOrpadivyHIX aruTikamisx BUMOTH 10 sskocTi ['BY HaiiBumi.

Ineansauii 'BY 3maTHUiT TeHEPYBaTH BUIIAKOBI MOCIIOBHOCTI YHUCEN, SIKI CTATUCTHYHO PiBHOMIp-
HO PO3IOJIUIEH], HE3aIeXHi, HenepeadadyBaHi Ta HeBiATBOprOBaHi. PeanpHi 'BY, 110 BHKOPUCTOBYIOTHCS
B Kkpuntorpadii, juiie TEBHOK MIpOK BIANOBIJAIOTh BKa3aHWM BUMOTaM 1 BIJMOBITHO JO HUX
MOUISIFOTHCST Ha TP 6a30Bi Kiacu [2]:

» T'eneparopu mncepnosunankosux uucen (I'TIBY). IToOymoBaHi Ha NEBHOMY JETEpMiHOBAHOMY
ANTOPUTMI, SIKUH 1HII[IaNi3y€ThCSI 30BHIMIHBO 3reHEPOBAHUM BHITAJKOBUM YHCIIOM — TaK 3BaHUM 3aPOAKOM
(seed). Biamogiamo, ogHakoBi 3HadeHHs 3apoaka I TIBY 3aBkau reHepyOTh OJHAKOBI MOCIiA0BHOCTI. [yis
3a0e3neyeHHs1 BUCOKOro piBHs 3axumieHocTi ['TIBY noBuHHI nepioAMYHO OHOBJIIOBATH 3HAYCHHS 3aPOJIKA.

* Kpunrorpadiuno saxumeni ['TIBY (K3I'TIBY). Ipyuryiorees Ha [TIBY, ame anropurw,
MPU3HAYCHUH JUIsI YTBOPEHHS BUIIAJKOBHX YHCEl, YHEMOXKIIHUBIIIOE B 00UHCIIOBAJILHOMY CEHCI mepeada-
YCHHSI HACTYITHOTO 3HAUCHHS, HAaBITh SIKILO BiJIOMI caM ajropuTM 1 IOMEpeIHI BUXiHI AaHi. 3 i€ METO0
MOYTh BUKOPHCTOBYBATHUCS, HAIPUKJIA, AJITOPUTMH T'eLIyBaHHA a00 CUMETPHUYHOTO IH(PPyBaHHS.

* ['erepatopu ictuHHO BunaakoBux uucen ([TBY). ['IBY BUKOpUCTOBYIOTH a00 MeBHHUN (i3UUHHIA
BUNIAJIKOBHH Mpolec — TEIIOBUH 1IyM, (Ga3oBuil mxurep, ab0 NEBHI BUMAAKOBI SBHIIA — A1l KOPUCTyBaya,
Bmict O3I1, curuai Bij Mikpo()OHHOI'O BXOY TOLIIO.

Ocxkinbku ['IBY cayryrots anst BupoOnenns 3apoakis y ['TIBY ta K3I'TIBY, To MokHa CTBEpIKY-
BaTH, 110 BOHU BIIITPalOTh PyHIAMEHTAIBHY POJIb Y 3aXHUINEHOCTI BCIET KPUIITOCHCTEMHU.
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®i3nuHi pKepelda BUIAIKOBHX IPOLECIB MalOTh aHAIOTOBY NPHPOAY. [HTerpaimis aHaJoroBux
oKepen myMmy B nu¢poBi oOuYMCIIOBaNIbHI 3aco0u — MikpokoHTpoiepu uu FPGA 30inbmiye posmipu
KpHCTana Ta CIIOKUBaHY MOTYXHICTh. [Ipo0OneMoro Takox € Te, 10 BCcepeIuHi MIKpOCXEMH Ha aHaJIOTOBi
xona ['IBY BrumBaioTs O1M3bKO po3TamoBaHi HU(POBi Kola Ta Koja KHUBJICHHS, SKi TeHEPYyIOTh KBa3ime-
pioanYHi 3aBajiv 3HAYHO BUILIOTO PiBHS.

3 ormy Ha 1€ y BOYyIOBaHHMX CHCTEMax, 0coOMUBO Ha 0a3i MikpokoHTposepis (MK), mepeBaxxHO
BUKOPHUCTOBYIOTH Kpumnrorpadiuno cmadki I'TIBY: pi3Hi BapiaHTH NiHIHHOTO KOHTPYEHTHOTO METONY YH
pericTpiB 3CyBY 31 3BBOPOTHUMH 3B’ I3KaMHU.

Omxe, cTBOpeHHs epeKTHBHOro (L0710 MOTPIOHMX pPecypciB, MIBHIKOMAII Ta CIIOKUBAHOI MOTYXK-
Hocri) Ta sikicHoro I'BY juist BOYI0BaHHX CHCTEM € HEMPOCTUM 3aBIaHHSIM.

AHaJi3 OCTaHHIX J0CTiTKeHb i myOaikamii

3aranom ['IBY cknamaeThest 3 pi3MYHOTO JpKEpesia BUMAIKOBOTO CUTHAITY, TUCKpeTH3aTopa Ta 0Joka
JneTepMiHoBaHOI TOCTOOpOOKH. Jkepeno BHIIAJKOBOIO CHUTHAIY TEHEpye HENepepBHUI aHaJIOroBHiA
curHan (mrym), skuii OiHapHO OHU(pPOBYEThCs (HANpPUKIAM, KOMIaparopoM). Y 06araTboX BHITaIKax
BUKOHYIOTh QJITOPUTMIUHY MOCTOOPOOKY OTPUMAaHOI BHUIAJKOBOI IMOCIIJOBHOCTI 3 METOI MAacCKyBaHHS
MOTCHI[IHHMX CTAaTHCTUYHUX Ne(EKTiB, 1[0 BHHUKAIOTH BHACIIIOK OOMEXKEHOI CMYIrH MPOIYCKaHHS,
TEXHOJIOTTYHOTO PO3KHIY IapaMeTpiB, TeMIepaTypHOro apeidy, mid 3710BMuUCHUKA TOIIO. Llimkom
OYEBHJTHO, 10 AITOPUTMIUHA MOCTOOPOOKa MPU3BOIUTH A0 3MEHIICHHS MMPOAYKTUBHOCTI.

JBa naiinommpeHinni meroau nodymosu ['IBY — migcuiaeHHs 1 AUCKpeTH3aliss BHYTPILIHIX HIyMiB
EJIEKTPOHHUX KOMITOHEHTIB (PE3UCTOpIB, Ji0MiB, CTAOUTITPOHIB) Ta BUKOPHUCTAHHS YACTOTHOT HECTAOIIhb-
HOCTi HECHHXPOHI30BaHIX T€HEPaTOpiB.

VY crarti [3] onucano tumoBuit ['IBY, 1m0 BHKOPHCTOBYE KOMOIHAI0 aHAJOTOBHUX 1 HU(PPOBUX
KOMIIOHEHTiB. BiH ckiamaeTbest 3 JBOX cTaOUIITPOHIB, sKi € mkepenaoMm Oinoro mymy. LlymoBuil curaan
HiICKITIOEThCA 10 IM(POBUX JIOTIYHUX PIiBHIB Ta AMCKPETU3YETHCS 3a JOMOMOTOI0 KOMIapaTopa Ta
Tpurepa. OCKUIBKH KoJia MifICHICHHS CIIOKUBAIOTH JOCTaTHHO 0araTo MOTYXHOCTi, MalOTh aHAJIOTOBHH
XapakTep Ta BHOCATH CIOTBOPEHHS B cHrHaJ, iHTerpanis nogionux ['IBY y OinbiicTs MiKpOKOHTpPOJIEPiB
g FPGA mpobnemaTtnyHa.

Tomy B poGoti [4] TI'IBU mpomonyetbess moOyayBatn Ha PSOC-MiKpOKOHTpoOJepi, SKWid Mae
pO3MillleHI Ha KpHUCTalli MPOTrpaMHO KOH(DIrypoBaHI aHaJIOroBi Koja (pPe3HUCTOpH, KOHAEHCATOPH,
nigcuiroBavi, komnaparopu). [Ipore yepe3 BHCOKHMiI piBeHb BHYTPIIIHIX IIyMiB BOYJOBaHHUX MiJICHIIIO-
BayiB MK moTpiOHO BHKOPHCTOBYBAaTH 30BHIIIHI IIMPOKOCMYTOBI NMPEUM3iiHI OomepauiiHi miacuiIoBadi.
Kpim 30inbiieHHs po3MipiB, BapTOCTI Ta €HEProCIOXXKWBAaHHA TeHEpaTopa, e JOAATKOBO POOHTH HOro
Jy’e BPa3JIMBUM JI0 30BHILIHIX BIJIUBIB.

I'IBY Ha ocHOBI LU(POBUX I'eHepaToOpiB BUKOPUCTOBYIOTH JBa He3aleKHI reHepaTopu (0e3 cradii-
3auii 4acTOTH), BIAMIHHI BHYTPIIIHI IIyMH SIKUX CIIPUYUHSIOTH JUKUTED (Gazu t; (KOpoTKOYacHi 3MilleHHS

GbpoHTiB y yaci), o i € KepeoM BumaakoBocTi [2]. Buxia BucokodacrorHoro reHeparopa (BUI') auck-
PETU3YETHCS 3a 3pOCTarOYMM (DPOHTOM CHTHATYy HHU3bKOYacTOTHOro reneparopa (HUI) 3a momomororo
D-tpurepa (puc. 1, a).

HemomikoMm Takoro MeTomy € HEOOXiHICTh HAKOTMUYECHHS (ha3h [HKUTEPY BIIPOIOBK TPHBAIOTO Yacy
(ockinpku mKUTEp NU(POBUX TEHEPATOPIB TOCTATHHO MaJIHii), 00 OTPUMATH SKICHI BUITAAKOBI JaHi, a 1e
obmexxye mpoxykruBHictTe I'IBU ma pisai 1 Mo6ir/c, mo Moxe OyTH HEIOCTaTHIM I
BHCOKOTIPOTyKTHBHIX KPHUIITOCHCTEM.

Bigomi pgeximpka cnpo0 3MEHIIMTH Yac HAKOMWYCHHS JDKUTepa. Hampwukiam, 3amporoHOBAaHHIMA
¢dipmoro Intel TIBY (puc. 1, 6) K mOmATKOBE HKEPEIIO EHTPOITi BHKOPHCTOBYE [Ba IU(PEPEHIIHHO
YBIMKHEHUX PE3UCTOPH, TCIUIOBUH ITyM SKUX MiACHIIOETHCS 1 3MIHCHIOE MOIYJIIAIIIO YaCTOTH KEPOBAHOTO
Hanpyrow Hu3bkouacToTHOro reneparopa (KHHYI), curaam sKoro ciayrye jjis AMCKPETH3aIlil BUXOIY
HezanexxHoro BUI'. BuxigHa mocmigoBHICTE MPOXOIUTH MOCTOOPOOKY 3 BUKOPHUCTAHHIM KOpekTopa (HhoH
Heiimana Tta anroputmy reuryBandss SHA-1 [5]. TIpore Taka apxiTekTypa He TOBHICTIO 1Hu(pOBa, 110
YCKIIQIHIOE 1i peaizarlito.
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Puc. 1. I'IBY na ocnosi nezanexcnux 2enepamopis (a) ma ito2o é0ockonanenuil eapianm (6)

[Hmwi miaxix 70 BMOCKOHAICHHS CXEMH HE3aJIC)KHUX TeHEePaTOPiB MOJIATAE B iX BUKOPHUCTAHHI IS
TaKTyBaHHs JIHIHOrO pericTpa 3cyBy 3i 3BopoTHuMH 3B s3kamMu (LFSR) Ta kimiTHHHOTO aBTOMAaTa
(CASR) — puc. 2, a [6] abo mekimpKoxX IiHIM 3aTPMMOK Ha JIOTIYHHX BEHTHJISAX, BHXOTH SKUX 00’ €1-
HYIOTBCS 3a gornomoroto onepaiii XOR — puc. 2, 6 [7].

a o

Puc. 2. I'IBY na ocrosi ninitinux i kiimunnux asmomamis (a) ma ninii 3ampumxu (6)

Onucani I'I[BY opienroBani na FPGA, ASIC, SoC, To6T0 004HcIOBaIbHI 3aC00H 3 MPOrPaMOBAHOIO
BHYTPIIIHBOIO CTPYKTYPOIO, 1 HENpHIAaTHI AJs peaii3amii B TOTOBOMY MIKPOKOHTpOJIEPI 3 KOPCTKOIO
apXiTEeKTypoIO.

Jns BupimieHHs 1i€i mpoOieMu JesKi BUPOOHUKM OCTaHHIM YacOM MOYaId BBOJUTH JIO CKIIATY
MmikpokoHnTposiepiB amapatHi ['IBY. 3okpema, y BHCOKONPOAYKTUBHHX MIKPOKOHTpPOJIEpaX PpOJUHU
STM32F4xx (dhipma STMicroelectronics), moOynoBanux Ha 6a3i yHiBepcansHoro siapa ARM Cortex-M4F,
3'siBuBCsl BOymoBanuii Monyib I'IBY, mo y moegHaHHi 3 anmapaTHOIO HiATPUMKOI OCHOBHUX KPHUIITO-
rpadiyanx onepauiii (mmdpysanus — AESIDESTDES, renryBanns — MD5/SHA-1/HMAC) pobuts ix
3PYYHOIO TIATPOPMOIO [T KPUNTOATLTIKAIIIH.

VY TexHI4YHINA JOKyMEHTaLii Ha MiKpoKoHTpousiepu poauHu STM32F4xx BincyTHA AeTalbHa KilbKicHA
OLIIHKa SKOCTI BOYZOBAaHOrO TIeHepaTopa, a JHINEe 3a3HaueHo, 110 BiH 3abe3neuye y 85 % ycmimme
IPOXO/KEHHsI TeCTiB 3riaHo 3i cranmapTom FIPS 140-2 [8]. 3ayBaxuMmo, 110 X04a paHHs BEpCist CTAHAAPTY
FIPS 140-2 i nepen6ayana BUKOHAHHA YOTHPHOX TECTIiB HAJl BUMAJAKOBHMH MOCTITOBHOCTSMH JTOBXHHOIO
20000 6iriB, mpoTe B OCTaHHIM YMHHINA Bepcii cTaHmapTy Ii€l BUMOTM HeMae, a caMm Halip TecTiB 3a
CY4YaCHUMH MIpKaMH € HaJTO IPUMITHBHHM.

Merta craTTi
Meta poOOTH — MOCHIAWTH CTATUCTHYHI XapakTepucTuku BOynoBanux ['IBU mikpokoHTponepiB
3aranpHOTO Mpu3HaueHHs ponuan STM32F4xX 3 32-6itHuM siapom ARM Cortex-M4F y pizaux pexunmax
poOOTH 3 METOIO BUSBIIEHHS T4 YCYHEHHS MOKJIMBHX HEIOIIKIB.
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ApxitexkTypHi ocobsmBocti BOyroBanux I'IBY mikpokonTpoJiepiB ponuan STM 32F4xx

Mogayns I'IBY y mikpokonTponepax STM32F4XX moOynoBanuii Ha Jpkepesi aHaIOroBOro IIymy i
3a0e3meuye reHeparito BUnagkoBux 32-0iTHUX uncen. Takox B HbOMY IepeadadeHo creniaibHi Koja, sSKi
3IIACHIOIOTh OHJIAMH-KOHTposb pobdotu 'IBY Ta curHamisyioTe mpo MOKIUBI 3001 — Taki Ik reHepauis
MOCTIHKUX 3Ha4eHb a00 MOCTIHHOI MOCTIIOBHOCTI 3HAYEHb.

CrpykrypHa cxema anaparaoro I'IBY MK poaunu STM32F4xx naBeneHa Ha puc. 3 [9].

e

- RNG_DR
RNG_CLK > LFSR
\i A
RNG SR |« Clockechecker& | | halog seed
fault detector

Puc. 3. Cmpykmypna cxema mooyns I'IBY y mixpoxonmponepax poournu STM32F4xx

AHaJIoroBi Kojia reHepyroTh 3apoaok (Analog seed), mo HaAX0AWTh HA JIIHIMHUKA PEricTp 3CyBY 3i
3BopotHuMHE 3B’ si3kamu (LFSR). Ananorosi kosia mo0yqoBaHi Ha HE3AIEKHHX T€HEPATOPax, Ydi BUXOIH
00’ ennyrotbest onepaiietro XOR. Jlnst TaktyBanHs LFSR BUKOpPHCTOBYETBCS OKpeMUil TaKTOBUI CUTHAI
(RNG_CLK), sxuii dopmyersest crnemianbaoro cxemoro DPAITY, tomy skicte ['IBY He 3anexuts Bin
3HadeHHS OCHOBHOI TakToBOi wactotT MK. I'eHepamist omHoro 32-0iTHoro 3HadeHHs moTpedye no 40
takTiB curHany RNG_CLK. Makcumansie 3HaueHHss RNG_CLK cranosuts 48 MI 1.

Konn 32-6iTHe BHMaaKoBe YUCIO chopMOBaHe — BOHO mepecuiaaeTbes y perictp nannx (RNG_DR)
Ta BCTAHOBJIIOETHCS BiMOBIHII ipanopers y perictpi cratrycy (RNG_SR).

[NapanensHo 3xificHIO€THCSI MOHITOpHHT TakToBOTO curHairy RNG_CLK Ta 3aponka. Perictp cratrycy
MICTHUTD CTIEIiaIbHI TPAIOPIIi, SIKi CHTHATI3YIOTh PO aTUIIOBY OCIIIOBHICTD 3apokiB (mpamopens SECS)
a0o mpo Te, IMI0 TaKToBa 4acToTa € 3aHu3bkoro (mpanoperpr CECS). 3a 36iii npuiiMaroThes IBI cUTyallii:
KOJIM 3reHepoBaHo 64 i Ginbiie mociimoBHUX 6iTiB 3 oqHaKoBuM 3HaueHHsAM (0 a6o 1) a6o 32 mocmigoBHi
mapu 01 1 (0101010101...01). BusBuBmu 36iit, I'TBU Tpeba mepes3amyCTuTH 3a JOMOMOTOI0 BiAIIOBIIHHX
oiriB pericrpa ynpasninas (RNG_CR).

OTXe, €IMHUM TPOTPaMHO KEPOBAHMM MMapaMeTpoM, IO MoXKe BIUIMBaTH Ha pobotry I['IBY, €
3HadyeHHs1 TakToBoi yactoTh RNG_CLK, mporte B TexHi4HiId AOKyMEHTallii XapakTep IbOro BIUIMBY HE
OIIMCAHO, a TOMY Li¢ MUTaHHA NOTpedy€e JOAATKOBOI'O BUBUCHHS.

Budip Ta Ha1aIITYyBAaHHS allapaTHUX 3aC00iB I eKCIIePUMEHTAJIbHUX JA0CiIZKeHb

st ekcriepuMeHTaIbHUX JTociikeHb BOynoBaHoro I'IBU mikpokonTposnepiB poauan STM32F4xx
BubOpano maty STM32F4ADISCOVERY, na sikiit BctanosieHo MK STM32F407VG 3 32-6itTHuUM sapom
ARM Cortex-M4F. 3reneporani nociinoBHocTi nepegasanucsa B USB-mopt ITK mis mogasisinoro aHamisy.
I'eneparris BUMaAKOBUX MOCIIJOBHOCTEH 3iiICHIOBaNIACS 32 TAKUX NTapaMeTpiB:

—rakropa yactora I'IBU (RNG_CLK) —22.4/28.0/37.3/48.0 MI 1;

— TaKTOBa 4acTOTa sjpa MiKpoKoHTposiepa — 168 MTI'1;

— Hampyra >KUBJICHHs MikKpoKkoHTponepa — 3.3 B.

I'eneparrisi MOCITIZOBHOCTENW BHKOHyBalacsd 3a BUMoTramu [8], 3rigHO 3 SKHMH IIepIne BHPOOIIEHE
32-0iTHe BWIIQJKOBE YHCJIO HE BHUKOPUCTOBYETHCSA, 8 KOXEH HACTYNHHMH BHpOONeHHMH 32-OiTHui OoK
JAHWUX TOPIBHIOETHCS 3 MOTEPEAHIM 1 SIKIIO BOHU 30iraroThCs, TO 1€ TPAKTyeThesA sIK 3601 y podoti ['TBY.
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HonatkoBo B mporeci (hopMyBaHHSI BUITaJKOBUX IOCIIJJOBHOCTEH BIICTEXKYBalacs 4acToTa MOsSBU 300iB,
mo BusBIAOTECT Komamu I'IBU (mpamopmi SECS ta CECS). Ilig uac BimmarofpKeHHs OpOTpPaMH Ta
TeHepallii MOoCiJOBHOCTEH MU HE BUSABUJIM YKOJHOIO 3 BUIIEBKa3aHUX 3001B, 110 CBIAYUTH MPO HAAIMHY i
ctabinbHy poboty BOynosanoro I'IBY.

Pe3yabTaTi J0CHiIKeHHA CTATHCTUYHHX XapakTepuctuk 'IBY

M mepeBipku skocti ['BU 3acTocoByroTh pi3HI HabOpW CTATUCTUYHUX TECTIB, CEped SKHX
cranmapToM Jne-hakto € Habip TectiB (Statistical Test Suite, STS), pospoGienuii National Institute of
Standards and Technology (NIST) [10]. IopisustHO 3 iHmMMHK BigoMumu Habopamu TecTiB Tectn NIST
STS BUKOPUCTOBYIOTH BiAKPHTI, A€TAIBHO CIeUU(iKOBaHiI alTOPUTMH, MICTATH KOHTPOJIbHI MOCTiJOBHOCTI
JUTS TIEPEBIpKM TPaBHIBHOCTI iX peamizallii, a TakoX 3a0e3MedyloTh OJHO3HAYHY IHTEPIpETAIliio
Pe3yJIbTaTIB TECTyBaHHS.

Hab6ip NIST STS ckmamaerbes 3 15 okpeMux CTaTUCTUYHHX TECTiB, KOXKEH 3 SKHX 3JiHCHIOE
nepeBipky OiHApHOI MOCHIOBHOCTI Ha OJNHY 3 MOXJIMBHX O3HAK BIJXWICHHs Bix BumajmkoBocTi. Ha
MiJICTaBi pe3yNbTATiB TECTIB NpHUiiMaroTh (200 BiIXWISIOTH) TiMOTE3y MPO Te, IO TaKa MOCHIIOBHICTH €
BHUITaJIKOBOIO. Pe3yIbTaToM BUKOHAHHS KOKHOTO TECTY € Tak 3BaHe P -value, sike MicTHThCS B jiana3oHi
[O, 1]. PiBeHb 3HAYyIIOCTI @ 3aja€ IMOBIPHICTH TOTO, [0 BUMAAKOBA MOCIIAOBHICTh Oy/ie CIIPUNHITA SIK
HeBHmazakoBa. Skmo P-value>q, To BBaXaloTh, MO MOCTIIOBHICTh, SKa& TECTYETHCS, MPOMIIIA
MIEPEBIPKY 1 € BUIAKOBOIO.

TectyBanHs mpoBogmiocs 3a piBHA 3Hauymocti « =0.01, skuit pexomenmoBanuii B [10].
BpaxoByroun, mo MiHIMaJbHA KUTBKICTh BHIIQJKOBHX IIOCHTIIOBHOCTEH M TOBHHHA OyTH OOCPHEHO
nporopitiiiHoo 10 « (M>100), y wiit poboti Bubpano 3uaueHass M=21000. OcKiabKH AESKI TECTH IS
OTPUMAaHHS KOPEKTHOTO pe3yibTaTy BUMAararooTh, 00 PO3Mip BHIAAKOBOI IOCIIJOBHOCTI N OyB He
menmmit 3a 10° Giris, mu npuitsumn N=10°. Orxe, CyMapHUi 00’ €M BHOIpKU CTaHOBUB 10° Giris.

Jns MOCHiIKeHHS CTaTUCTUYHHMX XapaKTEPUCTUK BHIIAJKOBHX MOCIHITOBHOCTEH, 3reHEPOBaHUX
BOynosauum I'IBY, crBopene I13 y cepemonuimi MatLab, mo peanizye trectrt NIST STS, a Takok BUKOHY€
NPOTOKOJIIOBAHHS Ta iHTeprperalio pesynsratiB. Y cepemosumni |IAR 6.30 Embedded Workbench for
ARM nammucano mporpamy st MK STM32F407VG, sxa 3aiiicHioe rerepartito BOygosaanm ['1BYU 1000
nociigoBHOCTEH, po3mipom 10° Gitie KoXkHa.

OcobmnuBictio TectiB Random Excursions ra Random Excursions Variant € te, mo ix pe3yiabraTu
(P - value) mocroBipHi nuime TOMi, KOJIK AJIS i€l TOCTiJOBHOCTI TTapaMeTp J, po3paxoBaHuii 3a HaABEICHUM
B [10] anroputmom, matume 3HaueHHsi, He MeHIue 3a 500 (J >500). Tomy it KOPEKTHOTO BUKOHAHHS
X TECTIB OKpeMo renepyBanucs i Bigoupanucs 1000 nocnigosHocTeid 3 J > 500.

Ho xoxuoi 3 1000 mocmiZoBHOCTEH 3aCTOCOBYBABCS HaOIp TECTIB 3 MapaMeTpaMM, BKa3aHHUMU Yy
Tabm. 1 3a piBHs 3HauymocTi o =0.01.

Hus ominku sikocti BOynosaHoro ['IBU wmikpoxonTponepiB STM32F4XX mu  goTpumyBanucs
pekomeHzalii monxo iHTepmperauii pesynprariB, onmcanux B [10]. oxyment [10] mepembauae mBi
cTparerii yXBaJIeHHS pillieHHs Tpo Te, 9u 1eil [ BU mpoi#nmoB TecT Ha BUIAAKOBICTS.

Cmpamecia 1. 1ls crpareris Ui KOXKHOTO TECTy BHM3HAYa€ 4YacTKy IMOCHigoBHOCTe Pl, 1o
npoiinum nepesipky ( P - value>¢ ) ta nopisaioe ii 3 moporosum 3HaueHHsIM Plp g .

1000
> (P-value(i) > @)
i=1

P1=- m  Plyr=01-a)-

1-a)a

=0.980561 .

Slkio xoua 6 jutst ogHoro 3 15 Tecti 3HaueHHst P1 € meHmmM 3a nopir ( P1< Ply,g ), TO BBaXaroTh,

o 'IBY Tect Ha BUNAIKOBICTh HE MPOMIIIOB.
Sk BUIUIMBAE 3 MaHWX, HaBeACHHUX y Ta0a. 1 Ta Ha puc. 4, BOynoBanwmii ['IBY mpoifmoB nepeBipky Ha
BUMAJIKOBICTD Y BCIX YOTHPHOX pexUMax (HopMyBaHHs BUXiTHUX OiTiB.
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Pe3ysibTaTn Tectysanns FIBY 3rigno 3i crpareriero 1 (mpu m = 1000i n = 10°

Tabauysa 1

Ne CraTucTHYHHH P1
TecTy TeCT i iioro mapamerpu 22.4 MI'y 28.0 MT'y 37.3MI'y | 48.0MIy
1 Freguency 0.994000 0.989000 0.988000 0.996000
2 Block Frequency (M=128) 0.987000 0.990000 0.993000 0.984000
3 Runs 0.987000 0.993000 0.986000 0.990000
4 L ongest Run (M=10000) 0.986000 0.987000 0.986000 0.988000
5 Rank 0.988000 0.988000 0.995000 0.994000
6 DFT 0.989000 0.992000 0.985000 0.987000
7 154 Non-Overlapping Template (M=9, 0.990068 0.989649 0.989966 0.990041
" 148 wabnonis) (mean) (mean) (mean) (mean)
155 Overlapping Template (M=9) 0.984000 0.989000 0.992000 0.985000
156 Linear Complexity (M=500) 0.987000 0.985000 0.986000 0.985000
157 Universal (L=8, Q=2356) 0.982000 0.983000 0.983000 0.986000
158 Serial (M=16, V ,//%) 0.989000 0.990000 0.987000 0.996000
159 Serial (M=186, sz/% ) 0.996000 0.993000 0.987000 0.995000
160 Approximate Entropy (M=10) 0.992000 0.985000 0.993000 | 0.993000
161 Cumulative Sums (Forward) 0.990000 0.990000 0.990000 0.999000
162 Cumulative Sums (Reverse) 0.992000 0.991000 0.987000 0.996000
163...170 Random Excursions 0.991500 0.989000 0.989625 0.992000
" (x=-4,...,-1,1,....4) (mean) (mean) (mean) (mean)
171188 Random Excursions Variant 0.991000 0.990500 0.990667 0.990722
(x=-9,...,-1,1,...,9) (mean) (mean) (mean) (mean)

Taktosa yactora RNG_CLK=22.4 MI'y (MIN(P1) = 0.981000, MEAN(P1) = 0.990122, MAX(P1) = 0.998000)

Taxrosa vactora RNG_CLK=28.0 MIy (MIN(P1) = 0.981000, MEAN(P1) = 0.989676, MAX(P1) = 0.996000)

0.998 0.
o ka o
0.996 0.99
&0 R & & & & o ¢ o &
0.994 0.994
3 ¢ o oo 3 o 0 o o ¢ o WO o0 ¢ o 0 10
0.992 0.992
® ® S R @ & o0 ke o0 < & ® ® &* o0 e < @® & o 00 00 0 & &
3099 T 0.
o 00 o0 o o w o o kg o0 o kg 0w O kg o 00 o @ ®© o 00 o 00 00 @® o o
0.988 0.988
@ o 00 00 3 o ¢ 00 o 0 00 3 o 3 o o0 o 000 R R o LR
0.986 0.98
@ © g o0 o <o &
0.984 0.984
o 0 3 3
0.982 0.982
P . Tl . °
0.98 0.
0 20 40 60 80 100 120 140 160 180 0 20 40 60 80 100 120 140 160 180
Homep Tecty Homep Tecty
Takrosa yactora RNG_CLK=37.3 My (MIN(P1) = 0.982000, MEAN(P1) = 0.989904, MAX(P1) = 0.997000) Takrosa yactota RNG_CLK = 48.0 My (MIN(P1) = 0.982000, MEAN(P1) = 0.990282, MAX(P1) = 0.999000)
0.998 0.998
0.996 0.
3 o 3 o o o 10 o o o o o
0.994 0.994
& @ @ ® & W & o & & & & & & & & & ka @0 & & ka2
0.992 0.992
o ¢ ® O kg o0 000 kg ¢ o 0% w0 0 o 0 o 000 ¢ o 00 o o o0 o o 000 O
o099 099
Lo o < & o 00 ¢ ® o o 00 < & & o0 @ < S0 0 0 < < oI o O & ka
0.988 0.9
o o kg kg <o 3 o o o o oL W o @ o o o kg o o @ kg o
0.986 0.
o 3 o ®© o 3
0.984 0.984
¢
0.982 0.982
Plye Plyg
098 098~
0 20 40 60 80 100 120 140 160 180 20 40 60 80 100 120 140 160 180

Howmep Tecty

Howmep Tecty

Puc. 4. Pesynomamu npoxooicennss mecmie NIST STS32iono 3i cmpameziero 1

Cmpamezin 2. TpyuryeThes Ha ToMy, 10 B skicHoro I'IBY posmoxin P -value mist koxHOro tecty

e piBHOMipHMM Ha inTepBami [0, 1]. J[ns mepeBipKH wi€i rimOTE3M BHKOPHCTOBYETHCS TECT ° 3HAUCHB
P - value, po3outux Ha 10 migiatepsanis C1-C10 3 kpokowm 0.1:
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2 10(Ci-m/10)®
£ TET o
Skmo orpuMaHe B pe3ynbTari nepeBipku rinore3u 3HadeHHs P2<0.0001, To mpuiiMaroTh pilieHHS,
o I'IBY Tect He npoiios.
3rigHo 3 JaHWMH, HaBeIeHUMH y Ta0is. 2 Ta Ha puc. 5, BOynosanuii I'IBY mpoiimos nepeBipky Ha
BUTIAJIKOBICTB /IS BCiX 15 TecTiB y BCIX YOTUPBOX pexkuMax (OpMyBaHHS BUXITHHUX OITiB.

. P2=P(y?)=igamc(9/2, 4°12).

Tabnuys 2
Pesyabtatn TectyBanns I'IBY 3rixmo 3i crparerieio 2 (sikmo m = 1000 i n = 10°)
Ne CraTucTHYHUI P2
TecTy TecT i fioro mapamerpu 24AMIy  280MI'y  37.3MI'y 480 MIy
1 Frequency 0.040901 0.340858 0.132640 0.419021
2 Block Frequency (M=128) 0.227180 0.002236 0.169044 0.992084
3 Runs 0.340858 0.715679 0.207730 0.056426
4 Longest Run (M=10000) 0.196920 0.298282 0.433590 0.467322
5 Rank 0.378705 0.668321 0.188601 0.373625
6 DFT 0.123038 0.703417 0.921624 0.313041
Non-Overlapping Template (M=9, 0.503867 0.545013 0.537733 0.484438
7...154 .
148 wabnonis) (mean) (mean) (mean) (mean)
155 Overlapping Template (M=9) 0.142062 0.459717 0.591409 0.007975
156 Linear Complexity (M=500) 0.721777 0.512137 0.872425 0.916599
157 Universal (L=8, Q=2356) 0.239266 0.465415 0.651693 0.542228
158 Serial (M=16, V ;//rzn) 0.401199 0.796268 0.599693 0.747898
159 Serial (M=16, V22 0.325206 0.122325 0486588  0.473064
160 Approximate Entropy (M=10) 0.326749 0.334538 0.727851 0.221317
161 Cumulative Sums (Forward) 0.805569 0.719747 0.859637 0.947308
162 Cumulative Sums (Reverse) 0.144504 0.605916 0.839507 0.057146
163.. 170 Random Excursions 0.558054 0.693370 0.585901 0.476444
" (x=-4,..,-11,..,4) (mean) (mean) (mean) (mean)
171188 Random Excursions Variant 0.403106 0.447080 0.517400 0.570220
(x=-9,...,-11,..,9) (mean) (mean) (mean) (mean)
Takrosa vactora RNG_CLK=22.4 My (MIN(P2) = 0.006906, MEAN(P2) = 0.482482, MAX(P2) = 0.998275) , Taktosa yactora RNG_CLK=28.0 My (MIN(P2) = 0.002236, MEAN(P2) = 0.537241, MAX(P2) = 0.998971)
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. Takrosa vactota RNG_CLK=37.3 My (MIN(P2)H: ::: :ZZ MEAN(P2) = 0.538654, MAX(P2) = 0.998898) , Takrosa vactota RNG_CLK = 48.0 MI'y (MlN(le;:?go:;;;, MEAN(P2) = 0.490997, MAX(P2) = 0.999170)
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Puc. 5. Pezynomamu npoxoooicenns mecmie NIST STS32iono 3i cmpamezieio 2
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BucHoBkn

3a manmmu tectyBaHHs NIST STS BOynmosani I'IBU wmikpokonTponepis poaunu STM32F4xX
MpOMIUIN BCi MEpeBipKH Ha BUMAAKOBICTh 1 3aJJOBOJBHIIOTH BUMOTH, AKi cTaBisThesa A0 ['BYU B kpumnror-
padiuHux nonmarkax. Brucoka KpHITOCTIMKICTB JOCATA€THCS 3a Pi3HUX 3HAUYEHb TAaKTOBOI YaCTOTH TI'eHe-
paropa, 110 1a€ 3MOTy PO3POOHHKY BUOMPATH ii 3aJIe)KHO BiJf BAMOT KOHKPETHOT'O 3aCTOCYBaHHS.

Bucoka npoaykTuBHICTH Ta cTabuTbHICTH poOoTu BOymoanoro I'IBY y moenHaHHi 3 amapaTHHM
mUQppPyBaHHIM 1 TeNIyBaHHSAM POOUTH MiKpoKoHTposiepu poanan STM32FAXX mepcnekTuBHOO T1aThOp-
MOIO JUIS IIUPOKOTO CIIEKTpa MPUCTPOIB Ta CUCTEM, SIKi MOTPEeOYIOTh BHKOPUCTAHHS KpUNITOrpadidyHuUX
oreparliif Ta MpOTOKOIIIB.
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