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V crarTi 3amponoHOBaHO MOJEb CUCTEMH BUsBJICHHs BToprHeHb (CBB), sika BinoOpakae oCHOBHI
MPOLIECH, SIKI BiTOYBaIOThCS y CHCTEMI, 3 METOIO ONTUMI3allii IpoleciB MPOTH T BroprHeHHsM. Taki
NPOLIECH B 3arajlbHOMY BHUIJISIII MOKHA PO3IJIANATH SK HPOLIECH PO3MOJALTY I BUKOPUCTaHHS pe-
CypCiB, BUIUICHUX Ha 3aXUCT iH(opMarii. BukoprucTaHHS METOIiB MOJCTIOBAHHS 13 3a0€3IIeYCHHIM
HAJIC)KHOTO PIBHA 3aXWINCHOCTI iH(opMaIii mpuBeno A0 po3pOOJICHHS MHOXHHH (OPMAaTbHUX
Mojeneil Oe3MeKH, IO CIpHse MATPUMAHHIO HAJECKHOTO PIBHS 3aXHINCHOCTI CHCTEM Ha OCHOBI
00’€KTHBHUX 1 HE3alepeyHNX IMOCTYNIATiB MaTeMaTHIHOI Teopii. 3alpoIloHOBaHa MOJIENb MPOTHIIT
MOPYIICHHAM 3axuiieHocTi iHpopMmarii B IC, Ha BiAMiHY BiA MOMIOHUX BiIOMEX CHOTOIHI MOJEICH,
SIKI TIPU3HAYCHI 7S OLIHIOBAHHS BIUIMBIB MOKJIMBHX aTakK 1 3arpo3 Pi3HHUX PIBHIB Ta HPUNHATTA
00IPYHTOBAHOI'O PIIICHHS 00 peatizailii CHCTEM BUSBJICHHS BTOprHeHHs IC, Hamae MOKIUBICTh
OTIEPaTHBHO OIIHIOBATH MOTOYHHMH cTaH 3axumieHocTi IC 3a ymoB 3a0e3medeHHs Ipane3qaTHOCTI
(opManbHIX METOAIB 32 KOPOTKMMH OOMEXEHHMH BHOIpKaMHM IOJO MapaMeTpiB 3aco0iB 3aXHCTY
IC ta mapametpiB 3arpo3, 1o BIUIMBalOTH Ha eneMeHTH IC. 3acTocyBaHHS 3aIpONIOHOBAHOI MOAETI
JTACTh 3MOTY OTPUMYBAaTH IOTOYHI OI[IHKH CTaHY 3aXHIICHOCTI iH(opMaIlii, HaJaTH TOJATKOBHI Yac
Ha TIIrOTOBKY Ta 3iMCHEHHS 3aXO/iB pearyBaHHS Ha 3arpo3d 3 METOIO IIJBHIICHHS Oe3NeKH
iH(popMartii.

Ki1ro4oBi ciioBa: cucmema susenenns emopetev; Kibepamaxa; inghopmayiina cucmema, 3a2po3a; NOpYWHUK;
Modernb.

1. Beryn

OcHOBHUM 3aco00M 3axucTy iHpopMarliinux cuctem ta mepex (IC) Bix iHbopMariiiHo-pyHHIBHUX
BIUIMBIB (BTpy4aHb) y BUIISAAL KibepHeTHuHNX BroprHeHb (KB) e cucremu BusinenHs ta/abo 3amobiranHs
sroprueHasM (CBB/C3B/CBA), ocHOBHE 3aBIaHHS SIKMX 3BOJMTBCS 10 ONEPATHBHOI iX imeHTHiKaIli
(BCcTaHOBIICHHSI BiJMOBIAHOCTI MK 00’€kTOM i Horo igeHTHdikaropom (YHiKadbHHM aTpuOyTOM) Ta B
11ealTbHOMY BUTAJIKY iHII[iIFOBaHHS €(EKTHBHOTO 3aXMCHOTO CIIEHAPII0 IIOAO NPHUITMHEHHS (haKTy TMOPYIICHHS
KOH(IAEHIIHHOCTI, JOCTYIHOCTI Ta LiliCHOCTI iH(pOpMAaiiHUX pecypciB, cepiciB. IlpakTuka 3acTocyBaHHS
CBB cdopmysaia aBa nanpsmu npotuaii KB: BusBinenus 3nosxuBans (Misuse detection) ta BusiBieHHS
anomauniii (Anomaly detection). Ilepumii miaxin Opi€HTOBaHMII Ha BUSIBJICHHS JIMIIE KiIacH(piKOBaHHX
(BimoMHX) BTOPTHEHb Ha OCHOBi IiJXOMiB CHHTAaKCHYHOTO TMOPIBHSHHS BiJMOBIAHOCTI CTPYKTYPHHX
(curnaryp/marepHiB), iHBapiaHTHUX Ta KOPEJLIWHMX O3HAK BHKOHYBAHOrO Mpolecy (CHCTEMH) 3 HAasBHOO
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0a3010 BiTOMUX MIA0JIOHIB. ['OTOBHUMYU HEHOMIKAMU TaKOTO MiIXOJy € HEMOXIIMNBICTh BUSBICHHS HOBUX
moaudikamiii KB um kibepHernunux atak HynboBoro aus (0-day) Ta HEMOXKIHMBICTH aBTOMATHYHOTO
BBEJICHHS HOBHUX INA0JOHIB, IO CBIAYUTH MPO iX JOCTAaTHHO HHU3BKY €(eKTHBHICTH. Jpyruil mimxin,
HABIIaKH, 3BOJIUTHCS JIO 3aBIaHHS BHUsABIeHHS HeBinomux KB Ha ocHOBI 3HaxXomKkeHHS HA00OpY O3HAK, SIKUI
HE BiANOBiae ouikyBaHiil moBeniHii 00’ ekTa (KOpUCTyBava/CHCTEMHM), — MIA0IOHN XapaKTePUCTHK, SIKi He

3a10BOJIBHAKOTH BU3HAYCHC ITOHATTA HOpMaJ’ILHO'l' HOBe,Z[iHKI/I, (1)iKCYIOTBC$I SIK aHOMaUTil.

Bci po3poOHMKHM cucTeM BHSBJICHHSI aTak 1 oprasizamii, siki BukopuctoByloTb CBA, moBuHHI
pO3yMiTH W BUBYATH iX kiacudikauito, mo0 BUOpaTH Kpalli pillleHHs Ul CUCTEM 3aXHUCTy iH(opmarii.
Jocnimpkyrouun pi3Hi acCeKTH TaKCOHOMIT i 3aCTOCOBYIOUHM Pi3HI BapiaHTH, MU 3MOKEMO JOCSITH BUILOTO

piBHs 6e3neku iHpopMaliiHuX cuctem [1-2].
V3aranpHeHU BUMIIAA KIacu(ikallii CHCTeM BUSIBJICHHS 3arp0o3 HaBECHO Ha puc. 1.
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Puc. 1. V3azanvrenuii guensio knacughikayii cucmem 6usi8IeHHs 6MOPSHEHb MA aAMAax
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Bsarani kaxxy4u, cy4acHi CHCTEMHU BHSBICHHS BTOPTHEHb 1 aTak IL€ JaJeKi BiJ eproHOMiYHHX i
ehexTUBHUX i3 mornsany Oesmeku pimeHb. lligBuineHHs epeKTUBHOCTI HEOOXigHE HE TiNbKH IS
BUSIBJIICHHSI 3JIOBMHCHHUX i Ha 1HQPaCTPyKTypy 3axuIlleHHX 00 €KTiB iHpopMaTH3alii, ajne 1 Mmorisry
MOBCSKACHHOT eKCIIyaTallii mux 3aco0iB, a TaKOXK €KOHOMIil OOYMCIIOBAJIbHUX Ta 1HGOpMAaIiHHUX
pecypciB BIIACHHKA CHCTEMH 3aXHCTY.

SKm1o roBopuTH 0e3nocepeHBo MPO MOAYJII 00pPOOKH AaHUX, TO KOKHA CUTHATYpa aTakd B CUCTEMI
00poOku iHdopmawii mpo ataky € 0a30BUM €JIEMEHTOM Ui PO3Mi3HABAHHS 3arajbHINIMX I — po3-
ni3HaBaHHs (asu artaku (eramy ii peamizarii). Came MOHATTS CUTHATYPH y3arallbHIOETBCS /IO JESIKOTO
BUPILIAJILHOTO TIpaBWia. A KOXKHY aTaKy, HaBlaKW, pO3AUISIOTH Ha HaOip eramiB ii mpoBeneHHs. Yum
NPOCTilIa aTaka, TUM JIETLIE ii BUSIBUTH 1 3’ ABJISIETHCS OLNIbIIE MOXKIMBOCTEH A 11 aHAMI3Y.

ChoronmHi cucteMy BUSIBICHHS BTOPTHEHb 1 aTak 3a3BHYail ABISIOTH 0000 mporpamMHi abo
anapaTHO-NPOrpaMHi pilIeHHs, $Ki aBTOMATU3yIOTh MPOLEC KOHTPOJIO MOAIH, IO BigOyBalOTbCA B
iHpopMamiliHili cucTtemMi abo MepexXi, a TaKoXX CaMOCTIHHO aHaNi3yloTh Ii MOJii B TONIYKaX O3HAaK
npobiem Oe3nek. OCKIIbKM KiNBKICTh PI3HUX THINB 1 CIIOCOOIB OpraHi3alii HECAHKIIOHOBAHUX IIPO-
HHUKHEHb y 4yXi MEpeXi OCTaHHIMH POKaMH iCTOTHO 30inblmiacs, cucremu BusiBnenHs atak (CBA) cranu
HEOOXiAHUM KOMIIOHEHTOM iH(PaCTPyKTypH Oe3neKu OLIbLIOCT] OpraHi3amii.

CroronHi BupileHHA NUTaHb 3a0e3nedyeHHs Oe3neku B IC Ta ympaBiiHHSA CTaHOM iX 3aXHMILEHOCTI
OMKCaHO B po0OOTax BITUM3HSHUX Ta 3aKOPAOHHHUX JOCHIIHUKIB, a came: B. JI. Bypsuka, C. O. ['Hatioka,
O. I'. Kopuenko, O. O. Ky3nenosa, I. 0. Cy6aua, C. I1. €sceera, B. b. Jlynukesuua, C. B. Kazmupuyk,
T. Ptaceka, G. Elmasry, P. Albers, O. Camp Ta iHmmx.

3a3HauMMoO, 110 OJHHMM i3 aKTyaJbHHUX HampsMiB, SIKUA aKTHBHO PO3BUBAeThCS y chepi iHpopma-
uiiinoi Oes3mnekw, € BUsBICHHA KiOepaTak 1 3amoOiraHHs BToprHeHHsM y IC 3 Ooky HeaBTOpHU30BaHOI
croporn (HAC). Takox ci1ii HAroJOCUTH, 1110 ataku Ha IC 3 KOKHHM POKOM CTAarOTh BCE TOCKOHAIIIIINMH,
IJI00ANBHIIIMMHU Ta YaCTIIIHMMH.

OTke, PO3BUTOK Ta BIPOBAJKEHHS HOBITHIX 1HQOpMAIiHUX TEXHOJOTiH 3a0e3neuyroTh Oe3mnpe-
LEeIECHTHI YMOBH AJIS1 HAKONHMYECHHS 1 BUKOPUCTaHHA 1HpOpMAaLii, a TAKOXK BU3HAYAIOTh (QyHIAMEHTAIBHY
3aJIeXKHICTh BiJ X HOpMaIbHOTO (PYHKLUIOHYBAaHHS YCiX cdep KUTTEAISIIBHOCTI CYCHIBCTBA Ta JAEPKaBH:
EKOHOMIKH, IOJNITHKH, cpeph HAIMiIOHAIBHOI Ta MiKXHapomHOi Oe3meku Tomo. Taka 3aJeKHICTh CTae
Bpa3JIMBUM MiclleM y QYHKI[IOHyBaHHI CUCTEM 1 00’ €KTiB KPUTHYHHUX HAI[IOHAIBHUX 1HQPACTPYKTYp 1 Aa€
MOYJIMBICTh HETATHBHO HAJIAIITOBAHUM EJIEMEHTaM 1 YIPYNOBaHHSM CKOPHCTATHCS HEIO JUIS peaizarii
OPOTUINPAaBHUX [Till y KiOEpHETHUYHOMY MPOCTOPi, MOPYIIMBIIM LiNIiCHICTh, AOCTYNHICTH W KOH(pimeH-
uiiiHicte iH(oOpManii Ta 3amomisBIIM IIKOXY iH(QOPMAaLiIHHUM pecypcaM Ta iHQOpPMALiHHUM CHCTEMaM.
Oco0nuBe 3aHEMOKOEHHSI BUKIMKA€ MOXJIMBICTh 3aCTOCYBaHHS iH(QOpPMaIliHMX TEXHOJOTIH y KibepHe-
TUYHOMY TIPOCTOpi B iHTEpecax 3JiHCHEHHs BiHCHKOBO-TIOJITHYHOTO Ta CHJIOBOTO MPOTHOOPCTBA, TEpO-
pHU3My Ta MPOBEICHHS XaKepCchKuX aTtak. Excrieptu nepeabavaroTh, M0 B NPUHICIIHEOMY POIl TOBHICTIO
3MIHUTBCA CTPYKTYpa Kibepomnepawiil i Te, sk iX 31iHCHIOI0Th. BOHM cTaHYTh HEIOMITHIIIMMH AJISI CUCTEM
BUABIICHHS 1 (haepBoy. AHami3 poOiT, 0 BeAyThCs y Lill cdepi, mokasye, 1o 3a3HayeHa npodiema noTpedye
NOJAJIBIIOTO BUBYCHHS — SIK MOOYIOBH aJeKBATHUX MaTeMaTHYHHMX MOAEJIEH IMpeAMEeTHOI o0yacTi, Tak i
peaizalii epeKTUBHUAX alTOPUTMIB BUSBIICHHS aTaK i MPUUHATTS PillleHb, MO MiATBEPIIKYE aKTYaIbHICTbD
JOCIDKEHB Y il peaMeTHili obmacTi [3].

HayxoBmi po3risgaioTh y CBOIX poOOTax HACHITKOBHM MiIXim mo peamizaliii 3aco0iB mpoTumil
30BHIIIHBOMY JAecTabili3yBajJbHOMY BIUIMBY Ul 3a0€3ME€UYCHHS BIACTHBOCTI (PYHKIIOHAIBHOI CTIMKOCTI
CKJIaJHUX TEXHIYHHUX CHCTeM. AJie i3 PO3BUTKOM OO’€KTIB 3aXHCTy, 31 3MiHOIO cmocoliB iX (yHK-
IIOHYBaHHS TaKMi MiAXiA 10 peaiizamii BIaCTUBOCTI (YHKI[IOHAIBHOI CTIMKOCTI OO, HAIPHKIA,
KiOepHETHYHUX 3arPO3 BUIAETHCS TOBOJI apxaiuHuM [4].
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Kpim Toro, akryanpHOIO MpoOIeMOI0 HUHI € PO3pOOJICHHS KOMIUIEKCY aHANITHYHHX Mozenel i
METO/iB MOHITOPUHTY Tpouecy (QpyHKIIOHYBaHHS PO3MOAUICHUX iH(QOPMAIIMHUX CHCTEM Ta B3a€EMOAIi
AreHTIB ITiJ] Yac OLIHIOBAHHA 1i CTaHy.

2. Mopenanb cucteM BUSIBJIEHHS BTOPIrHEHb

Mopnenb cucteM BusiBneHHs BroprHeHb (CBB) moBuHHa BigoOpa)kaTH OCHOBHI MpOLIECH, SIKi
BiI0OYBalOThCS Y CHUCTEMI, 3 METOI0 ONTHMI3allii MpoleciB 3axucty iHdopmairii. Taki mpolecu B 3arajb-
HOMY BUTJISIII MOXKHA MOJATH SIK MPOLIECH PO3MOILUTY i BUKOPUCTAHHS PECYPCiB, AKI BUIIEHO HA 3aXUCT
inpopmanii. CporozHi icHye BeNMKa KUIBKICTh 3ac00iB Ta croco0iB 3abe3nedeHHs 3aXucTy iHdopmaii,
o o6pobusiersest B IC [5-9]. Ynockonanenns CBB norpebye moOymoBu Moelni MpOTHAIT MOPYIICHHIM
3axuieHocTi iHdopmanii B IC, BpaxoBytoun cucremMHuid BIuB Ha IC pi3HHX 3a XapakTepoM, MiCLEeM
3aCTOCYBaHHA Ta (Pi3HUHOIO IPUPOIOIO 3arpo3.

BukopricTanHsl METOZIIB MOJIETIOBaHHS 13 3a0€3MeUeHHsIM HAJIGKHOTO PIBHS 3aXHIIEHOCTI iH(opMaltii
TIPUBEJIO JI0 PO3POOIICHHS MHOKHMHH (hopMaibHIX Mozesteit 6esreku [10], 1o crpusie maTpuMaHHIO HATIGKHOTO
PIBHS 3aXHMILIEHOCTI CUCTEM Ha OCHOBI 00’ €KTHBHIX 1 HE3aIEPEYHUX MOCTY/IATIB MaTeMaTHYHOI TEOPii.

Mertoro MozemoBaHHs y crcTeMi 3a0e3neucHHs Oesneku IC € mo0yaoBa Mojeni, sika BpaxoByBaya 0
Hai0iNbIy KiABKICTh YNHHHKIB BILUIMBY 1 JaBajia 6 3MOTY pO3paxoByBaTH MMOBIpPHICTh BUHUKHEHHS
BPA3JIMBOCTI Ta peaji3auil 3arpo3u, 0OYMCIIOBaTH Yac peajizalil 3arpo3u 1 MOXKIMBI 30MTKH, BU3HAYATH
e(peKTUBHICTH yIPOBAPKEHHS 3ac00iB 3aXUCTy Ta CTaH 3aXHUIICHOCTI cuctemu [11-12].

OcHoBOI0O OOYJ0BH MOJETI € OMUC 00’ €KTIB Y BUIJISII CYKYIHOCTI €JIEMEHTIB, OB’ SI3aHUX MIX
c00010 TIeBHUMHU BigHocuHaMu. Mogeri omucy atak [13]:

- eTarHa MOJIeNTb — PO3IIISAE aTaKy SIK TOCIHIJOBHICTh JIEKIIBKOX 130JIbOBAHUX €TalliB, HE HaJae

MO>KJIMBOCTI OLIHUTH YCHIIIHICTh KOKHOTO €TaIy,
- JIepeBa aTaku — 3a0e3leuye BUCOKHI CTYIIHb JAeTaji3allii Ta MOXKIJIMBICTh BBEICHHS OIL[IHOK 3a
JESKAMH KPUTEpisiMH, ajie He MOKe OyTH BHKOpHCTaHA Uil MOJCIIOBAHHS aTakK, OCKUIbKH He
Haja€ 3aco0iB TMHAMIYHOTO MOJICIIIOBAHHS, BBEJACHHS Y MOJICIb YMOB 30BHIIIHBOTO BILUIUBY Ta
He 3a0e3mnedye BHOOPY HACTYITHOTO €Tally Ha IMiJCTaBl pe3ybTaTiB MONEPEIHbBOrO;
- rpadoBa MoAenb — MPU3HAUYCHA IJIs OLIHIOBAHHA CKJIaAHOCTI mopymeHHs Oesnexu IC,
BpaxoBy€ MOTOYHiI 3HaueHHs mapameTpiB IC Ta mepenbauae anani3 ymMoB, HEOOXiIHHUX
Juts peaizariii ataku [12-13].
3axumenicte [C xapakTepusye CTyIiHb aJIeKBaTHOCTI MEXaHi3MiB 3axucTy iH(opmaii, ski peaii-
3o0BaHi B IC, pu3ukiB, 10 iCHYIOTH y cepeloBHII, Ta 3arpo3u Oesmeni. Bzaemoniro 3arpos, pecypcis IC
ta CBB onucye y3araibHeHa THIIOBA MOJIEINb MPOIIECY 3aXUCTY i3 MOBHUM MEPEKPUTTSIM 3arpo3 [14], sy
HaBeJIeHO Ha puc. 2.

Mmuoxwuna 3arpo3 T MHoxnHa MexaHi3MIB ~ MuoxuHa enemenris IC V
3axucry U

Puc. 2. Tunosa modenv npoyecy 3axucmy iHgpopmayii 3 NOGHUM NePeKPUMMIM
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VY miii Mozmeni BBakaeThes, IO KOXKHiM 3arpo3i CBB mpoTucToiTh meBHWII MeXaHI3M 3aXUCTY.
[ToOynoBaHa 3a Takum npuniunoM CBB He mae 3arpo3aM 3MOrd BIUTMBATH Ha 00JIACTI, AKI 3aXHINAIOTHC.
OCHOBHUM TIOJIOKEHHSIM 3aXHUCTY 13 TIOBHUM MEPEKPUTTAM € Te3a mpo Te, mo IC moBuHHA MaTh xo4a 0
omuH 3aci6 3axucTy (33) Ha KOKHOMY MOKJIMBOMY IUIAXY BIUIMBY 3arpo3 Ha pecypcu IC. I{ro mMomens
JIOLIJILHO BUKOPUCTOBYBATH B IMOEMHAHHI 3 iHImMMKM Tunamu moxaeneid CBB. Ilixm yac cuHTe3y cuctem
3a0e3neuenns 6e3nexu B IC Takuii miaxia 4o3Bosge MiHIMI3yBaTH BUTpaTH pecypceis IC st 3a0e3neueHHs
3aJIaHOTO PiBHS 3aXHIICHOCTI iHPOpMAIIii.

B wmiii Mosteni BUAUTSFOTh TPH OCHOBHI MHOXHHH:

V ={v j} — MHOXHWHA eneMeHTiB IC, 1m0 3axXumaroTbes, e j — KUTBKICTh €JIeMEHTIB, IO MiJJIsATaloTh

saxucty j=1,J;
M ={m,} — MHOXHMHa MexaHi3MiB Oe3rekH, ne K — kinbkict MexaHi3miB 6e3nexu, K =1, K ;

T ={t,} — MHOxuHa 3arpo3 Ge3nexu, xe | — kinbkicts 3arpos, 1 =1,L.

MOXIUBICTh 3MIMCHEHHST BH3HAYEHOI 3arpo3d INOJAO0 KOHKPETHOTO 00’€KTa SBIsE€ CO0O0IO
ypasznmuBicte CBB. Ha mpakTuui mig ypasiuBicTIO pO3yMilOTh HE caMy MOXIHMBICTH 3AiHiCHEHHS
atakd, a Ti BnactuBocTi CBB, siki cnpusioTh 37iCHEHHIO aTakd ab0 MOTEHIIHHO MOXYTh OyTH
BUKOPHCTAHI.

VY mexanizmax 3axucty (M, ) C31 icHyroTh Taki obnacri:

1. O6nacri ypasnuBocti MexaHi3miB 3axucty U, Ha siki BrutBaroth 3arposu, ae U ={u, } — HaGip

ypasnuBux Miciib CBB; r =1,R — KkinbkicTh ypa3nuBUX MiCIIb.

2. bap’epu 3axucty B, ski BcranoBmotoTecst B C3l mis OmokyBaHHS 3arpo3, IO BIUIMBAIOTh
Ha obnacti ypasnusocti CBB, ne B ={b, } - nabip Gap’epis 3axucry, sxi e 8 CBB; ¢ =1,G — KiIbKicTh
Oap’epiB 3aXHUCTY.

CBB mnpu upoMy pO3IIAOAEeThCsl SIK CYKYNHICTh MICLb YPas3JIMBOCTI cucTeMH Ta Oap’epis, IO
0JIOKYIOTH 11l HeOe3meuHi 00JIacTi:

M ={m }={U" B}.

Ilpu 1pOMy KOXHiH ypasnuBoCTi Binnosinae HaGip Gap’epis [by,...b,], ne p=1,P - kinbkicts

Oap’epiB, a a1 CBB 13 MOBHUM NEPEKPUTTSIM BUKOHYETHCSI yMOBA.!
" <ty; >IEM${<ub, > f(t v, )}, 1)

ne dpyuxionan f(t; v;) — onuc ymoB 3a0e3neuenns 3axucTy 00’€KTa V; 3a HassBHOCTI 3arposu t; .

Hns CBB i3 MOBHMM MEPEeKPHUTTSAM Uil BCIiX 3arpo3 iCHYIOTh Oap’epH, sKi MEpenIKo/KaloTh
3MIHCHEHHIO IMX 3arpo3. Yci 3arpo3u MOBWHHI MPOXOAUTH TiIBKH Yepe3 MeXaHi3M 3aXHCTy, iHaKIIe Bif
1iei Moerni Hemae KopucTi [15].

Brme 3arpo3 aHaNITUYHO ONKCYIOTH Y BHTIISAL (YHKIIOHAJBHUX 3aJEKHOCTEH, SIKi 3B’SI3YIOTh

XapaKTEpPUCTUKH PisHuX ThMiB 3arpo3 t; 1T Ta 06’extn 3axucty v, IV .
Koxwna i3 Bemuuun V; 1V 3anexuTh BiJl KOOPAMHAT ypasiuBOCTEH ' Ta KOOpAMHAT Gap’epiB @ .
CTyniHb 3aJ1€XKHOCTI BEJMYMH V; 3a1exuTh Bin ypasnusoctedl U, 1U Ta Gap’epis by 1 B i BusHauaethes

BiamoBinHO 10 nepenatHux ¢ynkuiit , (P),c, (p),d, (P), e p — oneparop Jlamraca.
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B taxomy Bunagxy CBB onucyeTbest cricTeMOIO piBHSIHB:

1Vy(p) = ty(P)ayy(p) + t,(P)a,(p) + ... + t,(p)ay;(p) +
FHUL(P)CL () + Uy(P)CL,(P) + ..+ U, (P)Cy; (P) +

ﬁ:ﬁ+b1(p)dn(p)+ b,(p)d,,(p) + ...+ by (p)d;;(P),
V2(P) = t,(p)ay, () + t,(P)ay,(p) + ... + t(p)ay;(p) +

:I,:+u1(p)c21(p) +U,(P)C(P) ...+ U (P)C,;(p) +
:::+b1(p)d21(p) +b,(p)dy,(p) + ...+ bg(p)dZJ’(p)’

)

1+, (P)C;;(P) + Uy(P)Ci(P) + ... + U (p)cy(p) +
$+0,()d () + b,(P),(P) + ... + by ()l (p)

s cuctema piBHsAHBb Xapaktepuzye CBB Ta mokasye 3aiexHICTh BUXIIHUX BEJIWYUH BiJI
BXIIHUX.
BukoprcTOBYIOUM MAaTpPHUYHI BHU3HAYCHHS, MOXKHA 3alKMCATH IO CUCTEMY PIiBHSHB y BHIJISL
BEKTOPIB:
V(p) =T(p) " A(P) +U(p) " C(p) + B(p) " D(p) 3)
7€ V(p),T(p),U(p) , B(p) — MaTpumi-ctoBmii posmiprocti j  1; A(p),C(p),D(p) — MaTpHLi-CTOBMIIi po3-
mipuocti 17 .

OTke, aHATITHYHUE BUpa3 MOJIeNi iHpopMaIlii Mae BUTIISL:

vip) [y @) PP 3 AP) - aglp
Vo(P) _o(PY_[3y((P) ayAP) - ay;(p

= +

vj(p tj(p ajl(p) ajz(p) ajj(p “
uy(P) [CaP) CqfP) o CyPY o) [dy4(P) Ay fP) - (P
. Up(P) (P CogP) - Cpj(P . by (P} dp(P) dyofp) .. hy(p

GP) Jey® cip®) - @) [PgP) [digP) dip®) - ditp

Ha mpaxTuii orpumaty TouHi 3HaueHHA A Ta C Ba)KKO, OCKUIBKO CKJIaJHO (hOopMalli3yBaTH MOHATTS
3arposu, Oap’epa Ta ypasznuBocTi. Po3risiHyTHd minxin He po3KpuBae 3B’s3KiB y camiii CBB, He mae
3moru agantyBatu CBB y pexxumi peanbHOTro uyacy 3ajJ€KHO BiJf peasli3oBaHHX aTaKk Ta HE BPaxOBYE
BIUIMBIB 3arpo3, Mo fKi 1ie BiACYTHi OyAb-sIKi BiZOMOCTI.

PosrnsnyTi Mozeni MOBHHHI BHKOPUCTOBYBATHCS Ha €Tall MPOEKTYBAHHS CHCTEM 3aXHUCTY
inpopmanii, Konu me He cPopMOBaHA APXITEKTypa CHCTEMH, i HEOOXiIHO MONEPEAHLO OLIHUTHU
edexTuBHICTH poekToBanoi CBB.

3 METOI0 BUIPABJICHHS 3a3HAYCHUX HEAONIKIB Ta ypaxyBaHHS ocoOnuBocTedl 00poOku iHdopMmaii
3acobamu IC mocTaBUMO MHOXKHHY BUMOT

— po0oTa B peXXUMi peaIbHOTO Yacy;

— BpaxyBaHHsI 3arpo3, xapakrepaux ais [C,;

— ajanTuBHE PYHKIIOHYBaHHS CHCTEMH 3aXKCTy iH(pOpMaIIii i3 caMoopraHizalli€ro;

— JIeNeHTpalIi3allisl YIpaBIiHHS Ta i€papXiYHO-PO3MOIUIEHA CTPYKTYPa;

— 30UTBIIIEHHS JOCTOBIPHOCTI Ta TOBHOTH MPUHHATTS YIPABIIHCHKOTO PillICHHS;
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— 3MCHIICHHS! MATEMaTHYHOT CKJIAJIHOCTI Ta PECYPCHOT OOTSKIIMBOCTI METO/IIB;

— MpOCTOTa TOOYIOBH MAaTEMAaTHYHOI MOJIETI OI[IHKH BIUIMBY 3arpo3 Ha CTaH 3aXHUILEHOCTI.

Ha ocHoBi mpoanamizoBanux ypasnuocteid IC oOpoOku iHdopMmarii Ta 3 METOH OIIHIOBaHHS
epexruBHocTi CBB 1 cTany 3axuineHocTi iH(GoOpMaIlii, o B HUX HUPKYJIIOE, TOMUILHO MOOYAyBaTH MO-
JIeJb MTPOTHU T MOPYIIEHHIM 3aXuIlieHocTi iHdopmarii B IC.

CyTHICTh MOJIEJNI TOJISATAE ¥ 3MiHI CTPYKTYpU (QYHKI[IOHYBaHHS €JIEMEHTIB MOJIEJi MOPIiBHIHO 13
BHINle3a3HAUYCHUM IpuKkiagoM. Ha cran 3axuiienocTti exemenTiB IC Ta IP 3aranomM BIUiMBa€ y NEBHHMA
MOMEHT Yacy MHOKMHa 30BHIIIHIX 1 BHYTpIIIHIX 3arpo3, fKi COPAMOBaHI Ha MOPYLICHHS L1TiCHOCTI,
noctymHocti, koH}igeHniaocTi enemMeHTiB CBB Ta IC abo 3mificHEeHHS NECTPYKTHBHOTO BIUTUBY
Ha MporpaMHy, anapartHy, iHpopMaliiiHi cknaxoBi camoi cucteMu. Takox Ha craH 3axumeHocti 1C
BIJIMBA€ MHOXXMHA MEXaHi3MiB 3aXHCTY, sKi peanizoBani B IC Ta HamineHi Ha 3a0e3nedyeHHs Oe3NEKU.
VY IC MexaHi3MH 3aXHCTy pealli3yloThCsl HA OCHOBI aJIrOpUTMiB HaBYAHHS 3 YYUTEJIEM Ha €Tami po3-
poGnenns camoi IC, Ta anroputMy HaBuaHHS 0e3 y4HTens, SKUH peatizyeThcs miJ yac QyHKLiIOHY-
BaHHs IC. CaMe nepeTHH 3a3Ha4eHUX MHOXHMH Ta HasBHICTh 1HCTpyMeHTIB 3axumieHocti IC 3aramom
BHM3HA4alOTh NOTOYHUN cTaH 3axunieHocTi camoi IC. A 1ie gae 3MOry 3ampoIOHYBaTH yIPaBIIHChKE
pilllcHHS IS MiATPUMKH HAJCKHOTO CTaHy Oe3NeKd Ta BU3HAUUTH MEXaHi3MH MPOTHIII KOXHIH
OKpeMill 3arpo3i Ha mijcTaBi MBOBOT QyHKIIT 00 METH yrpaBiliHHS 0E3MEKOI0.

Bigomi migxoaum mo oriHoBaHHs 3axuiieHocti IC Ta 1i ckmagoBux [2—3] BHKOPHCTOBYIOTH
CXOXI METOJMKH 0araTOBHMIPHOTO TOPIBHSUIBHOTO aHalli3y, SKi IPYHTYHOTHCS 3A€01IbIIOTO
Ha METOJaX TaKCOHOMIi 3 eJeMeHTaMu (aKTOPHOr'o aHali3y. Pe3ynbTaTh 3acTOCyBaHHS METOMMK
3aJiexaTh BiJl KBai(ikallii BAKOHABIIS BHACHTIIOK IOMITHOI YacTKU Cy0’€eKTHBI3MY Ta (pYHKI[iOHAJIBHIX
ocoOnuBOCTEN MOJeseH.

[[lo6 3MmeHmUTH OOCAT BXiTHUX AAHWX JJIs OILIHIOBaHHS cTaHy 3axumieHocTi IC i migBummrTh
00’€KTUBHICTb 1 ONEPAaTUBHICTH, MPONOHYEMO 3IIHCHUTH BU3HAUYCHHS MOPSIKY MaTEeMaTHYHOTO aHaJi3y
BXIIHUX NAHWX, SKHUMU € OIIHKHU 3axuiieHocTi IC, 3 MeTO BH3HAYEHHS CTaHy 3aXHIICHOCTI iH(opmarii
3arasioM. MaremMaTHYHMI anapaT OLIHKM Ma€ OyTH THYYKHM 1O MeEperliKy 3arpo3 Oesmeni indopmanmii
Ta MapaMeTpiB aTak 3a YMOBH 3a0€3MEUCHHS ONEPATUBHOTO OL[IHIOBAHHS MOTOYHOI'O CTaHY 3aXHUILEHOCTI
IC. 3a Takux yMOB Ba)kKjIMBa BUMOTa 3a0€3MEUEHHS MPaue3JaTHOCTI (OpPMaJIbHUX METOIB 32 KOPOTKUMH
00MEXEHUMHU BUOIpKaMH IIOI0 CTAHY 3aXHILEHOCTI.

PosmizHaBanHs ctaHiB 3axuiieHocTi IC 3aificHIOeThCA Tak. € AedKka MHOKHHA CTaHiB, AKI HAJIEKAaTh
JI0 P pizaux kiuaciB. KommoneHTamu BekTopa € okpeMi 3arposu Oesmemni inpopmanii. HeoOxigHo, BuU-

KOpUCTOBYIOoUM iHQopMamito npo cranu IC ta iX knacudikaiiio, 3HaUTH Take MPaBUIIo, 3a JOMOMOTOI0
SKOTO MOKHa Oyj0 O 3 MiHIMAJBHOI KiJIbKICTIO MOMHJIOK KIACH(IKyBaTH HOBI CTaHH 32 JAHUMH TIPO
OTpHMaHi TapaMeTpH aTak.

VY3araipHeHy THIIOBY MOjEJb, IO OMHUCYE B3aEMOJiI0 3arpo3, 3aco0iB 3axucty IC Ta MHOXHHY
ctaHiB 3axuieHocti IC, moaaHo Ha puc. 3.

Mmuosuna craHiB 3axumenocti IC Big
BTOPTHCHb

MHoxuHa
3arpo3 /A

MHosxuHa 3ac00iB
3axucty U

Puc. 3. Tunosa modenv npomudii nopyuwennsm 3axuuenocmi ingpopmayii 6 IC
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Knacamu MoxyTh Oytu cranu 3axumieHocti IC. [Ipuknan mis nBox kiaciB: ctad 3axuieHocTi 1C
noripmryerbest; cran 3axumeHocTi [C mokpamyersest. [Ipukiam ans TpboxX KiaciB: ctaH 3axumieHocti [C
noripimyerbes; craH 3axumieHocTi IC 3anmmaerscs 0e3 3MiH; ctaH 3axumieHocTi IC mokpamryeTses.
O4eBHIHO, 110 KUIBKICTh KJaciB MOXKEe OyTH JOBIILHOI Ta BU3HAYATHCS YMOBOK OJHO3HAYHOI KJIacH-
(hikarii TOTOYHOI cUTYaIlil.

BBaxxatumemo, mo crad IC 3a1aH0 BEKTOpOM X, a Horo kiaacudikaris — yucaom W (W Moxe
HaOyBatu P 3Hauens: 0, 1, ..., p-1). [Ipaktuuno Bekropom crany IC Oyae BEKTOp, KOMIOHEHTAMH

SIKOTO BUCTYNATHMYTh YMCJIOBI OI[IHKM 3aXHUIIEHOCTI iH(opmariii. Po3aMipHICTh BeKTOpa BiANOBigaTUME
KUJIBKOCTI 3arpo3, SKi MOTPiOHO PO3TIISIHYTH.

Omke, HEOOXIIHO, MarOYH MOCIIIOBHICTh 13 | craniB 3axuineHocTi Ta Kiacudikamiin X ,W;...; X, W, ,
o0y IyBaTu BHpIilIyroYe OpaBmwio @ = F(X), sike 3 HAWMEHIIOK KiIBKICTIO MOMHUIOK KiacH}ikyBaTHME

HoBi cTanu IC.
Hnst dopmanizauii cioBa “noMuika” BBaXKaTUMEMO, 110 iCHYE AesKe MpaBuio @, Mo BU3HAYAE
JUIS KO)KHOTO BeKTOpa X kiacudikamito o =@(X), sKy Ha3uBarOTh “icTHHHOKW”. TTOMHIIKOIO Kia

cudikamii BeKkTOpa X 3a JOomoMoror mpaBmia F(X) HaszBemo Taky kmacudikarifiro, 3a sxoi F(X)
ta @(X) He 30iraroThCs.

IMpaBuno F(X) € oxmieto i3 ¢yHkuii neskoi 3amanoi MHoxkuHu QyHkmid {F(x)}, a npasumo
Kiacudikamii @(X) BU3HAYAETHCS YMOBHOIO HMOBIPHICTIO P(a)| X).

Hactynuuii kpok: HEoOXiZHO HajaTH TOYHHH 3MICT TOMY, SIK (¢opmytoThest ctanu IC, 3a skuMu
(hopMyITIOETBCSL TTPABWIIO JJIs Kiacudikailii, Ta sSK BUOpaTH IapaMeTpH aTak, 3a SKAMHU BH3HAYAETHCS
SIKICT TOOYIOBAHOTO MIPaBHJIA.

BBakaTMeMO, 110 Ha TPOCTOPiI BEKTOPiB X iCHYe HeBiomMa HaM iMoBipHicHa Mipa (Hagaii
no3HayaTuMeMo ii mineHicTio P(X)). BiamoBimHo mo P(X) BHmamkoBo i HeE3aleXHO 3 SBISIOTHCS
cuTyamii X, sKi KJIaCH(IKYHOThCS 3a JOMOMOIOI0 IIpaBHIIa P(a)| X). OTxe, BU3HAYAETHCS HaBYAJb-

HAa IOCJIII0BHICTH

X W el X, W, (5)
st Oyap-sikoro Bupilryrodoro mpaBmwia F(X) BH3HAYMMO iMOBIpHICTH pi3HOI Kiacudikamii
3a jomomoror mpabwia F(X) Ta mpaBmia P(a)| X). UMM MeHIIa I iIMOBIPHICTh, THM Kpalla SIKiCTb.
®opmaibHO SKICTh BUPIIIYIOYOTO MPaBHia MOJaMO Y BHTIISIL
p-1
°

I(F):if_o(‘)@(F(x)—a)i)P(wi‘x)P(x)dx ®)

7L z2 0

Besnocepennbo 00YMCTUTH IMOBIpHICTH 0€3MOMMIIKOBOI Kiaacudikanii BIuuBy 3arpo3 Ha crad IC
st Oyab-sIKOro BHpimryrodoro mnpaBwia F(X) HeMoximBo, TomMy mio ImiabHOCTI P(X) Ta P(a)| X)
3a3JaJIerib HE BiAOMI.

TuM He MEHII 3aBIaHHs IMOJSATaeE y TOMY, 1100, BUKOPHCTOBYIOUM BuOipKy (5), 3HaiiTh y Kiaci
{F (x)} Take mpaBmuio, sike MiHiMi3ye QyHKIioHAT (6).

Hapaii BBaxaTuMeMo, 1110:

1) 3minHa W HaOyBae Tinbku aBa 3Ha4deHHs: 0 Ta 1 (TOOTO cHTyallis X HAaJEXHUTh 10 OJHOTO 3

JIBOX KJIAcCiB); I1e OOMEKEHHS HE € MPUHIUIOBHM, OCKIIBKH TOCIIJOBHUM PO3IIEHHSAM Ha JBa KJIacH
MOYKHa OTPUMATH PO3IIICHHS HAa OyIb-IKy CKIHYEHHY KUJIBKICTh KJIACIB;
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2) knac ingukatopuux yskmid {F(x)}, To6To dyHKuii, mo HabyBatoTh aBa 3HayeHHs: 0 ta 1, €
napamerpuyaum {F(x,a)} (@ - mapameTp, 1m0 HAJICKUTh MHOXHHI A, KOHKPETHE 3HAYCHHS SKOTO
a=a’ pm3Hauae Qynkuito F(x,a’) kmacy F(x,a); 3HaiiTm moTpibHYy (yHKUIiI0 y Kmaci — 3HAYUTH
BCTaHOBUTH TIOTPiOHE 3HAYEHHS TapaMeTpa B KJlaci; BUBUCHHS JIUIIE NMapaMETPUIHOTO Kiacy (QyHKIIH
HiSIK HE 3HWXKYE 3arajbHOCTI y 3aBllaHHI Kiacy (QYyHKIIiH, OCKUTbKA MHOXHHA / JIOBUIbHA: BOHA MOXE

OyTH MHOKHUHOIO CKaJSIPHUX BEJIMYMH, MHOXKHHOIO BEKTOPIB Yd MHOKHHOK a0CTPaKTHUX €JIEMEHTIB;
3) dyukmionan (6) 3anuIeMo y BUTIISAII

1(a) = (- F (xa)) P(x)dxdo, )

ne ¢pyskiis P (X,a)) = P(a)| X) P(X) — CyMiCHAa IIUIBHICTB Tap X, .

OTxe, 3a/1a4a po3Mi3HABAHHS CTAHIB 3aXHUILEHOCTI MOJSra€e y TOMY, 1100 y KiIaci iIHIUKaTOPHUX
¢yukuiit  F(x,a) Bimmykatu Taky, sika O MiHiMi3yBana QyHkuioHan (7) B yMmoBax, KOJH Cy-
MicHa mmIinbHICTE P(X,W) HeBimoma, aje 3ajaHa iMOBipHa 1 He3aje)kHa BHOIpKa map, OTPHUMAaHHX
BIIIIOBITHO JIO L€l IIIBHOCTI.

B ocHOBY anroputmiB posmi3HaBaHHS CTaHiB 3axumieHOCTi IC MOKIAJEHO CeIiaJbHUH METO.X
HOIIYKY BHPIIIYIOYOTO MPaBWIIA, SIKUH IPYHTY€EThCS Ha MOOYAOBI TNEPIUIOMNHH, SIKa PO3ILISE.

Jns 11boro MOYKHAa BHKOPHCTOBYBATH OIMH 3 METOJIB IHTEJIEKTYaJIbHOTO PO3MOALTY JaHUX — METOJ
OMOpHUX BeKTOPiB. Metoa omopuux BekTopis (anri. Support Vector Machine, SVM) — e Habip cxoxux
aITOPUTMIB KaTeropii “HaBYaHHA 3 yuyuTelneM”, sKi 3aCTOCOBYIOTh y 3ajJavax Kiacudikamii
Ta perpeciiiHoro anamizy. llefi MeTon HaleKUTh 10 CiM’1 JNiHIAHUX KiacudikaTopiB. XapaKTEPHOIO
0COOJIMBICTIO METO/IYy OMOPHHUX BEKTOPIB € MOCTiHHE 3MEHIIEHHS eMITIPHYHOI TOMWIKH KIachudikarii Ta
30UIBIICHHS 3a30py MiX KiacamMd. ToMy IIeii METOJ YacTO Ha3MBalOTh METOJOM Kiacudikaropa i3
MaKCHMaJIbHUM 3a30poM [3].

MeTton BioIIyKye eJIeMEHTH, PO3MillleHi Ha KOpJOHaX MK JBOMa KjacaMmu, sKi W Ha3HWBalOTh
OIIOPHUMH BEKTOPAMH.

MeTtoa onopHUX BEKTOPIB 3A1MCHIOE MOLIYK JiHIHHOT QyHKIII, sIKa 1a€ 3MOTY 3apaxyBaTH eIEMEHTH
HAOOpy MaHMUX JO OJHOTO i3 JBOX KjaciB. 3aBaaHHS OiHapHOI Kiacu(ikailii MOXKHA CQOPMYITIOBATH SIK
mornyk JtiHifHo1 ¢yHkmii f(X), sika HaOyBae 3HaYeHHs, MEHIIE Bix HYJS U €JIEMEHTIB OJHOTO KJacy i
OinblIe B HYJIS 71 €IEMEHTIB 1HIIIOTO.

Po3nozinena rinepruioninHa Ma€e TaK|id BUTIISL

f(X)=w*x-b=0,
Je W — BEKTOp, MEePIeHIUKYISIPHUIA 0 PO3MOIICHOI TiMepIUIONHY; napamMmeTp b BU3HaYa€e BiAcTaHb
TINEPIDIONIMHHA BiJ TOYaTKY KOOPAMHAT.

lNneprnomuyxy, napaienbHi 10 ONTHMAIBHOI TIMEPIUIONIMHE 1 HAHOIMKYl O ONMOPHHUX BEKTOPIB
JIBOX KJIACIB, MOKHA OTIMCATH TAKUMH PIBHIHHIMU:

SIkio HaBuajgbHA MHOXKMHA JaHMX JIHIHHO HEPO3IiIbHA, TO MOKHA BHOpATH TIMEPILIONIUHH TaK,
mo0 B CMyry MK HUMH HE MOTpaIUIsUla KOJHA TOYKAa HaBYalbHOI BHOIPKH, 1 MOTIM MaKCHMi3yBaTu

2
wl*

MiHIMi3yBaTH ||W|| . JInst BUITy4eHHS yCiX TOYOK 31 CMYTH MOBHHHA BUKOHYBATHCS YMOBA!

BiZiCTaHp MK TinmepruiomuHaMu. lllupuHa cMyrn B IbOMY BHNAIKY IOPIBHIOE TOMY TOTPiOHO

c(w*x -b)311£i£n

Je C; — MiTKa Kiacy, 1o HaOyBae 3Ha4eHHs —1 1 +1; X, — BekTop po6ouoi BHOIpKHU 3 MITKOIO KJ1acy C;.
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Lle 3aBmaHHA KBaApaTH4YHO! ONTHMi3alii eKBiBaJIGHTHE 3aladi MOIIYKY CiAJ0BOI TOYKH (PyHKII
Jlarpanxa:

\I n 1 n n ;
'|'_L(I)=é.li +Eééliljcicj(xixi)®mm'
I i=1 i=1 j=1

!' 1,30,1£i£n :
T )

T alc=0

T =

ne L — ¢pynkuis Jlarpanka; A; — MHOKHUKY Jlarpanxka.

o6 y3aransautn SVM Ha BUMagoK JiHiIHHO HEPO3AIIBHOCTI, BBOAATh KOHCTAHTY C — BHYTpILIHIH
napaMeTp METOAY, IO JAa€ 3MOTY PEryJjioBaTH BiAHOLICHHA MK MaKCHUMi3alli€l0 IMIUPUHHU PO3AITO0BOI
CMYTH 1 MiHIMi3alli€l0 CyMapHOi HOMHJIKH.

OCHOBHOIO IIPOOJIEMOIO 3aCTOCYBaHHS METOAY ONMOPHUX BEKTOPIB y 3aBAaHHI OiHAapHOI Kja-
cudikamii € CKIagHICTh MOLIYKY JIHIKHOT MEX1 MIXK IBOMa KJIacaMHu. SIKIO0 TaKy MEXYy M0oOynyBaTH
HE BJA€THCS, OJHE 3 pillleHb — 30iJbIICHHS PO3MipHOCTI (MEpEeHECeHHs AaHUX B iHIIUN MPOCTIp,
BHUIIIOI PO3MIPHOCTI), /1€ iICHY€ MOKJIHMBICTh MOOYIOBH IUIOIIMHHU, MO PO3IiIsSe Oe3iid eIeMEeHTIB
Ha 1Ba Kiacu [17].

JIBi CKIHYEHHI MHOXHHU BEKTOpPiB. MHOXHHAa X =X,..,X, Ta MHOXHHa X =X,...,X pO3aineHi

OPIEHTOBAHOKO TINEPILIOMIMHOI, AKIIO s aeskoro K <1 ichye takwii Bekrop T, 110 BUKOHYIOTHCS
HEpiBHOCTI Xin31, i :1,_a Ta Yij £k, j=b.

OueBuaHO, MO AKIIO icHye BekTop T, s sIKOrO BUKOHYIOTHCS 3a3Ha4€Hi HEPIBHOCTI, TO iCHYE i
MHOkHHA BekTopiB T, 1110 3a10BOIBHSE 11i yMOBH. 3HAWAEMO Cepel HMX MiHIMaIbHHMA 32 MOIYJIEM.

Cepen napameTpuyHoi ciM’i BekTopiB icHye Bektop T, 110 BU3HAYa€ TaKuil HANPAMOK, Ha SIKOMY
MPOEKIIIT MHOKMH X Ta X HaiibinpIe BiIaaeHi OHa BiJl OTHOT:

f, = argmax ngnTlg X f - max YijE : (8)
i i

Ileit BexTOp f0 € ONTHMAaJIbHUM, a OTPUMaHa 3a HOro JOIIOMOIO0 PO3/I1JI0Ba TiMEPILIOIIMHA Xfo =C, —

OIITUMAaJIbHa pO3,I[iJ'IOBa rineprmomHHa, ac

o T < T
% To *+ maxs; T,

Cyp=— 5 : 9)

OnruManpHa rinepruromyHa Biaainse Todkn MHOXuMHA X (it mux Todok XF, >C,) Bix Towok

MHOXHMHH X (OIS IUX TOYOK on <C,) Ta HaWOUIBLI BiJJajJeHa BiJ €JEMEHTIB 00’ €JHAHOI BEIMYNHU

XUX.
BucnoBku

OTxe, 3MiHa cTaHy 3aXHUINEHOCTI iHpopMalIii SIK mporiec Bij0yBaeThbesl y NMEBHIN Bi3n4HIN cuctemi,
SIKY HEMO>KJIMBO TTOJIATH JIETEPMiHOBAHOIO CUCTEMOIO.

PosrasHyTi BUpas3u cBifyaTh Mmpo Te, IO OLIHIOBaHHS cTaHy 3axuiieHocTi IC 3anexatume Bix
mBUAKOCTI aganTanii HasBHUX CBB 1m0 HOBMX 3arpo3, KOpeKTHOI ineHTH]ikamii BXigHOTO Tpadiky
Ta BUSBJICHHS NapaMeTpiB aTak 3a BHYTPIIIHIMHU 200 30BHILIHIMU O3HAKAMHU.
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3anponoHOBaHa MOJeNb NPOTHUIIl MOpYyIIEHHSIM 3axuiieHoctTi iHnpopmanii B IC, Ha BinMminy
BiJl MOAIOHHMX BiJOMHX CHOTOJHI MOJENEH, AKi MpU3HAYCHI JJIs OLIHIOBAHHS BILIMBIB MOXIJIMBHUX
aTak i 3arpo3 pi3HHUX DPIBHIB Ta MPUUHATTS OOTpyHTOBaHOro pimeHHs moxao pearnizanii CBB IC,
HajJa€ MOXJIMBICTh OMEPATHBHO OLIIHIOBATH MOTOYHUM cTaH 3axuineHocTi IC 3a yMoB 3a0e3mneueHHs
npaue3gaTHOCTI (opMalbHUX METOAIB 32 KOPOTKMMHU OOMEKEHMMH BHOipKaMH LI0J0 HapaMeTpiB
3aco6iB 3axucty IC Ta mapamerpiB 3arpos3, mo BIuMBaioTh Ha enemeHTH IC. 3actocyBaHHA
3aMpONOHOBAHOI MOJIEJi JaCTh 3MOT'y OTPUMYBATH MOTOYHI OLIHKH CTaHy 3axulIeHocTi iHpopMmaiii,
HajJaTH JMOJATKOBUH Yac Ha MIATOTOBKY Ta 3AIHCHEHHS 3aXOJIB pearyBaHHS Ha 3arpo3d 3 METOIO
MiABUIICHHS Oe3neku iHpopmarrii.
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MODEL OF INTRUSION DETECTION SYSTEM
IN INFORMATION SYSTEMS

S. Tolyupa?, I. Parkhomenko?, S. Shtanenko?®
L2 Taras Shevchenko National University of Kyiv, 60, Volodymyrska Str., Kyiv, 01033, Ukraine
3 Military Institute of Telecommunications and Information Technologies named after Heroes of Kruty,
45/1, Moscow Str. Kyiv, 01011, Ukraine

The article proposes a model of intrusion detection systems (IDS), which reflects the main
processes that take place in the system in order to optimize the processes of anti-intrusion. Such
processes in general can be represented as processes of allocation and use of resources that are
allocated for the protection of information. The use of modeling techniques to ensure the
appropriate level of information security has led to the development of many formal security
models that help maintain the appropriate level of security of systems based on objective and
indisputable postulates of mathematical theory. The proposed model of counteracting information
security breaches in IP, in contrast to similar existing models, which are designed to assess the
impact of possible attacks and threats of various levels and make an informed decision on the
implementation of IP intrusion detection systems, provides an opportunity to quickly assess the
current state of IP security. efficiency of formal methods on short limited samples about
parameters of means of protection of IP and parameters of threats influencing elements of IP. The
application of the proposed model will allow to obtain current assessments of the state of
information security, to provide additional time for the preparation and implementation of
measures to respond to threats in order to enhance information security.

Key words: intrusion detection system; cyberattack; information system; threat; intruder; model.
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