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Po3kpurto nocBin BukopuctaHHsi mporpam Plagiatsearch ta Distortion y mepesipui
caMOCTiiiHOCTI BUKOHAHHSA CTyJAeHTaMH CBOiX pooiT. IlosicHeHo eTamu podOTH 3 MPOrpPaMoIo,
HaBe/IeHO MPUKJIAJ il 3aCTOCYBaHHS, AJITOPUTM IePeBiPKU TEKCTY HA YHIKAJIbHICTD.

Experience of the use of the programs Plagiatsearch and Distortion is exposed in
verification of independence implementation of the works students. The stages of work are
explained with the program, test of text algorithm on an unicity, the example of its application
isresulted.

IMocranoBka mpoodJjeMu

BianoBiiHO 0 KpEeIUTHO-MOIYJIbHOI TEXHOJIOrIl HaBYaHHs, OCHOBAHOIO Ha IHAMBIdyamizalii Ta
nudepeHIrialii HaBYaHHS, 3MiHI METOIMK HaBYaHHs, BUKOPUCTaHHI aKTHBHUX METOMIB Ta Cyd4aCHHUX
KOMIT'FOTEPHMX TEXHOJIOTI y HaBUYaJIbHO-BMXOBHOMY IIPOIECi, 3pOCTa€ pPOJIb CaMOCTIHHOI po0OOTH
ctynentiB. CamocriliHa po0OTa KOHTPONIOETHCS 1 Pe3yabTaTH il OI[IHIOIOTHCSA. 3OUIBIICHHS CKJIaIO0BOI
CaMOCTIiHOI po0OTH BHMMarae au¢epeHIIHOBAHIIIONO OLIHIOBAHHS 3HaHb: 3a JOJATKOBI 3aBIaHHS,
HamucaHHs pedepariB, BUKOHAHHS 3aBJaHb Ha KOMIT'IOTEpl OLIBINOI CKIaJHOCTI, MiATOTOBKY BIIACHUX
JOCIIKEHB 10 OJIIMITiaj], KOH(pEpEeHIIil.

Bukonytoun Ti, CTyZ€HTH Bce HacTillle 3BEpTaloThcs A0 riiobanbHol Mepexi I[Hrepuer. Jlerkwmii
JOCTYIl JO IHTEPHET-PECYPCIB CIPHUSAE TOMY, IO CTYACHTH MOXYTh HECYMIIIHHO IOCTABUTHCS [0
BHUKOHAHHS CBOIX 3aBJIaHb, BUKOPUCTOBYIOUH PE3yJIbTATH IHIINX aBTOPIB, IO OMyOJiKOBaHI B Mepexi, abo
3aM03UYUTH PE3YIBTATH POOOTH CBOIX OJHOKYPCHUKIB. ToMy /j1sl 00’ €KTHBHOTO OIIHIOBAHHS TAKOTO BHIY
CTYJICHTCHKUX POOIT BHKJIaJa4 Ma€ BU3HAYMTH JDKEpea, SKUMU KOPHCTYBAaBCS CTYACHT, 1 BHSBHUTH,
HACKUJIbKH CAaMOCTIHHO BUKOHAHO pOOOTY.

AHaJi3 0CTaHHIX JoCHiIKeHb | myOaikamiii

Sk CBIIUMTH aHANI3 OCTaHHIX JOCIIKEHD 1 MyOmikallii, mpodjieMaMy MEPEeBIPKH YHIKAIbHOCTI
TEKCTy Ta aBTOPCHKOTO ITpaBa aKTUBHO 3aHMarOThCs MpAaIiBHUKU 3ac00iB MacoBoi iHQopmarrii,
pPO3pOOHHKM TpOorpaMHOro 3abe3nmedueHHsi Ta OCBITAHChbKa choinbHOTa. [Ipobimema muiariaTy Bce
Oinplle Ta AWMHAMIYHINIE MOTJIMHAE CydacHE CyCHUIbCTBO. IlariaT y HayKoBOMY CEpEIOBHIINI Ta
HaBYaJIbHUX 3aKJIaJlax CTaB JOCHTHh CepiHo3HO0 mpobiemoro. [IpakTrka 3amo3u4eHHs] Yy)KHX TEKCTiB
JUTsL HarrcaHHs pedepaTis, TUIIIOMHUX POOIT i HABITH AMCEpTAliil cTaia 3aHaATO MOMUPEHOI0. Ale
HaiBpa3IMBIIIOW [0 IUIariaTy 3alMIIaEThCs BHUINA OCBiTAa. AKTH IOPYIIEHb aBTOPCHKOIO IpaBa,
npaBus npodeciiiHol eTHKK, HOPM BUIIOI MIKOJIHM YacTIMIAIOTh MIOJHS, 1 I mpobiieMa He JIoKalbHa,
il MmacmTabu BimdyBa€ BCs CBiTOBa crijbHOTA. [IpHunHA MOJArae HE TUIBKU B MaIiHHI CTYyJACHTCHKOL
YEeCHOCTI, ajie, TOJIOBHO, Yy mporpeci iHpopManiiHUX TEXHOIOTIH, SIKi 3HAYHO MMOJETIININ JieJapsam
BHUKOPHUCTAHHS METOAY copy-paste. OgHaK 3aBASKH KOMIT IOTEPHHM TEXHOJOTISIM cTajla TaKoxX
MOXJIMBOIO eeKTHBHA OOpPOTHOA 3 MJIariaTopamu.

ChorofHi iCHye YMMaJl0 OHJIAHHOBHX CyYaCHHMX CEpPBEPIB Ta MPOrpaMHUX 3aco0iB, IO HAJIal0Th
MOXJIMBICTh TICPEBIPUTH TEKCT Ha YHIKaIbHICTh, Cepen IHTEpHET-pecypciB MokHa HasBatd findcopy.ru,
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miratools.ru, istio.com, www.antiplagiat.ru, textbroker.ru toro. Ceppicu miratools.ru, istio.com, antiplagiat.ru
IIBUIKO TIIEPEBIPSIOTh, € OMHMMHM 3 HaHKpalnmx, J00pe MpaiiolTh 3 YKPaiHOMOBHHUMH TeKCTamMu. AJie
eexkTHBHICTH pOOOTH OULIBIIOCTI CEPBEPIB 3aHAITO HU3bKA, IHTEPQEHC Iyke MIHIMAIBHUNA, € OOMEKEHICTH
pOOOTH 3 KMPWJIMYHHUMH CTOPIHKAMH Ta HEMOXKJIMBICTh aHAII3y YKPAaiHOMOBHOTO TEKCTY, 1HOJI BHSBIISFOTHCS
CYIEPEWIMBUMH PE3yNbTaTH MepeBipku [1, 2, 3]. 3arasom, aBTOpH CXHJISIOTHCS JI0 TYMKH TPO HETOCKOHAITICTh
CyYaCHHMX 3acO0IB MepEeBIpKU TEKCTiB. BpaxoByroun 3a3HaucHl BHILE HENONIKH, MPOIMOHYETHCS JUIS MIEPEBIPKH
TEKCTIB BUKOPHCTOBYBaTH nporpamu Plagiatsearch a6o Distortion.exe.

Meta HaykoBoi mpani
Mera craTTi — PO3KPHUTH JIOCBiJ BUKOpUCTaHHs mporpam Plagiatsearch ta Distortion y mepesipii
CaMOCTIHOCTI BUKOHAHHSI CTYJEHTaMH CBOIX POOIT, 1 JJIs IIbOrO MOSCHUTH €Tamu poOOTH 3 MPOrpamoro,
QJITOPUTM IEPEBIPKH TEKCTY Ha YHIKAIBHICTh Ta aBTEHTUYHICTh, HABECTH MPHKJIIAJ 1l 3aCTOCYBaHHSI.

BukJsiax ocHOBHOT0 MaTtepiaiy 10cailzKeHHs

P03BUTOK KOMIT'IOTEPHUX TEXHOJIOTIHM CIPHUSE HE TUIBKH TOIIMPEHHIO TEKCTIB y KiOEpIpocTopi, ajie i
PO3pO0JICHHIO 3aC00IB BU3HAYCHHS CTYIICHS 1X 3aI0o3u4eHHs a00 YHIKAJIBHOCTI. JIJIsi KpaIoro OLiHIOBAHHS CTY-
JICHTCHKUX pOOIT BUKJIaa9i MOXKYTh BUKOPHUCTOBYBATH HU3KY KOHTPOIIOIOUHX MPOrpam, Takux sik Plagiatsearch
ta Distortion, 110 HaIAI0Th MOKITHBICT TIEPEBIPITH TEKCTOBUI MaTepiat Ha YHIKATBHICTD Ta aBTCHTHYHICTb.

[Mporpama Plagiatsearch mykae rmiariar y 3amaHoMy TeKCTOBOMY (haiimi, BHSIBISIOUM 30ir
MOCIZOBHOCTI CJIIB Ta peYeHb Yy BXIAHOMY (aiimi Ta QaiiiiB, M0 MICTATHCS B 3aJaHUX Oa3aX. BXigHum
(dbopMaTOM TIporpaMu € TEKCTOBUH (aiii 3 posmmpeHHsM txt. Poboue BIKHO MporpaMu CKIAAa€ThCs 3
st Briagok: [TIOIIYK, BA3H, ®AUJIN, JETAJIIL, CITPABKA (puc. 1).

3a ponomororo Brmaaku [TOLIYK Bukmamad Mae MOXIMBICTD 3aBaHTXUTH (aiiy, sIKuii BIH Xode
MepeBIpUTA Ha HASBHICTH IUIariaty, Ta BHOpaTH Tepelik 0a3, 3 SKAMH HEOOXITHO TOpIBHIOBATH Iiei (aiir.
MoskHa BUOMpaTi Meto noiyKy. [ToBHUMIA 30ir peveHb Jlae 3MOT'y TIBHJIKO 3HAWTH MEPENTiK pedeHb, SIKi ICHYIOTh
K y (haiii, o mepeBipsIeThCs, Tak i B 0a3i. 30ir cIIiB 1ae 3MOTY BiJIIIYKaTH 3a]1aHy KUTbKICTh ITOCITIIOBHUX CITIB.

3a nonomoroto Briagku JETAJIL Bukiamad Moxke OTpUMaTH JACTalbHY iH(opMaliiro mpo 30ir ciiB
a0o peueHsb (puc. 2).

Puc. 1. 3oseniwmniti suenso poboyvozo eixna npoepamu Plagiatsearch
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Puc. 2. [lemanvruii nowyx ingpopmayii

3a momomororo Bkiaaku BA3W cTBOprOIOTHCS Ta 30epiraroThCsi HOBI 0as3u, BHAAISIOTHCS a0o0
penaryrThes Bke HasiBHI (puc. 3).

Puc. 3. Bknaoka BA3H

3a nonomororo Bknankn GANJIM MoxHa 1o7aBaTH HOBi (haitnu 10 6a3, penaryBaTH ix, 36epiraT
a00 BUAAIATH 32 HEOOXIIHICTIO (puc. 4).
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Puc. 4. Bxnaoxa QAHTH

Ls mporpama 3py4yHa y BUKOPHCTaHHI, HECKJIa{Ha, HEBEIHKA 32 PO3MipoM, alie eeKTHBHA.

Jemo iHOmMA MiOXig 10 MepeBipKH CTyAeHTChKHX (aiimiB peanizyerscss B mporpami Distortion. Ha
MIEPILIOMY €Tarli B IPOorpamy J0JaloThCsl JTOKYMEHTH, II0 Ma€ TMEPEBIPUTH BUKIAAA4Y. Y Cl TEKCTOBI JOKYMEHTH
3aBaHTAKYIOTHCS JIISl TIEPEBIPKH Ta CTaBJISATHCS B 4epry Ha O0OpOOKy, i, 3aBISIKM BUKOPHCTAHHIO TEPEBIPKH 32
OyKBOCIIOTyYEHHSIM Ta TIPOBEJICHHIO SKICHOI ONTHMI3allii, TiepeBipka JOKYMEHTa, TAKOro sIK pedepaT CepeTHbOro
po3Mipy, 3aiiMae BChOTO JEKUTbKa CeKyH. Jisi KOKHOrO 3MICTy MPOPAaXOBYEThCS PI3HUIS MDK TIEpPEBIPEHUMHU
¢aitnamu. B pesysibrari mporpaMa Bujae KoedilliEHT BiICTaHi, SKMK BiAOMBAa€ CTyMiHb Iulariaty. Uum BiH
MEHIIMK, TUM OUIBIIMHA TPOIEHT 3armo3udeHb. JomycTiMui KoeillieHT BCTAHOBIIOE BHKIanad. B Tabmuii
MOJIaHO 3arajibHi KPHUTEPii OIIHIOBAHHS CAaMOCTIMHOCTI BHMKOHAHHS CTyJAGHTAMHU KYpPCOBOI pOOOTH 3
BUKOPUCTaHHsM Tiporpamu Distortion. ITiciis ycminiHoi mepeBipky TOKyMEHTa KOPUCTYBa4 OTPUMYE JTOCTYI JI0

3BITY, B IKOMY IPEICTABJISFOTHCS PE3YIIbTATH TIEPEBIPKH.

BusznauyenHsi caMoCTiiiHOCTI BUKOHAHHSI po00TH

Bincrans 3a nporpamoro Distortion banu Pe3ynbpTaTi OlliHIOBaHHS POOOTH CTYICHTIB
0-10 35-59 PoGoty TouHO cKkOmilfioBaHO
11-15 60—69 PoboTy BuKOHaHO YacTKOBO caMocTiiiHO (2040 %)
1620 70-74 Cryznent camoctiiiHo BukoHaB 41-60 % obcsry podotu
21-26 75-84 CrynmeHT caMoCTiiHO BHKOHaB 61-80 % o6csary podotu
27-35 85-89 Poboty BukoHaHO camocTiiiHo Ha 80—90 %
36 1 OisbIe 90-100 Poboty BukoHaHO camocTiiiHo Ha 91-100 %

CrapToBy CTOPIHKY Mporpamu 300pa>keHo Ha puc. 5.

Puc. 5. Cmapmosa cmopinka npozpamu Distortion
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ANTOpPUTM TIporpaMu TpocTii Ta edekruBHU. HecknaaHicTh MaTeMaTHYHOI MOJENi Ja€ 3HA4YHY
nepeBary B IIBUAKOCTI MOpiBHsAHHS (aimiB. [y Momyky KOmii Ta CXOKUX TEKCTIB BUKOPUCTOBYETHCS
MeToj ricrorpaM. BiH 3acTocoByeThbCs, 3/e0UIBIIOTO0, A TOIIYKY KON 1TIoCcTpailiid, 30KpeMa 4acTKOBUX
komiid. OiHAK, SIK MOKA3aJI0 TOCTIHKEHHS, MeTo]] epeKTHBHUHN 1 JJIS TIONIYKY CXOXKHX TeKCTiB. BiH ¢ikcye
HaBITh YACTKOBE 3aM03WYeHHs (a03al, peueHHs, CIIOBOCIIONYYEHHS), i AesIKi aBTOMaTUYHO CHHOHIMI30BaHi
CIIOBa MOXKYTh MIPOMTH TeCT Ha Iuiariat. HemomikoM Takoro METojy € BiICYTHICTh CEMAaHTHYHOTO aHaTi3y.
CeMaHTUYHUI aHAJI3 TEKCTY IPYHTYETHCS Ha Pe3ylbTaTaxX CHHTAKCUYHOTO aHAII3y, Ha BXOJlI OEPKYIOTh
BXKe He Habip ciiB, po30MTHUX Ha pedeHHs, a Habip JepeB, 10 BiJOOpaKkaloTh CHHTAKCHYHY CTPYKTYPY
KOKHOTO pedeHHs. OCKUTbKA METOIM CHHTAKCHYHOTO aHalli3y TMOKM Majl0 BHBYEHO, BHPIIMIEHHS IO
HU3KW 3aBJIaHb CEMaHTHYHOI OOpOOKM TEKCTY IPYHTYIOTBCS Ha pe3yibTaTax aHalizy OKPeMHUX CIIiB, i
3aMICTh CHHTAKCHYHOI CTPYKTYPH pEUCHHS, aHATI3YIOThCSI HA0OpH CIIiB, IO CTOSATH TIOPYY.

Sk 3a3HayeHO BHILE, PE3yJIbTaTOM POOOTH MPOrpaMU € 3arallbHUi Koe(ili€HT — BiICTaHb MiX
JOKyMEHTaMH, Ki TepeBipsaoThea. KpiMm 1poro, mporpama Oyaye rictorpamu. 3araibHuil KoedilieHT
CBIIYHMTH TIPO CTYITiHb CXOXXOCTI TEKCTiB, a MIBHIKUI Meperiisyl MOpiBHUILHOI TiCTOrpaMu Jia€ ySBICHHS
PO CTYMIHb 3aMO3WYEHHS TeKCcTy. Ha ropu3oHTali ricTorpaMu po3TailoBYIOThCs OyKBOCIONYYEHHS, a Ha
BEPTUKANI — PI3HHI 32 MOAYJIEM YCiX OYKBOCHOMYYEHb, SIKi TPAIUISUIMCh Y TeKcTi. [Ipukian ricrorpamu
HaBeNeHO Ha puc. 6.

3a momomorow mporpamu Distortion TpoOBENEHO TECTYBaHHS CTYACHTCHKHX pOOIT, B SKHX
MEepeBipsUTHCh HA TUTAariaT MOBHICTIO 200 YacTKOBO 3alO3WYEHi JOKYMEHTH. Y Pe3yibTaTi JOCTiIKEHHS
CTaJo 3pO3yMiNo, MO CHHOHIMI30BaHI MyOMNiKaIii, sSKi MPOWIDIM TECT Ha IUIariaT, He NpUIATHI JUIs
yrtaHHs. BomHowac myOmnikaitii, ski HaBMHCHO TiepedpazoBaHo, B SKUX 3MIHEHO MOPSIIOK pedeHb, a03alliB,
CIIiB, 1 B SIKi BCTaBJICHO ()parMEHTH IHIIMX TEKCTIB, TECTY HA YHIKAJIBHICTh HE MPOWILUTH. SIKIO TepeBipKy
Ha TUIAriaT IpoXoAMuTh (aii, e B TEKCT, SIKHUI MOPIBHIOETHCS, BHECEHO HE3HAYHI 3MiHM Ta JIOMOBHEHO
(dparMeHTH TEKCTy, TO 3arajbHHMi KOe(illieHT Iariaty Oyae HpUOIM3HO OeCATh OMWHHUIL. Y XOIi
niepeBipku (aiii, sSKi MalOTh YHIKAJILHUA TEKCT, OPMYEThCS TicTOrpama i3 3araibHUM KoeillieHTOM B
50 onuHUIIb, SIKUH Ja€ 3MOTY BUKJIaJiady 3p03yMITH, IIO MEPEBIPEHUI TEKCT HE € TUIariaToM.

2l |
| ‘l}L...JMl.M.L.. | ouoh oLl )\'h,

M
AL

Tezncsr.docxml

Pzceroanue - 26

3004
250 ]
2,00

1,50 o

1,004

|
\L - LW.W l | M Ll'

MM T

‘ |ha-\“|)..“ Jj“ il al .i.

AL an

Puc. 6. icmozpama 3 pesynsmamamu nepegipku
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BuchHoeku

[epenoBuii nocBia iHGOpMaTH3aIli Ta KOMII IOTEPH3allil OCBITH IMOKa3ye SIBHO BUPAKCHY TCHICHIIIIO —
HaBYaHHS CTYJICHTIB NIPAKTHYHUM aclieKTaM HOBITHIX iH(OpMAaIiHNX TEXHOJNOTIH Ta IXHROMY 3aCTOCYBaHHIO y
MaiOyTHIl npodeciiiHiii misutbHOCTI. [TprToMy po3BHTOK iHQOPMAIIIHHAX TEXHONOTIH Ja€ MUPOKY MOMKIIUBICTh
JUTsl BHHAXO/Ty HOBHX METOJIIB Ta METOJIMK B OCBITI, MOJIIIIIYIOUH il SIKICTh. BHKIIanayi, BAKOPHCTOBYIOUH Y CBOIH
po0OTI KOHTPOIIOIOYI MPOrpaMHi 3aco0M MiJl Yac OI[IHIOBAaHHS pedepaTiB, KypCOBHX, JUIUIOMHHUX pOOIT, HE
TUIBKH OTPHUMYIOTh OOIPYHTOBaHHMH BHCHOBOK IOJI0 CAMOCTIMHOCTI JOCI/PKEHb CTYICHTA, ajic i BUXOBYIOTh
MIaHOOJIMBE CTABIICHHSI J0 YYXKOI IHTEIEKTYalbHOI BJIACHOCTI Ta TPHBYAIOTH JOTPUMYBATHCS 3aKOHY IIPO
aBTOPChKe IMpaBo. BuOip 3pydHOi mporpamy jisl 1LOrO € CKJIaJHUM IporecoM. [IpoaHasizoBaHi TEXHOJOTIT
TECTYBaHHS TEKCTIB CBIYaTh MPO JOMLUILHICTh BUKOPHUCTAHHS B OLIIHIOBAHHI CTYJIEGHTCHKUX POOIT TBOPUOro ado
JOCIIHUIIBKOIO XapaKTepy, B HaBUYaJbHOMY IIPOLIECI MMiJ Yac OpraHi3ailii cCaMOCTIHHOI MISTIBHOCTI CTY/ICHTIB
TaKWX MporpaMm KoHTporo, sik Distortion. [IpocTora y BUKOpHCTaHHI, IBHIKICT pOOOTH, MOXIIMBICTD iHTEp-
nperarii pe3yJIbTaTiB BiAMOBIIHO O OabHOI IIKAIK OLIHOK, Bi3yati3allisi pe3yJIbTaTiB MepeBIpKH CTYIEHTCHKUX
POOIT 3a TOMOMOTOIO TiCTOrpaM, Ha HAIll TIOTJISI, € ICTOTHAMH TIepeBaraMy y BHOOP1 IIPOrpaMHMX 3ac00iB.
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MMPOTOKOJI SSL, BUKOPUCTAHHSI HOI'O BPA3JIMBOCTI
CHIJIBHO 3 EJEMEHTAMM COIIAJIbHOI IHXKEHEPII
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3niiicHeHo aHATI3 3aXUIIEHOT0 MPOTOKOIY SSL, BUKOPHCTAHHS H{Or0 BpPa3IMBOCTell CILIHLHO 3
ejleMeHTaMH coliaabHoi iHxkenepii. [loqano MeToau 60poTHEOM 3 TAKOK BPA3JIMBICTIO.

Kuarouogi ciopa: SSL, BpasamBicTh, comiajbHa iHKeHepisi, MeToau OGOPOTHLOHU, JIOAUHA
nocepeauHi.

The analysis of secure SSL protocol, the usage of its vulnerabilityy together with
elements of social engineering, methods of protection against this vulnerability are been
discussed in this paper.

Key words. SSL, vulner ability, social engineering, methods of defend, the man in the middle.

Beryn
JluHamika PO3BHTKY KOMII'FOTEPHMX TEXHOJIOTM Hajxanda KiOepmpocTip Uis BEACHHS Oi3Hecy,
PO3LIMPHUBIIKA TUM CaMHUM HOTO MOXIIMBOCTI. 3’SBWJIMCh TYPHCTHYHI arcHTCTBA, IHTEPHET-Maras3uHH,
IHTEepHET-0aHKH, SKi BEAYTh PO3paXyHKH MPSIMO Yepe3 CBOI caliTH. A Tam, Jie € TPOIlIi, 3aBXKI1 3HAU Y ThCs
oxoui ix orpumatu. Tomy npo Oe3neky GpiHaHCOBUX oOrepalliii B MepexXi MoTpiOHO MOyMaTH 3a3/alieriib.
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