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Po3rasinyTo 3aXuCT KaHaly 3B’ 13Ky MizK IPHCTPOSIMH iHTEPHETY peyeii Ta MPUCTPOIB HA
6a3i OC iOS. IlpoanasizoBaHo cnocodu MU(PYBaHHS KAHAIY Ta PO3NOALT CHUJIBHUX KJIWOYiB
y He3axuueHoMy cepenoBuiuli. Onucano Ta po3podJieHo cucTeMy /ISl 3aXUCTY TAKOT0 KaHaTy.

Karwudogi ciioBa: mudpysanns, iOS, Bluetooth, asrentudikauis.

Bluetooth communication channel protection for 1OT devices and 10S based devices
considered in the article Channel encryption and shared key distribution in unsaved
environment analyzed. The proposed protection system is developed and described.

Key words: cypher, iOS, Bluetooth, authentification.

Beryn

ChoroziHi TeMN¥ Ta MaclITabW JisUTBHOCTI CYCITUTLCTBA 3HAYHO 3POCIHH, MOPIBHIHO 3 IMOMEPEIHIM
croniTTssM. OCHOBHOIO 3 MIPHYUH TAKOTO CTPIMKOT'0 POCTY € OypXJIMBHHA PO3BUTOK cepH iHPOopMalifHIX
texronorii (IT). OcraHHiMH pOKaMH, 3aBISIKH IIBHIKOMY PO3BUTKY MOOUIBHOCTI OOYHCIIOBAIBHUX
CHCTEM, aKTHBHO PO3BHMBAETHCS ONIHA 31 cep BHIIE3raJaHUX TEXHOJOriH — aBTOMAaTH3allis MPOLECIB
y 3BUYAaiHOMY JKHUTTI JIFOJIUHH, TAKUX K MPUTOTYBAHHs 001y, HANAIITYBaHHS TEMIIEpaTypH i OCBITICHHS
y KIMHATI, iHaKIIIe KQKy4d — IHTEpHET peUei.

Ile MOHATTS MOYaa0 aKTUBHO po3BUBATHCS 3 KiHimsg XX cT., a came 1982 p., xomu 3 sSBUIach
moaudikoBaHa wmammHa i “Koka-konm”, sika 3a morpedu oxomomkyBaia Hamoi [1]. Konmeris
IHTepHeTy pedel HaOyma momyisipHocTi B 1999 p., Koju MapKyBaHHS TOBapiB Pi3HOMAaHITHUMHU MITKaMH,
takumu Kk RFID, NFC, QR-koau, 6apkou, cTajgo 3BUYHUM SIBHUIIEM Ta JCIIO aBTOMATHU3YBaJO IPOIIEC
MOKYIIKU Ta 1HJEKCyBaHHs ToBapiB [2].

Bynp-sikuii mpuCTpiii, 10 MiCTHTh Ha OOPTY MOIYJb MPOBIIHOTO YM OE3MPOBIAHOTO 3B’ S3KY,
MPUCTPIi HAKOIMWYCHHS 1 ITEPETBOPEHHS JAaHMX, a TaKOXK il IMepelaBaHHs 3a JIOIMOMOI0K BHIIE3raaHOrO
MOJIYJIsI, MOKE€ BUKOPHUCTOBYBATHCH SIK OCHOBHA YACTHHA ITi€] CUCTEMH.

OCHOBHOIO TIEpEBArol0 TaKUX TPUCTPOIB € IXHSA MOOUIBHICTh, CYMICHICTh i3 IOTOYHHUMH
KOMIT IOTEPHHMH MEpEeXaMHu, MPOBEJCHUMH Y OyIMHKAX M Ha BYJIHUISX. BUKOPHCTaHHS TAKMX CHCTEM Ja€
3MOTy JIFO/IMHI SIK CITO)KMBA4YeBI OMUHYTH YacTO MOBTOPIOBAHI, pyTHHHI omeparlii, a Takox 3a0e3neYnTH
MOCTIHHUI MOHITOPUHT CHCTEMH 3arajioM.

CraHn npoo6aemMu

[lepen Oyap-KMM MPUCTPOEM, IO MEPEAAE JaHi, TIOCTAE OCHOBHA ITPOOJIeMa — 3aXUCT KaHATYy 3B SI3KY
MDK TIPHCTPOSIMU BiJl 3TOBMUCHHKIB. OCKUIBKH KiTBKICTh MPUCTPOIB IHTEPHETY pedell HEBIMHHO 3pOCTaE, 3
TAKOK K IIBUAKICTIO IIIBHILYEThCS piBeHb HeOesneku. [loBom 4yacto y BHPOOHHMKIB, IO 3aiMarOTHCS
arapaTHOI0 YaCTUHOIO MPUCTPOIB, HEAOCTATHHO 3HAHb IIOJO MPOTPAMHOI YACTHHH, a TaKoXK c(epH 3aXUCTY
nanux. Yepes Taki mpoOieMu 3aBOJIM BUITYCKAIOTh MPHUCTPO, 1110 BaXKKO, @ TO i HEMOXKJIMBO 3aXUCTUTH [3].

o mpobiemy BUpIlIyBalu AEKiIbKA JECATKIB POKIB, 1 HaJ HEH MPOJOBKYIOTH IPAIFOBATH.
[Hdopmaliito y Takux cucTeMax MOXKHA IIEPEXOMUTH 3a JOMOMOIOI0 IEPEXOIUICHHs a00 Mmia0oopy KIIIO4iB,
SKUMU TIAQPYIOTh KOPUCHY iH(POpMAIIio, 10 HaBiTh CHOT'OJHI € Pecypco3aTpaTHHM 3aBIaHHSIM Ta He
BKJIAJIA€ThCSA y PO3YMHI 4YacoBi Meki (I KPUOTOCTIMKMX aJrOPUTMIB — BiJl KUIBKOX POKIB [0
TUCSYONITTs). MokiuBi Takoxk araku nocepeanukis (Man-In-The-Middle attack). V cucremax
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kpurnrorpadigaoro 3axucty [1K i cepBepiB A 3aXHCTy Biji TAKHX aTaKk OCHOBHHM JDKEpeIoM “ oBipu” €
Tpers ocoba — meHtp aBtopu3aiii (Certification Authority), mo aae 3Mory cropoHaM BIIEBHHTHCH B
ICTHHHOCTI X HamipiB CUIKyBaHHs [4].

JloriuHo, o BCi cydacHi HagOaHHS JUISL KPUOTOrpadidyHOro 3aXMCTy MOKHA 3aCTOCYBATH 1 IS
OOMIHY TaHUMHU MK MOOLTBHHM OOYHCITIOBAJIBHUM MPUCTPOEM Ta MPUCTPOEM IHTEPHETY pedeH, MpoTe 11e
HE 3aBXK/H TaK.

[IpobGsemMoro MPUCTPOIB IHTEPHETY peUeH € Te, [0 anapaTHi 3aco0H, Ha SIKUX BOHM MOOYI0BaHI, HE €
OOYUCITIOBAIIBHO MOTY)KHUMH, a TAaKOX HE MAIOTh MIOCTIHHOTO CTaOLIBHOTO 3B’ 3Ky 3 IHTEPHETOM, & TAKOXK
JOCTaTHBO CKJIAJIHOTO MPOTrPaMHOro 3a0e3redeHHs, 100 OTpUMaTH AOCTYII JI0 IIEHTPIB aBTOPH3AIlil.

InmmMm By3pkuM Miciiem Bluetooth kanany, a came Texnonorii Bluetooth Low Energy (mani BLE),
€ PO3Mip MaKeTiB, y AKOMY MaKCUMaJbHUII po3Mip AaHUX He mepepuirye 27 6aitiB aust Bluetooth sepcii
4.0-4.1 Ta no 251 y Bepcii 4.2. Takuif po3Mmip € TOCTATHIM IS TepeJaBaHHs 3ami(QpPOBaHUX KITIOYIB Ta
CEPBICHUX JaHMX, MPOTE MOTPeOye PO3MUICHHS Ha MiAIaKeTH Ha BHILOMY PIiBHI aOCTpakiii, SKIIO JaHi
BEJIMKOTO PO3MIpY.

[Tpobnema 3axucty kanainy Bluetooth 38’ si3ky akryanbHa, OCKUIBKH 1€ OJJMH 3 HAUMOMYJISAPHIIIKX Ta
MIMPOKOBXKWBAaHUX KaHANIB JUIsi 0OMiHY iH(opMaIli€io 3 iHITUMHA TPUCTPOSIMH, HATIPUKIIA]], cMapThOHAMH,
yepes SAKi 4acTo MepeaaeTbes IiHHa iH(opMallis Ipo BIaCHUKA — HOro MiCIle3HaXO/PKEHHS, PI3HOMaHITHI
napoJti, MepcoHaNbHi JIaHi Ta HIIa BaXJMBa iH(opMarris.

ITocTanoBka 3agaui

Po3pobutu cucremy kpunrorpadidnoro 3axucty Bluetooth kamamy mix mpucTpoem iHTepHETY
pedeii Ta MOOUTPHUM OOYMCITIOBAIBHUM MPUCTPOEM Ha matdopmi iOS. Onucatu cnocid mmppyBaHHS
MAKETiB, IO TePeNaloThCsl MK MPUCTPOSIMUA. PO3POOHTH CTPYKTYPHY CXEMY CHCTEMH, allTOPUTM il podoTH
Ta giarpamy kiaciB. [IpoaHamizyBaTH MIBHIKOJIIO MPUCTPOIB iHTEPHETY pedel MMij yac po3paxyHKy pi3HHUX
QITOPUTMIB IUPPYBaHHS, JOITBHICTh 1X BUKOPUCTAHHS.

Po3B’ s13anns 3agaui

st po3B’si3aHHs 1€l 3ama4i Oys0 BHUPIMICHO B3ATH 32 OCHOBY JIEKUIbKa QJITOPUTMIB — IPOTOKOI
oominy kmodamu [ipdi—Xenbmana, anroputm DSA mist cTBopeHHSs nHU(GPOBOrO MiANHCY AaHUX,
HEOOXIIHUX JUTS BHIE3TaaHOr0 MPOTOKOMY, a TakoXk anroput™ AES 3 pisuuMu pexxumamu mudpyBaHHS
s aBTeHTH(iKalii Ta CHMETPUYHOrO I[MUQPpPYBaHHS JaHUX. BuOip BHINE3rajlaHuX IPOTOKOIIB
MOSICHIOETHCSL B3aEMHOIO KOMITEHCAIIIE€I0 TPOOJEMHHMX MiCIlh Y MpoTokoiax. Hampukman, AES morpedye
K04 MUQpPyBaHHs, OJHAKOBUI Il BOX CTOPiH, aJKe BHKOPUCTOBYETHCS SIK Uil 3aII(POBYBAHHS
nNaHux, Tak 1 HaBmaku. L{to mpobnemy Bupimye npotokon Jipdi—Xenpmana, mpore KokHa 31 CTOpiH
MOBHHHA BIIEBHUTHUCH Y TOMY, IO BOHA CTBOPIOE CIUIBHHK KITIOY 13 KIiHIICBHM KOpPHCTYBadeM, a He
3JIOBMHCHHKOM, IO Ji€ SK mocepeanuk. L{ro mpobiemy Bupitnye aaroputm DSA. Ommc BuIe3ragaHux
KOMITOHEHTIB HaJIJAHO HUXKYE.

[Iporokon obminy wmodamu [lipdi—XenbMaHa nae 3MOTY CTBOPHTH CIHUIBHWEN NMPUBATHHN KITIOY,
KM MOYKHA HaJaJli BAKOPUCTATH IS I pyBaHHS MMAKETiB y He3aXUIIEHOMY KaHai 3B’ 13Ky [5].

Alice Rnh

K= A" mod p = {g" mod p) "mod p = g “mod p = (g ‘mod p) fmod p= B Tod p

-

Puc. 1. Cxemamuune npedcmasnenns pobomu
npomoxkony /ligppi—Xervmana
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ITporokon mpairioe Tak: Ajica cTBoproe st boba aeski kimodi g i P, e P — MPOCTe BEIUKE YHCIIO, a
g — mepBiCHUH KOpPiHb 3a MomyieM P (TakoX MPOCTE YMCII0), a TAaKOX po3paxoBye A = g®modp Tta
Bimmpasisie ix Bo6y. Bo6 HaTomicTs Haxcumae Amici uncno B: B = g¥mod p. Hicns omepariii 06Mminy Bo6
Ta AJica BUKOHYIOTH oGumcieHnHs 3unauenus K: K = g®®mod p, wo sBuste co6or0 criapHui Iis HEX
JIPYrui K04, SKMA MOYKHA BUKOPUCTATH IS TIOAAJIBINOT KOMYHIKAIIIi.

KpunrocriiikicTe mbOro ajropuTMy NOJNATAE y TEOPETUYHIH CKIAJIHOCTI PO3paxyHKY CIUIBHOTO
wioua K = APmod p = B% = g®®mod p. Bnacue pospaxyHox g%° e 10BONI CKIagHMM i Mae BIacHY
Ha3By — npobnema [ipdpi—Xenpmana. Takok Anica Ta o6 MOBHHHI BUKOPHCTOBYBATH Pi3HI TeHEpaTOpH
BHIQIKOBUX YHCEIN, OCKUTbKH iICHYE WMOBIPHICTB, 110 pe3yibTaT 000X KOPUCTYBadiB He Oyje MOBHICTIO
BUIIQ/IKOBHM.

VY mportokonmi 3a3HauYeHO, IO BiH NPU3HAYEHWH JHINE JUIsi CTBOPEHHS CHUIBHOIO KIOYa Yy
HE3aXWIIEHOMY KaHami 3B's3Ky, NMPOTE HE TapaHTye aBTOpU3allil KOPHCTyBadiB MiK C000I0, TOOTO
IIPOTOKON y CTaHJApPTHOMY BHKOHAHHI € BPA3lIMBMM O aTak “JiojguHa nocepeauni’. MmoipHa Taxa
CHTYyallisl, 0 y CIUIKyBaHHs Anica Ta boba BTpyTHThCS mpociyxoByBad Menopi, sika MaTUMeE CITUTbHHH
MPUBATHUM KITIOY U1 AJTICH, a TaKoXK KoY Juis po3MoBH 3 bobom. OTike, BoHa 3MoOXkKe 0e3 OyIab-IKHX
npobieM OTpUMaTH Bif AICH MakeT 3 JaHWMH, posmmdpyBaTu iX, 3ammdpyBatn KiroueM boba Tta
BIIIPABUTH JaH1 HOMY, 1 HaBITaKH.

Jnst BUpilIeHHS 11i€i MPoOJieMH BUKOPHCTAHO aCUMETPHUYHUIA aITOPUTM CTBOPEHHS Ta MEpeBipKH
mudposoro mimnucy DSA (Digital Signature Algoritm). Anroputm wacto HasuBatoth DSS (Digital
Signature Standard), ockimbKH Ieffi JOKYMEHT SBIsE COOOK aMEPUKAHCHKUIM CTaHZapT, IO OIMHUCYE
OpHHIUIT poOoTH 1 3actocyBanHs DSA. BukopucraHHS IIbOr0 anropuTMy Ja€ 3MOTY OJHO3HAYHO
MIATBEPAUTH JOCTOBIPHICTh JaHUX, HEOOXIAHMX JJIsi CTBOPEHHS CIUIBHOTO KITH0Ya.

OCKUIBKM pO3Mip HaKeTa JJis MepeaaBaHHs JaHuX (IKCOBAaHUH 1 JOCUTh MaJIMi, a TAKOXK 3Ba)KarOun
Ha NPOAYKTUBHICTH CHCTEMH, JOLUILHO BHOpaTH OAHY 3 peaji3allii BHIIE3raJaHUX ajIrOpUTMIB, IO
IPYHTYIOTBCS HA BUKOPHCTaHHI €TINTUYHUX KpUBUX. Takuil Miaxia Jae 3MOry 3MEHIIUTH PO3MIp JaHUX
s mmpyBarss/ qermmdpyBaHHsa, a TAKOX, 3a HASBHOCTI armapaTHUX OJIOKIB MH(PyBaHHS, MPHIIBHI-
IIUTH PO3PAXYHOK alITOPUTMIB.

ANTOpUTM TUQPOBOrO MIAMUCY TAHWX HA CNINTUYHUX KPHUBHX BHUKOPHCTOBYBATHME MHOXKHUHY
KpHBOi, pekoMmeHnoBany HarrioHanbHuM iHCTUTYTOM craHmaptiB i TexHonoriii (NIST), mo mae Ha3By
secp256r1.

Jns mudpyBaHHS NaHUX, [0 TMEPENAIOThCI MDK CKIAJOBUMH CHCTEMH, BHOpaHO OJIOKOBHUI
cUMeTpUYHUi anroputMm mudpyBanHs AES. lle kpunToCTIiHKWMN anropuTM, MmO MPONOHYE ATEHTCTBO
HarionansHol Oe3nekn CLIA mnst mmdpyBanHs 1iHHOT iHQOPMAIIl 3 BUKOPHCTAHHIM KITI0Ya PO3MIpOM
128 6iriB.

st miel cucteMu BHKOPUCTOBYEThCS pexkuM mudpysanns CCM, mo pekoMeHIyIoTh 3aCTOCOBY-
BaTH pa3oM i3 anroputmom AES.

CCM mnoennye pexum mudppysandss CBC-MAC, mo Oynye ayreHTH(IKaIiiHUN KIII0Y TOBIIOM-
nennst (Message Authentification Code, MAC), i3 mmdpyBanasm y pexumi miduiabinka (CTR), mo
MEPETBOPIOE HOr0 HA TIOTOKOBUI alnropuT™ ImudpyBaHHs [6].

BukopucranHsl [BOX BHUIIE3ralaHUX acleKTiB MH(pyBaHHS TaHUX Ja€ 3MOTY PO3POOHTH CHUCTEMY,
10 HE BUMaraTHMe IiATBEP/UKCHHS BiJ JOBipeHOi “ocoOu” st aBTeHTHdIKaIli KOPUCTYBadiB, IO
CKOPOTHTH Yac pOOOTH MiX MPUCTPOSIMU Ta KUTBKICTh HEOOX1THUX s X PYHKI[IOHYBAaHHS pECypCiB.

OCKIJTbKM KOXKHA 31 CTOPIH MaTUMe CBill MpHBaTHHH HaOip MyOJIYHMX Ta MPUBATHUX KIIOYIB, IO
3aCTOCOBYIOTBCS JUTs IUGPYBaHHS Ta Bepr]iKailii MOBiIOMIICHb, 3JIOBMUCHUKY MOTPIOHO po3mUpyBaTH
BCI IPUBATHI KJIIOYi, JUIS TOrO 00 CUCTEMa BHMIILIA 3 JIady, a Iie 3a0e31euye ii CTIMKICTb.

Taxka cucTema MOXKe TIPaIIOBATH Y CKIIaJIi IHIIUX CUCTEM, JIO MPUKIIAJY, B 3aCTOCYHKY KOPHCTyBaua,
IO CTBOPEHUH JJIs1 pOOOTH 3 MIPUCTPOSIMU IHTEPHETY peUeH.

Ctpykrypa mporpamuoi cucremu (puc. 2) mictuth 050K BcTaHoBieHHs Bluetooth 3’ennanns Ta
nepenaBaHHsl JaHUX MDK MPUCTPOEM, ONOK mmMGpyBaHHS [MaHWX, a TakoX OJOK OTPHMAaHHS Ta
MepeTBOPEHHS IaHUX y OiHapHUA GopMar Ta HaBIaKH.
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Puc. 2. Cmpyxkmypua cxema cucmemu kpunmozpaghiunozo 3axucmy Bluetooth 36’ sisxy
MIDIC RPUCMPOEM IHMeEpHemY peyeti ma MOOLIbHUM 0OUUCTIOSATLHUM RPUCTIPOEM

ANTOPUTM POOOTH CHCTEMH CKIIAJAEThCS 13 TaKUX KPOKIB: BCTAHOBJICHHS 3’ eaHaHHs 3 BLE
MPHUCTPOEM, TIOYATOK CTBOPEHHS MPUBATHUX Ta MYONIYHUX KIIIOYIB, CTBOPEHHS MyOIIYHUX TPOCTHX YHCEI
s npotokony Jidpdi—Xenbmana, nepenaBanns ix nepudepiitHoMy MPUCTPOIO.

[Ticnsg 1poro eramy MOTPIOHO 3MIMCHUTH OOYMCICHHS YHUCIA, 10 OylIe MmepeaaHo MPUCTPOIO IS
PO3paxyHKy cHilbHOrO Kitoua. [liciast oTpuMaHHS IHIIOTO YWCIA BiJl MPHCTPOI CHUCTEMAa PO3PAaXOBYE
CIIbHAHA TPUBATHUIM KIIFOY, TICIAs YOr0 BOHA TOTOBA JO IMepelaBaHHsS MHU(PPOBAHUX JAHUX MK
MPHUCTPOSIMH.

Bapto 3a3HaunTH, 1110 HEBUKOHAHHS OYAb-IKOT0 KPOKY OJHI€I0 31 CTOPIH MPHU3BOAUTH JI0 HETAWHOTO
MPHUITUHEHHSI ceaHCy poOOTH Ta MOTpedye MOBTOPHOrO BUKOHAHHS aJTOpUTMY. Tak cucrema 3abesmneuye
CTaOUIBHICTh Ta 3aXHINCHICTh BiJ 3aBajl YU 3J0BMUCHUKIB. [[iHOK 3aXMIIEHOCTI € 3aTpaTd dYacy Ha
BCTaHOBJICHHSI, aBTCHTH(IKAIIif0 Ta mu(pyBaHHs TaHUX JJIS TIepeaBaHHsl.

J7ist cTBOpEeHHS 1i€T MPOrpaMHoOi CUCTEMH BHPIIIEHO BUOPATH 00’ EKTHO- Ta MPOTOKOJI0-OPIEHTOBAHY
MOBY mporpamyBaHHs Swift, mo niarpumyerscs OC iOS, a TakoK BUKOPUCTATH OI0MIOTEKH, 10 HAlIa€e
OC, — Core Foundation, Core Bluetooth, UIKit, CommonCrypto Ta imrmri. ITix gac ii mpoexTyBaHHs 0yiI0
OTpUMaHO Jiarpamy KiaciB, HaBeleHy Ha puc. 3. OCHOBHUMH KacaMH i€l CHUCTEMH €:
BT TransportService — kiac, 110 BiAMOBiza€e 3a 3’ €AHAHHS CHCTEMH i3 MepH(pepiitHIM TIPHCTPOEM Uepes
Bluetooth kaman. BTCypherService — kmac, BIANOBiaJbHUI 3a YCHIlIHE BHKOHAHHS aJTOPUTMY
OTPUMAaHHS CIUIBHOTO TPUBATHOTO KJIF0YA, Ta HOro BUKOpPHCTaHHS 0JIokoBUM anroputMom AES-CCM st
mudpyBaHHs Ta AemMPYBaHHS ONIEPKAHOTO TMOBIIOMICHHA. SIK JOMOMDKHI KJIacH CTBOPEHO
BTPeripheralDevice — kmac, 1mo MicTuTh y co0i CIHCOK BCIX JOCTYIIHHX CEPBICIB Ta XapaKTEPHUCTHK Yy
nepudepiiiHoMy NpHCTPOi, a TaKoK iX eK3eMIUISIpH, aKTHUBHI B Iled MOMEHT. TakoX CTBOPEHO
BTDataMarshaller, equunm 3aBIaHHAM SKOTO € MEPETBOPEHHS BXITHMX JaHUX Oyab-IKOTro (hopMmary Ha
MacuB OalTiB Ta HaBMakW. TakoX IOLLIBHO 3rajaTd Kjac, IO MICTUTh Y COOl BCi KOHCTaHTH ITij 4ac
pobotu 3 Bluetooth mepudepieto, a came — yrikanashi igzentndikatopu (UUID) mepudepiiinoro mpucrporo,
CEpBICIB Ta XapaKTEPUCTHUK.

S mpucTpiii iHTEpHETY pedueii MOXKHA BUKOPHUCTATH OyIb-KWH IPUCTPiid, mo IpyHTYyeThest Ha RISC
nporecopi  Cortex MO/MO+. Lleli mporiecop BHUPI3HSAETHCS EHEPrOSPEKTUBHICTIO Ta MOTYXHICTIO,
JOCTaTHBOIO JUIsi BUKOHAHHS TIOCTABIICHWX TIepel] HUM 3aBJiaHb, 30KpeMa OOpOOJCHHS i BiANpaBIICHHS
JaHWX, OTPUMaHuX 3a goromororo Bluetooth. TIpakruyno BCi mprcTpoi, modymoBaHi Ha IIBOMY IPOIECOPi,
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npuaaTtHi s mrdpyBansa/aemmdpyBaHHs MepelaHuX AaHUX PI3HOMAHITHUMH anroputMamu. Hukue
HaBEJIEMO pe3yJIbTaTH TECTYBaHHS IMPOMYKTHBHOCTI po3paxyHKy Bumiesrazanux anroputmis (ECDHE,
ECDSA) y Ta6mn. 1, a y Ta0i1. 2 — MIBHIKO/II0 CHMETPUYHUX AITOPUTMIB IS IM(DPYBAHHS JaHUX.

IHiyianiaalia cucTemm

!

OuiKyBaHHA BCTAHOBNEHHA
3'glHAHHAM 3 NPUCTPOEM

3enHaHHA
BCTaHOBNeHo?

TaxK

h 4

3anyck npolecy oTpMMaHHA
CRINEHOTO NPUMBATHOrO KNOUa

Hi
Kntoy oTpumaHo?

l‘ Tak

Mpouec oTPUMaHHA Ta
BignpaBneHHsA AaHUX MK
npucTposamMK, X WudpyBaHHA Ta
AewndpyBaHHA

TaK
3'egHaHHA akTMBHe?

Hi

A

KiHeub

Puc. 3. Aneopumm pobomu cucmemu
kpunmozpagiunozo saxucmy Bluetooth 3¢’ szky

MIdHC RPUCMPOEM IHMEPHemY peyell ma MOOLIbHUM

00UUCTIOBANIbHUM npucmpoem

Tabnuys 1

Pe3ynbTaTu TecTyBaHHS aIrOpUMTMIiB aBTOPHU3alii TA OTPMMAHHSA CHIJILHOIO KJII0YA

Yac BUKOHAaHHA, MC

Tun anroputmy
ECDHE (secp256r1) 1672
ECDSA, omepartist miamucy qaHux 459
ECDSA, onepatiist nepeBipKH JaHUX 1759

TecryBanHs 3ailicHeHo Ha pekoMennoBaniii NIST MHOKUHI KpuBOi SECp256r1.
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BTTransportService

=<Inferface=>
TransportProtocol - manager. CBPeripheralManager
+ sendData(Any): Bool + connected: Bool

+ receiveDatal(): Any

+ marshaller: DataMarshalling

I + activeDevice: PeripheralDevice

=</nferface==
PeripheralDevice

BTPeripheralDevice

+ activeService: CBService
+ primaryCharacteristic. CBCharacteristic

+ services: Array<CBServices

h

+ sendDataToCharacteristic (Data): Bool + characteristics: Array<CBCharacteristic=

+ receiveDataF romCharacteristic(). Data

==interface==
DataMarshalling

BTDataMarshaller

¥

+ marshall{Any): Data
+ unmarshall{Data): Any

BTCypherService
==inleface== BTKeyPair
DHEProtocol + cypherSymmetrickey: Integer -
+ publickey: Data
+ generatelnitialkeys(): DHEInitialKeys ™ + keyPair: BTKeyPair ez .
+ calculateSymmetricKey(Integer): Integer ! + privateKey: Data
Rl “» + DHEobject: DHEProtocol

M + aesCrypto: AESCCMCrypto -
1
[ ! i
| i
: + initDHEProcess(yVoid i
DHEInitialKeys 1
+ encryptData(Data): Data i cinterfaces
+ p: Integer Lo
+ decryptData(Data): Data AESCCMCrypto
+A: Integer
+ 0. Integer

BTUUIDConstants

+ senviceUUID:UUID
+ peripheralDeviceUUID:UUID
+ characteristicUUID: UUID

Puc. 4. [liazpama xnacie cucmemu xkpunmozpaghiunozo saxucmy Bluetooth 3¢’ sizky
MIDIC RPUCMPOEM IHMeEpHemY peyeti ma MOOLIbHUM 0OUUCTIOBATLHUM RPUCTIPOEM

Tabnuys 2
Pe3ynbTaTu TecTyBaHHS aIrOPUTMY CHUMETPHUYHOTO
mudpysanus 1annx AESy pizHux pexnmax po6oTu Ta 3 pisHUMH po3MipaMu KJI04a

Pexxum pobotu Yac BUKOHAHHS, MC
AES-CCM-128 1320
AES-CCM-256 1540
AES-CBC-128 2201
AES-CBC-256 2584

TecryBanHs 3xilicHeHO0 Ha naHuX po3mipom 1 K6.
OIiHIOYM J1aHi, HABEICHI BMILEC, MOXKHA CKa3aTH IO OUIbIICTh MpUCTPoiB Ha 0a3i ARM Cortex
MO/MO+ npuitastHi 1uis mdpyBaHHs Ta aBTEHTU(IKALT TaHUX KOPHCTYBaya.
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Bucnosku. B xoni BUKOHaHHSI 11i€1 poOOTH OYyII0 PO3pOOICHO CUCTEMY KPUIITOrpadiqHOro 3aXUCTY
Bluetooth 3B’si3ky MiK MpHCTPOEM iHTEpHETY pedell Ta MOOUIBHUM OOYHMCIIOBAJbHUM MPHUCTPOEM Ha
wiatdopmi 10S. Takok ommcaHo cnoci® mmdpyBaHHS MaKeTiB, MO TEPEAAOThCS MK MPHCTPOSMH.
Po3po0iieHo CTPpYKTYypHY CXeMy CHCTEMH, aJlflOpUTM ii poOOTH Ta miarpaMmy kiaciB. IIpoaHanizoBaHO
MIBUJIKOJIII0 TIPUCTPOiB IHTEpHETY pedel MiJ 4Yac po3paxyHKy pi3HHUX alTOpUTMIB IIU(pyBaHHS,
JOITBHICTD iX BUKOPUCTAHHSI.
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