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Po3riasinyTo MeTox MYJbTHIVIEKCYBAHHS HENO3MUiiHMX TaliMepHUX CUTHATBHHX
KOHCTPYKIIiii Ha ocHoBi TexHoJiorii OFDM. B po6oTi nopansmuii po3sutok TexnoJiorii OFDM
CIPSIMOBAHO HAa NiABMIIEHHS 3aXUIIEHOCTi NMepeJaBaHMX AAHMX HA OCHOBI Hemo3WUiHUX
TalilMePHUX CUTHAJLHUX KOHCTPYKIii. SIk Tkepesia MIHPOKOCMYTOBUX CUTHAJIB 3alPONOHO-
BAHO BHUKOPUCTOBYBATH TAaliMepHi CHTHAJBHI KOHCTPYKUil, 1m0 Aa€ 3MOry NiIBHINUTH
CTPYKTYPHY i iHdopmauiliiny npuxoBaHicTh nepexaBanHs nopisusino 3 PIK.
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The method of multiplexing of timer signal structures. based on OFDM technology was
considered. This technology is used in many data transmission standards, both in wired
channels - asymmetric digital subscriber line (ADSL), and in wireless networ ks — the standar ds
of IEEE 802.11a and HiperLAN/2. OFDM is characterized by high spectral efficiency,
resistance to radio frequency interference, low level of multi-path distortion. The OFDM is
implemented by multiplexing some number of broadband signals with orthogonal multiplexing
and simultaneously transmitting them at different subcarrier frequencies. This technology is
developed for discharge-digital codes (DDC), therefore it cannot be fully compatible with non-
position signal structures, such as timed signal structures (TSS). In researching, the further
development of OFDM technology is aimed at increasing the security of transmitted data based
on TSS. As sources of broadband non-position signals, it was proposed to use TSS, which
allows to increase the structural and information privacy of the transmission in comparison
with the DDC. For this reason, it is important to introduce TSC into advanced data
transmission technologies to increase the stealth indicators. The aim of the work is the
development of the algorithm for multiplexing timer signals based on the principles of OFDM
technology.
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Introduction

OFDM (Orthogona Frequency Division Multiplex) technology is used in many data transmission
standards, both in wired channels — asymmetric digital subscriber line (ADSL) and in wireless networks —
|EEE 802.11a and HiperLAN/2 standards. The prevalence of this technology is explained by the following
advantages. high spectral efficiency, resistance to radio frequency interference, low level of multipath
distortions[1, 2].
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The principle of the formation of signal structures in OFDM consists in multiplexing a certain
number of broadband signals with orthogonal multiplexing and simultaneously transmitting them at
different subcarrier frequencies using a certain type of modulation, for example, QAM. Partial overlapping
of subchannels dueto orthogonal subcarriers of frequencies with sufficient separation allows to provide the
spectral efficiency of the method and to minimize intersymbol interference. This technology is devel oped
for discharge-digital codes (DDC), therefore it cannot be used to the full extent for non-position signal
structures, such as timed signal structures (TSS) [1, 2]. In this work, the further development of OFDM
technology is aimed at increasing the security of transmitted data based on TSC.

Thetheory of timer coding [3] was proposed in the 80s of the last century. The usage of timer signals
in communication systems allows to increase the amount of transmitted information in the binary channel
over limited range of nayqvist elements. Algorithms of controlling the fidelity of received signal structures
have also been developed, in which additional test elements are not required. It was shown in [4, 5] that
due to TSC, the structural and information stealth of the transmission is increased in comparison with
DDC. Thisis explained by the large variational possibilities for the synthesis of various ensembles of TSC
with a slight change in the parameters of their building. For this reason, it is important to introduce TSC
into advanced data transmission technologies for the task of increasing the main stealth indicators. Theaim
of the work is the development of the algorithm for multiplexing timer signals based on the principles of
OFDM technol ogy.

Construction of Timer Signal Structures

Let’'s consider features of construction of various ensembles of TSS and estimate the possibilities of
timer coding for data protection against accidental jamming and unauthorized access. As a rule, for the
construction the signal structures is selected the time interval T, = nty, consists of N nayqvist el ements

with durance tg. Inthe TSS, the moments of modulation, in consists to the positional codes, are multiples
not tg, but the basetime interval D (where D=tg/s; s=1,2,3, ..., |). Thus, the TSS contains pulses with
durations t, =ty +kD (rze k=0,12, ..., s>(n- 2)). The energy distance between signal structures is
determined by the amount D<t,, that’s why the number of their realization N, on the interval T

significantly morethanin the DDC

_2 (n>s)- [(s- 2]l
No = Q 00) s~ DAL @

where i — number of information modulation moments. In fig. 1 shows an example of the construction of
three TSSson theinterval T, =4ty, t. =4D

For the task of detecting and / or correcting errors set Ny, is divided into a subset of allowed and

unresolved signal structures. In[3], for this problem the quality equation is proposed to use:
i
é Ay © 0mod A - 2
k=1
In equation (2), it is necessary to find the dependence of the weighting coefficients A, (k=1,i) and
modul A,. Also, based on equation (2), a decoding device is implemented. Change at |east one value from
a set of parameters n, s and i alows to form a new ensemble of signal structures. In fig. 2 shows the
change in the ensemble of realizations TSS N, . depend on n, s and i. change during the

communication session ensemble of signal structures allows to create effective algorithms to improve the
structural and information stealth transmission [4].
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Fig. 2. Dependence of the number of timed signal
structureson € at meanings N=8, 10, 12

Algorithm for multiplexing non-position signals

In OFDM, a high-speed stream of positional elements t, is transformed in N parallel bit streams

with decreasing speed in the same number of times. Each of the streams is transmitted by its own
subcarrier with an orthogonal frequency followed by modulation, for example, QAM. Thus, the overall
data transfer rate remains unchanged.

In the proposed algorithm, the multiplexing of the timer signals is carried out taking into account the
features of their construction and parameters n, S u i. Infig. 3 (a) presents two signal structures tss-1 and
tss-2 with parameters: n=4; s=4; i = 2. The conversion process is reduced in multiplexing the pulses
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of the timer signals in the interval T, =ZT, (where z=2 - the number of multiplexed TSSs with

increasing their durationin L =22).

In fig. 3 (b) and (c) shows the process of extending the pulses of the timer signals t, t.,, t; in

L =4 when multiplexing them on the time interval T, = 2T, . In view of the non-equidistant pulses t",
tepr s teg The resulting guard intervals will have a different duration. for pulses TSS-1: Tyq =16D,
Tspp =12D, T3y =4D. Obviously, increasing the number of multiplexed channels improves the noise

immunity of transmission. For z=2 and s=4 joint use of TSC with OFDM allowed to reduce the
number of orthogonal subcarriers of frequenciesin comparison with the RCC. Taking into account the time
interval, the orthogonal frequencies are sdlected:
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Fig. 3. Multiplexing of pulses of two TSSs

The complex structure of the timing signals and the features of their multiplexing increase the
structural stealth of signal structures, which complicates unauthorized access to confidential information.

Conclusion

The proposed method of multiplexing of non-position timer signals with their furher
orthogonalization allows: to increase the structural stealth of signal structures; to enlarge the volume of
transmitted data in comparison with the ddc; reduce the quality of subcarriers frequency.
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