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3ATAJIbHA XAPAKTEPUCTHUKA POBOTH

AKTyaJbHIiCTh po00oTH. BupieHHs Takoi CKJIaJAHOL 33714l K 3aXUCT JaHUX Y
iHpopMmaniitnux cucteMax (IC) Ga3yeTbcsi Ha KOMIUIEKCHOMY aHai3l 3arpo3 Ta
ocobnuBocteld IC 1 moOynoBl MaTeMaTUYHOI MOJIeNIl CUCTEMHU 3aXHCTy 1Hdopmarii
(C3I). BiagcyTtHicTh afekBaTHOT MOENl 3MEHIIye €(QEeKTUBHICTh 3aXOJIB II0J0
3axycTy iH(opMmallli Ta NpU3BOJUTH 10 CKJIQJHOIIIB Ta HEKEPOBAHOCTI MPOIIECIB

MIJTPUMaHHS HaJIEKHOTO PiBHS O€3IeKu.

BpaxoByroun MacoBiCTh BUKOpUCTaHHS pelsiniiiHux 6a3 ganux (bJl), Bemuky
KUIbKICTh HakonuueHoi B HasiBHUX B/l tHdopMmalii 3 pi3HUX mpeAMETHUX 00JiacTel,
ICHYBaHHSI CTaHJIapTU30BAaHOTO IHCTPYMEHTApPIl0 CHCTEM KepyBaHHs 0a3zaMu JaHUX
(CKBJ), y pobori ocHOBHa yBara 3BepTaeThcsi Ha MogentoBanHHs C31 came
pensuiiHux 0a3 JaHUX, PO3MISLAAlOYM 3axXUCT 1HMUX KommnoHeHT IC B Mipy
HEOOXIHOCTI.

[Tpucesiueni noOynosi moxeneir C31 B/ poGoTH TIpyHTYIOThCS Ha Mpalsx
takux aBTOpiB, sk Codd E., Maier D., Bell D., Griffiths P.G., LaPadula L., Wade B.,
Crorniit A.A. 3a octaHHl ABa ACCATHIITTA Hana po3pobieHHsM Mmoaenert C3I Ta
MetoniB 3axucty iHdopMmamnii BJ] npauroBanu ['epacumenxo B.A., T'pumun C.I'.,
Heut K. ITx., Homapes B.B., Menbaukos B.B., Iletpos B.A., Iluckaper A.C.,
Xopomiko B.A., Xodpdman JI.[Ix., llleun A.B., Bertino E., Chomicki J., Denning D.,
Fagin R., Gal-Oz N., Gertz M., Jajodia S., Lindsay B.G., Lipeck U. W., Lunt T.F.,
Qian X., Wilms P.F. ta iami.

[IpoBenenuii aHami3 Cy4yacHOrO CTaHy JOCHIDKEHb y Tally3l 1HQOpMaTHUKH,
teopii B/, Teopii mpuHATTS pillieHb, 3aXUCTY 1H(OpMaILlil BKa3y€e HA HASBHICTb PAIY
Hepo3B’sa3aHuX nmpoodieM. Cepen HUX:

* BiacyTtHi MatemaTruuHi mozeni C31 pemsiiinux b/l 3 BpaxyBaHHsIM HEOOX1THOCTI y
CTaTUCTUYHOMY 3axHCTI iH(popMalii, kBoTax, ontuMmizanii pecypcoemuocti C3I,
ayIuTl HAa PIBHI KOPTEXIB Ta 3HAUYCHb aTpUOYTIB KOPTEXKiB, 3a0e3MeyeHHI
MO>KJIMBOCTI BIATBOPUTH ICTOPIIO 3MIH JaHUX 3a TOBUIbHUN MIPOMDKOK 4acy;

* HEJOCTaTHbO pO3pO0JIEHA METOAOJOris NPOEKTYBaHHsS cxeMm penduiiaux BbJl 3
BpaxyBaHHIM NOTpeOd y 3aXUCTI iHPOpMaii;

* HasBHI MOJIeNli HEJOCTATHbO SKICHO BUPIMIYIOThCS 3aJadl aBTOpU3alil s
kopuctyBauiB CKBJ] Ta psn cneuianbHux 3amad 3axucty b/l (cratucTuuHuit
3aXMCT, 3aXKUCT BiJl OTPUMaHHS HAJIUIIIKOBO1 1H(OpMaIIii TOI110).

3B’5130K pO0OTH 3 HAYKOBUMM NPOrpaMaMu, INIAHAMU, TEMAMH.

PoGoTta BuKOHyBajllach B paMKaxX NPIOPUTETHOTO HAYKOBOTO HAMPIMKY
MinictepctBa ocBit Ykpainu “IlepcrniexktuBHi 1H(OpMAIIiiiHI TEXHOJIOr1i, TpUIaan
KOMILJIEKCHOT aBTOMAaTHU3allli, CUCTEMH 3B 3Ky MO Temax: “J[ocCiiKeHHs MpOIIECiB
MIPOEKTYBAaHHS PO3MOJIUIEHUX IHTENEKTYalbHUX 1HQOPMAIIITHUX CUCTEM MPUNHATTS
pillieHb A c1abOCTPYKTYpOBaHUX MPOOJEM Ha OCHOBI pesiiiHuX 0a3 maHux (Ha
npukiani chepu ¢inanciB, Oi13Hecy Ta ynpasaiHHsA)?, mwudp 0196U000179;
“Po3pobka mMakeTiB Ta MOJENEH Mg MPOEKTYBaHHS PO3MOAUICHUX 1HTEIEKTYallbHUX
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iH(OpMaIITHUX CUCTEM, aJITOPUTMIB 1 MporpaM BHUSIBIEHHSA Ta amnpoodallli cuctem
nepeBar ocoOu, WO TMpuiMae pillleHHs, METOMAIB BiACIIOBAaHHA Ta BIiAOOPY
albTEepHATUB B ClabOCTpyKTypoBaHOMYy cepenoBuii”, mudp 0198U002391. VYV
MeKax IUX poOIT JUCEPTAHTOM PO3pOOJIEHO OCHOBHI MIAXOAU 10 MOOYA0BU MOJEN1
CUCTEMHM 3axUCTy 1H(doOpMallii pO3MOJAUICHUX IHTEICKTyaIbHUX 1H(OpMaLIMHUX
CUCTEM MPUUHSTTS PIllICHb.

MeTo10 1ucepTaliiiHOi po00TH € Po3p0oOKa MaTeMaTUUYHUX MOJEIICH, METOI1B
Ta aJrOPUTMIB 3aXUCTy 1H(OpMaIii 1 X 3acTOoCyBaHHS B 1HGOPMAIIMHUX CUCTEMAX,
nooynoBanux Ha ocHoBI pensiitnux CKB/I.

Merta nucepraliiiHol poOOTH BH3HA4Ya€ HEOOXITHICTh PO3B’S3aHHS HACTYITHHUX
3ajay:

* Amnani3z "asBHux mozeneit C3l pensimiiinux BJl Ta 3arpo3, siKi BUHUKAIOTh MPH
BukopuctanHi IC Ha ocHOBI pesstiiinux b/I.

* Tlo6ynoBa matematuunoi moneni C31 BJI, ska © BpaxyBajza oCOOJMBOCTI Ta
XapakTEepHI pUCH 3aJlady 3axucTy iH(opMmarlii B 1HOpMAILIITHUX cUCTeMaX, IO
(YHKLIOHYIOTh HAa OCHOBI pessiiiinux b/1.

* TloGynoBa martemaTnuHoi moneni Oe3neuyHoi 6a3u nanux (BBJl) sik posmupenHs
pensiiiiHoi Mosieni naHux. BusHaueHHs omneparlii 1y poOoTH 3 6e3nedHoo 06a3010
JaHUX Ta PO3pOOJEHHS aJIrOpUTMIB peanizamli mateMatudHoi Mojeni bbJl
3aco0aMHM PeISIIIMHOT MOACI.

* BusHaueHHSI OCHOBHHMX MIAXOJIB /0 3aCTOCYBaHHS METOAOJIOTI aHamizy Ta
MPOEKTYBaHHs 1HPOPMAIIHHUX CUCTEM IpU NOOY0B1 1HPOPMALIMHUX CUCTEM Ha
OCHOBI1 PO3POOJIECHUX MAaTEMATUYHUX MOJICIICH.

* AmnpoOarisi pe3yibTaTiB AUCEpPTAlIMHUX AOCIHIKEHb NUIIXoM cTBopeHHs C3I
MPUKJIIAHOT IHPOPMAIIIHOT CUCTEMH.

006’exTOM J0CJiIKeHb BUCTYNAalOTh 1HPOpPMAIIHI CUCTEMHU, 110 MPAIIOIOTh
Ha ocHOBI pensuiiaux b/l Ta motpedytoTh 3axucty iHdopmariii.

IIpexmMeToM [ociaigxkeHb € MaTeMaTUYHE MOJEIIOBAHHS KOMIUIEKCHOL
cucTeMHu 3axucty iHpopmarlii pensuiitnoi BJ[, y Tomy uucni, po3poOsieHHsT METO/IIB
Ta aaropuTMIB ISl peatizalii yJOCKOHAJIEHOI MOJieNil aBTopu3allii KOpUCTYBadiB,
YA0CKOHAJIEHOT MOJIeJ1 ayIUTY A1l KOpUCTyBauiB pensiiitnux bJI.

Metoau __ociaiazkeHb. JlocmimpkeHHs, BHUKOHAHI I dYac poOOTH Haj
JUCEPTaIli€l0, TPYHTYIOThCS Ha Teopii pemsuidnux BJI, Teopii ¢yHKIIOHATBHUX
3aIeKHOCTEH, Teopli HopMmajizalii pendmiiHuxX 0a3 AaHuX, amapari pesmiiHol
anreOpu, JOCIHKEHHAX y Tally3l 3aXUCTy 1Hpopmallii, CTpPYKTYpHIA Ta 00’ €KTHO-
OpIEHTOBaHIM METOJ0JIOT1T aHani3y Ta npoekTyBanHs IC, Teopii GopMaIbHUX CUCTEM,
Teopii onTuUMizallii, Teopii IMOBIPHOCTEHN Ta MaTeMAaTUYHIN CTATUCTUIII.

HaykoBa HOBM3HA POOOTH MOJISATAE Y TOCATHEHHI HACTYTHUX PE3yJIbTaTIB.

* Vnepuie BBeaeHO TMOHATTS Oe3neunoi bl Ta cdopmylnboBaHO BHUMOTH J0
MaTteMaTuyHoi mojeni Oe3neyHoi bJ] 3 BpaxyBaHHSIM MOTpeOd y CTATUCTUUHOMY
3axucTi 1HpOpMaIllii, KOHTPOJ1 KBOT iH(opmallii, ontumizaiii pecypcoemHocti C31,
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ayJIUT1 OHOBJIEHb HA PIiBHI BIIHOIIEHb, KOPTEXKIB Ta 3HAYEHb aTPUOYTIB KOPTEKIB,
3a0€e3MeueHHI MOKJIMBOCTI BIATBOPUTH ICTOPIIO 3MIH JTaHUX 32 JIOBUIBHUHN B1IPi30K
yacy. [li BUMOrM € OCHOBOIO Jisi MOOYAOBM KOMILUIEKCHOT CHUCTEMH 3aXUCTY
iHbopMmaii pensiiitnoi B/I.

* Vmepiile 3anpornoOHOBAHO MaTeMaTUYHY MOJI€NIb KOMIUIEKCHOI CHUCTEMH 3aXUCTY
iHpopMaiii penaiitnoi B/ 15 craTucTUyHOrO 3aXUCTy 1HGOPMAIlii, 3aXUCTy BiJ
MOPYLIEHHS] KOHPIAEHIIMHOCT] NUISIXOM OTpUMAaHHs BETUKUX 00’ €MiB iHpopMaIlii,
JIeTaIbHOMY ayJuTI OHOBJICHHS JaHUX, peaii3ailii MpUMYyCOBOTO Ta JOBLIBHOTO
KEpYBaHHS JIOCTYIIOM, 3a0€3Me4YeHHs IUIICHOCTI JaHUX, 110 J03BOJISE 3MEHIIUTH
OCHOBHI 3arpo3u iHdpopmalii pemnsiiitHoi b/I.

* VIOCKOHAJIEHO MOJIeJIb MPUMYCOBOTO KEPYBaHHS JOCTYHOM JUisi 3a0e3IeuYeHHs
cydyacHUX motped 3axucty iHdopMallii (GiHAHCOBO-€KOHOMIYHUX 1H(OpMaLiTHUX
CUCTEM Ta aBTOMaTH3allli KepyBaHHs cucTemMoro 3axucty iHpopmailii BB/I.

* 3anporoOHOBAaHO HOBY MaTEMaTUYHY MOJEb 00’€KTYy 3aXUCTy y pensuiinux BJl,
SKa BUKOPUCTOBYETHCS MJIA MPOEKTyBaHHs cxemu OezneuyHoi B/, mo miaBuimrye
skicth peanizaiii C31 B/l 3acobamu npomucnoBux pensaiianx CKB/I.

* BBeneno oOMmexeHnuidt HabOlp omnepaiiii poctyny g0 pensuiinoi BJl  anus
3ampornoHoBaHOi ~ matemathuHoi  wmoxaenl  bBJ[.  lleit Habip  omeparii
BUKOPHUCTOBYETHCS JJIsl OJIOKYBAHHSI BUIIPABIEHb B €JIEKTPOHHUX JOKYMEHTaX, K1
30epiratothest y b/ Ta hopmyBanns 6a30B0i iHPopMaIlii Jis ayauTy.

IIpakTHYHe 3HAYEHHS 0JeP:KAHUX Pe3YJbTATIB MOJISTa€e Y HACTYITHOMY.

* Po3poOneHo meToau Ta anropuTMH i 3axucTy iH(opmarii pensiiinoi B/l 3
BUKOPHUCTaHHSIM 3alpornoHOBaHOi maTeMartnuHoi Mojeni bBJl Ta cranmaptHux
3aco0iB mpomucnoBux CKB/[. Peanizamis bbJ[ 06iokye ocHOBHI 3arpos3u
KOH(1AEHIIHHOCTI, IUTICHOCTI 1H(popmalii pensamiitnoi BJl, 3a0e3neuye ayaut
noTpiOHOT ieTanizaii.

* Po3poOneHo meroAu Ta alropuTMu ISl peaizalii yAOCKOHAJIEHOT MOAel
MPUMYCOBOTO  KEpyBaHHS  JOCTYOM  KOpUCTyBauiB  pemnsuiitHux B/,
yAOCKOHaIeHO1 Mojenl ayauTy kopuctyBaudiB BB/I. 1li MexanizmMu 3a0e3mneuyroTh
mBuaky agantauniro C3I BJI no 3miH  nmomiTUKM  O€3MeKd, 3MEHIICHHS
o0uurcIoBaIbHUX pecypciB, HeoOximuux nis C31.

* Tlogano mpomo3uilli 010 BUKOPUCTAHHS PO3POOIECHUX MATEMATUYHUX MOJIEIeH
ta HanamtyBaHHa C3l. [logani Mmetoauku 103BoJIAIOTh OyayBatu 3axuiieHi [C Ha
ocHoBi cepBepiB B/, interpyBaru C3I cepsepi b/l 3 C3I iHmux kopnopaTuBHUX
CEepBICIB ISl 3a0€3MeYeHHsI KOMIUIEKCHOTO 3aXUCTY JaHUX MIAIPUEMCTBA.

* Po3poOneno cucrtemy 3axucty iHpopmallli iHpopmaniiHoi cuctemu “I'epmec”, sika
Ha MPaKTUIl BiIOOpakae pe3ybTaTH TECOPETUUHUX JUCEPTALIMHUX TOCTIKEHb.

BupoBankeHHs1 pe3yjabTaTiB po0oTu. Po3poOku BrpoBamkeHi y JIbBIBChKiN
obOnacHii nepxaBHii aaMminicTparii (M. JIsBiB), Gonai “Tpancnopt” (M. Ykropon),

JIbBIBCbKOMY OaHKIBCBKOMY I1HCTUTYTI (M. JIbBiB), TeXHONOrIYHOMY YHIBEpCHUTETI

“ITogimna” (M. XMENbHUIIBKUIT), a TaKoXX B HAaBYAIBHOMY HIPOIIECl, 30KpeMa, B
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Kypcax “3axucT Ta Oe3meka naHux Yy 1HGOpMAIIMHUX CHCTEMax Ta Mepexkax’,
“3acobu 3a0e3medyeHHs] LUIICHOCTI Ta JOCTOBIpHOCTI JgaHux’, “Komm’rorepHi
CUCTEMHM Ta MEpPEXi B aBTOMATH30BAHMX CHUCTEMaxX KEpPYBaHHS TEXHOJIOTTYHUMHU
nporecamu”, “Opranizauis 06a3 maHux Ta 3HaHb’, “OCHOBU CHCTEMHOTO aHali3y
o0'ekTiB 1 mporleciB KoMmm'roTepu3aiii’, “OnepamiiiHi CHUCTEMU KOMII'IOTEPHUX
Mepex”, “Komm'torepHi iHdopMaiiiiHi Mepexi’, B SKUX BHUKOPUCTOBYBAIHUCS
pe3yabTaTU HAYKOBUX JOCIIKEHD SIK B OKPEMUX PO3/1iJIaxX JEKI[IHHOIO KypCy, TaK 1 B
[MKJIaX JTa0OpaTOPHUX Ta MPAKTUUHUX POOIT.

OcoOuctnii _BHecOK 3100yBaya. YcCi HayKOBl pe3yJbTaTH, MOJaHI Y
aucepTanii, ojepxkaHi 3700yBaueM  ocoOucTo. Y  JIPYKOBaHUX  Ipalix,
onmyOJIKOBAaHUX Y CHIBaBTOPCTBI, OCOOUCTUH BHECOK 3a00yBaua Ttakuid: [l] -
HaJIeXKUTh aHa13 QYHKIIM Ta TECTOBOI poOOTH MPOTOTHUIY 1H(OPMALIIIHOT CUCTEMH,
JIOIATKOBUX BUMOT JI0 3aXUCTy 1HQopMaIlii Ta BUOOPY IHCTPYMEHTIB Po3poOKu; [6] —
JOCJIIJIPKEHHSI 3ac001B 3aXUCTy cepBepiB b/ Ta cucteM ayrenTudikaiii KOpuCTyBayiB
BJ1; [9] - mocnimxeHHs HaAIHOCTI KOPHUCTYBAlbKOT KOMIIOHEHTH 1H(OpMaLiitHuX
CUCTEM Ta MOJeil JOBIpuYMX BigHOIIEHb;, [11] - anami3z MeroniB iH(opmaruzaiii
IJIaHYBaHHS BUPOOHMYMX mpolieciB; [12] — anami3 3arpo3 omnepailiii 3MiHU JaHUX Ta
METO/IY 3aXUCTY BiJl HEABTOPU30BAHUX a00 MOMUIKOBUX 3MIH JIaHUX.

Anpobauisi_pe3yabTaTiB_jaucepranii. OCHOBHI pe3yiabTaTH JUCEPTALIAHOL
po0OOTH TOMOBITATUCA Ha ceMiHapax Ta kKoHpepeHuisx: [ MmibxHapoaHa KoH(epeHIlis 3
IHAYKTHBHOro MozemoBanHda “MKIM’2002” — JleBiB 2002; MiXramy3eBui
MiKperioHansHui ceminap HaykoBoi panu HAH Vkpainu “Texniuni 3acoOu 3aXucty
iHpopmanii” - JIeBiB 1999, 2000, 2001, 2002; m’sta Ta mocta Bceykpaincbka
HaykoBa KoH(pepeHiliss “3acToCyBaHHS OOYMCIIOBAIIBHOI TEXHIKM, MAaTEMAaTHYHOIO
MO/ICJIFOBaHHS T4 MATEMATUYHUX METO/AIB Y HAYKOBUX AOCHLIKEeHHIX — JIpBiB 1998,
1999; Bceykpaincbkuii ceminap kpeauTHux cnuiok — CrnaBcbke 2001; HaykoBi
CEMIHapyU MDKHApOJHUX KoMl toTepHuX BucTaBOoK “Komm’rorep 1 Odic” — JIbBiB
1998 - 2001; HaykoB1 ceMiHApU MDKHAPOAHUX KOMIT IOTEPHUX BHUCTaBOK
“Komm’torep+biznec” — JIpBiB 1998 - 2001; mopiuni (1998 - 2002) nHaykoBi
ceMinapu kadenpu "lndopmarniitHi cuctemMu Ta mepexi' Ta HaykKoB1 KoHGepeHil
BHKJIaJa4iB 1 HayKoBLiB HailoHanbHOro yHiBepcuteTy “JIpBiBChKA MOJITEXHIKA .

Iyoaikauii. [To Temi aucepranii onyOnaikoBaHo 12 HayKOBUX Mpallb, 13 HUX 7
mnpanp — OAHOOCIOHI. 3aranbHUM o00csar myoOmikamiii 106 cropinok. 10 mpaib
onyOnikoBaH1 y ¢axoBux Buganusx BAK Ykpainu.

CTpykTypa Ta 00csar podoru. /luceprailiitna podoTa CKIAJAEThCS 3 TIEPETIKY
YMOBHUX CKOPOYEHb, MO3HAYEHb T4 TEPMIHIB, BCTYNY, YOTUPHOX PO3/1JIiB, BUCHOBKY,
CIUCKY JIITepaTypu Ta NOAATKIB. 3aranbHuil oOcar auceprauii 130 ctopiHok 0e3
J0JIaTKiB, CIIMCOK JIiTepaTypu BKiItovae 115 HaliMeHyBaHb.

OCHOBHUM 3MICT POBOTH

Y BcTymi OOIPYHTOBYETHCS aKTyaJlIbHICTh TeMHU, (POPMYIIOETHCS MeTa Ta
OCHOBHI 3aJ1a4i JOCIIKEHbB, MOAETHCS KOPOTKHUM 3MICT POOOTH.
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Y nepmomy po3aijii HaBeaeHo orisi Outbil sk 110 mitepaTypHUX JKepen Ta
MarepialiiB KoH(epeHI[iid y ramxy3i 3axucty iHdopmaiii B iHPopMaIiiHUX cUCTEMax
Ha ocHOBI cepBepiB b/l 3a octanni 20 pokis, po3rsaatoTees moaenai C31 B/l ta Buau
3arpo3 indopmaiiii y IC Ha ocHoBi cepBepiB B/I.

3axuct iHGoOpMaIli — KOMIUIEKC 3aXOJiB JJsi 3a0e3MeueHHS IUTICHOCTI
1Hdopmariii, 3armo0iraHHsl HECAaHKI[IOHOBAaHUM 3MiHaM 1 OTpUMaHHIO JaHuX. OCHOBHI
XapaKTePUCTUKU 3axucTy 1H(dopMalii — rapaHTOBaHa JOCTOBIPHICTb JaHUX,
KOH(IAEHIIHHICTh, LUIICHICTh Ta AOCTYNHICTh iH@opmarii. C3I — mnporpamuHo
anapaTHUN KOMIUIEKC, MPU3HAYCHUN BUPIMIUTH 3aBaaHHs 3axucty IC.

[Tomituka Oesnexku (IIB) — cyKynmHICTP JOKYMEHTIB, LUIEH, HpaBWI, IO
BHU3HAYAE 3arajibHUI HAIPSIMOK pOOIT Ha MIJINMPUEMCTBI y ray3i 3aXucty iHdopmarii.

3agaua C3Il nonsrae y 3abe3nedenHi s 3ananoi [C, mpotsirom 4acy tsc,
P £ Ppyey <1, 0 Py - iMOBipHicTh mopyuienns 6esneku [C nporsrom uacy tsc,

Proem - MAKCHMAIIBHO TPHUITYCTHMA IMOBIPHICTh mopyuients Oesneku IC. Pp,.,, Ta

t3;c BU3HAYAIOTHCS ITOJITHKOIO OE3NEKM Ta 3ajieskaTh Bij IIHHOCTI Ta OCOOJMBOCTEH
BUKOPHUCTaHHS 1H(oOpMaIlii, BIAMOBIAHO 1 KBaiiikaiii MOpYyIIHHKa O€3MeKd Ta
BaprocTti C31.

O06’extamu 3axucty y pensiiiaux b/l (06’ exkramu BJ]) € MHOXMHU 3HAauYEHBb
JIOMEHIB, 3HaYeHHsI aTpUOYTIB, 3HAYCHHSI KOPTEXKIB JTAHUX, HAOOPU KOPTEXKIB, LU
BIJTHOILIIEHHS TOIIIO.

Jlisg momaHHA TpaB JOCTYNy CYO’€KTIB 10 O0’€KTIB BBEACHA pO3IIMpPEHA
MaTpuyHa MOJeNlb - Ky0 M, Ha ociX SIKOTO MO3HAYaloThCs CYO €KTH, 00’ €KTH Ta
orepartii.

DAC:SxXOxF - M, 1)

age O — MHOXHHA YCiX OO0’€KTIB 3axucTy, S — MHOXHHa CYO’ €KTIB
(xopuctyBauiB bJl, mporiecis, siki I1FOTh BiJl IMEHI TIEBHOTO KOPHCTYBaya TOIIO), F -
MHOKMHA MOXJIMBUX omnepauid 3 o0’ektramu bJl. OcHOBHUMHU omepamisMu 3
o0’extamu B/l € BBeieHHs1, epersi, 3MiHa Ta 3HUIICHHS TaHUX.

Jna peanizanii npumycoBoro kepyBaHHs goctynoMm (Mandatory Access
Control) 13 cy6'exTamu 1 00'€eKTaMH aCOIIIOIOTHCS MITKH O€3MEKH 3 MHOXKHUHH L.

L={1.i =Lk} .k, ON Q)

Mitka o0'ekTa OmHCye CTYMiHb 3aKpUTOCTI (KOH(]ineHUiiHOCTI) iH(OopMmalii,
10 MICTUTBCA B 00'€KTI, MITKa Cy0'€eKTa — MAaKCUMaJIbHUI piBeHb KOH(IIEHIIIHOCTI
IaHUX, JOCTYIHHX cyO’ekTy. 3a monomororo BinoOpaxkenb F:S - L 1 F,:0 - L,
AKl CTaBJIATh MHOXXMHAaM CYyO’€KTIB Ta 00’€KTIB Yy BIANOBIAHICTh MHOKHUHY MITOK
0e3mneKu Ta BIAHOIICHb HA L, BU3HAYAETHCS MOXKIUBICTh KOPUCTYBaya S BUKOHYBAaTH
omepaiiii 3 0.

Ha L Bu3HaueHi OiHapHI BIJHOIIEHHS CTPOroro JOMiIHYBaHHA <
€KBIBaJICHTHOCTI = Ta HE CTPOrOro JOMIHYBAaHHS < :
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L=t ={(6<1)0(= 1)} 3)
3anuc /| </, no3Hauae 1OMIHYBaHHS MITKH [, Hax /.
Binoo6paxenns Top:L — L, Top(/) ={Z SUL:IA j} BHU3HAYa€ MHOKHUHY MITOK
Oe3mekw, K1 JOMIHYIOTh HaT /.

Bimoopaxkennss T:L - L, T (I) ={Zj OTop(/) ] IDZ Top(l),ll. jlj} BH3HAYAE
MHOKUHY MITOK Oe3neku BepXHboro piBHsA. BinoOpaxenns Bot(/) :{Z UL jjl} Ta

0= {Z]D Bot(/)1 Dll. Bot(l),ljjll.} BU3HAYAIOTh MHOXHUHY MITOK O€3MeKH, HaJ

SAKUMH TIOMIHY€E [, Ta MHOXKUHY MITOK O€3IMEKH HUKUOTO PIBHI.
3nmilficHeHW  aHaji3  MOKas3aB, IO Yy  MPaKTHYHUX  peanizaiisx
BUKOPHUCTOBYIOTHCS (YC1 UM JIesIK1) HACTYITH1 OOMEXEHHS Ha BITHOLICHHS =, < <

(Dll.,lj,D L:lijl,ljlj[):{ (=<7 (z)}, @)

(Dll.,Z]D L;[(D!IZI)( Dr){:[@l.) D(zj) =T(Zl.) T(Zj)}. (5)

Oo6mexenns (4), (5) me nmosBomstore amantyBatu C31 CKBJ[ mns psmy
NPaKTUYHUX 3a/1a4, HaNpUKiIaa, 1id pinancoBo-ekoHoMiuHuX IC.

Jlnis 3abe3nedeHHs yHiBepcaabHOCTI MaTemaTnyHoi Mmoaeni bB/] Ta ray4ykocti
anminictpyBanna C3I BB/l y 3ampomnonoBaHiil y aucepraliii MaTeMaTu4Hii Mojaeni
BbbJ] 3H4TO 3a3Ha4yeHi mITy4YHI OOMEXEHHs Ta BBEIEHO MOHATTS y3arajibHEHOI MITKU
Oe3nexku. Y3arajgpHeHa MiTKa O€3IEKN Ma€ BUTIIA

?:<zl,...,z",cbl,...,cbm>DZ, (6)
ne I'OL, &/ :{(0,(’} - MHOXXWHU Kateropi, n,m,k (1N

Mitka 6e3neku /2 cTporo mominye Haj /1 (mo3HadaeThes [ < /7)), SIKIIO
h<l: (I <15,0] B 5.& Lnj= Lm). )

Mitka Ge3neku /2 He cTporo noMiHye Haj /1 (mo3HavdaeThes [1</2 ), AKIIO

hal: (1{<,0) B L. Ln = Lm). @®)

JlocTyt 10 00’ €KTy BH3HAYAETHCS HACTYITHUMU TIPaBHJIAMHU:
e Cy0'eKT MOKe yuTaTH 1H(pOpMaIliro 3 00'exta, AKIIOo [s>/,;
2 2

* Cy0'eKT MOKe 3amucyBaTH iHPOpPMAIliro B 00'€KT, K10 /<, .

3aBISKM BUKOPUCTAHHIO [, 3allpolliOHOBaHa y poboti moaens bbJ] He Mmae
oOMeKeHb y 3aCTOCYyBaHHI, XapakTepHux st moaeni MRDB.
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3abe3meuyeHHsT  IUIICHOCTI  JAaHUX  BHU3HA4YEeHO, SAK  3a0e3NeueHHS
HECYNEPEWINBOCTI JAHUX [JIs TPOIECIB MPUUHSITTSA PIlIeHb, € CYNEePEeWINBICTD
O3HAYa€ HaCTaHHA OJHIET 3 HACTYIHHUX MOJ1i:

1. ¥V B/l icHy1OTh AOCTYNHI KOPUCTYyBauy HaOoOpu AaHUX Aj, A,, sIKi MICTATH IaH1 PO
OJIMH 1 TOU camuii 013Hec-00’ekT. IcHye (QyHKIIS (3aMUT, MOCIIIOBHICTh M1 HaJ
nanumu) Q(A;), =1 a6o 2, Q(A)=B;, Q(A2)=B,. lusa Q BipHo Q(A)ZQ(A,).
ToOto, pesynbratn B;, B, He piBHi, a00 onHe 31 3Ha4YeHb B; He BHU3HaAUEHE.
[Ipyyomy Q JIOTIYHO BIPHO OMPAILOBYE JaHI y KOXXHOMY OKPEMO B3ATOMY
BUIAJIKY.

2.V B]] icaye HaO1p gaHux Aj, K1 BTpATWIH 3MICT. TOOTO, HEMOXKIIMBO OJTHO3HAYHO
BKazaTH, iKUK O13HEC-00’€KT a00 sIKi XapaKTEPUCTUKHU Oi13HEC-00’€KTa OMUCYIOTh
naHi Aj 1 K1 3HAU€HHS] MAIOTh 1[1 XapaKTEPUCTUKHU.

3. IcHye CckiHY€HHa TMOCHIIOBHICT, KoMaHa W (3amuT), BUKOHAHHS $KOI Haj
OJIHAKOBMMHM JIaHMMH TOBEpTa€ pi3HI (HaABITh HE MependauyyBaHi) pe3yJbTaTH.
HenepenOaueHICTh pe3ysbTaTiB OB’ A3aHa 3 BHYTPILIHIM CTAHOM Ta MPUHIUIAMU
pobotu CKBJl, mnopymeHHSIMH aTOMapHOCTI TpaH3aklid, OCOOJUBOCTIMU
¢bi3uyHOrO po3miieHHs nanux tomo. Kopucrtysau B/l He mae 3aco0iB BIUIMBY Ha
Gbi3uYHy peanizaliio NociiIoBHOCTI KomaH W.

Jlist 3a0e3neueHHss JOCTYNMHOCTI JaHUX HEOOXITHO OJIOKYBaTH MOXIJIUBICTH
3aXOIJIEHHS KOpucCTyBaueMm (rpymnoro KopuctyBauiB) pecypciB IC. Jlnga mporo
NOTpiIOHO OOMEXYBATH KUIBKICTh JOCTYMHUX KOPUCTYBauy PECypciB, 110 HE MOXXHA
3pooutn OaratbMa mnpomucioBumu CKBJI. binbm Ttoro, CKBJl m03BOIsAIOTH
KOHTpostoBatH yuiie BukopuctanHs IC Ha dizuunomy piBHI. IcHye kiac 3amauy, siki
HE MO)XHA OMHCATH HAa (PI3MYHOMY PiBHI, MOTPIOHO 33/1aTH OOMEXKEHHS Ha JIOTTYHOMY
piBHL. Y nguceprtaiii po3poOJeHMM MeXaHI3M BH3HAYEHHS Ta KOHTPOJIIO KBOT
noctyny a0 o0’ektiB B/, skuil peanizye oOMexXeHHsS Ha JIOTIYHOMY pIBHI 3a
nonomororo MmoaudikoBanux SQL 3anuTis.

BpaxoByroun HaBeneH1 y auceprauii Hepoaiku C3I BJ] Ta oco0auBOCTI 3arpo3
iHpopManii y pensiuiiiaux bJl, BU3HaYat0ThCsl HACTYIHI 3a4a4i.

1. ®opmyBaHHs Oe3neyHOro cepenoBuiia poOOTH A KopuctyBauiB B/, y sxomy
3a0e3Meuy€eThCsl HUTICHICTh JAHUX, HEMOXJIMBE HECAHKIIIOHOBAHE PO3TOJIOIICHHS
Ta 3MiHA JAHUX IHIIUMU KopucTyBadamu b1,

2. MiniMi3alist 10CTyny KOPUCTYBa4iB 10 HEMOTPIOHUX JAHUX, SIK HA YMTAHHS, TakK 1
Ha CTBOPEHHS, 3MIHY, 3HUIIICHHS.

3. 3abe3nedeHHs JOCTOBIPHOCTI Ta IiIicHOCTI ganuXx B IC.

4. CTBOpEHHsI €(peKTUBHUX 3aCO0IB aIMIHICTPYyBaHHs MONITHUKU Oe3neku b1,

5. 3abe3neuenns iHTerpauii C31 B IC Ha eramni npoekTyBaHHs cxemu B/1.

BJl, sixa Bupimye HaBeAeH1 3aaaui, Ha3zuBaeTbcsa Oe3meuHow BJI (BBJ).
[lonsitra BB/ BBeneHo y auceprailii Brepiie.

OcnHoBHUMM 3aBHaHHIMH Mojeni BB/ €:

* YCYHEHHs HEeIOdIKIB 3ac00iB aBTOpU3allli, ayIUTy HasIBHUX MOJIETIEH;
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* CHOpOUIEHHA aAMIHICTpyBaHHs noniTuku 6e3neku IC Ha ocHOBI pesiiiiaux b/1;

* 3a0e3ne4yeHHs KOH(DIIEHUIMHOCTI (y TOMY YHMCII CTATUCTUYHHMM 3aXUCT JaHUX,
3aXHMCT Ha PiBHI KOPTEXKIB TOIIIO);

* 3a0e3nedeHHsl UUTICHOCTI 1HGopmanii (y TOMY YHCI1 KOHTEKCTHO 3aJIeKHUM
3aXHUCT),

[0 Ha NPAKTUIl HEMOXIHUBO JOCSTHYTH 3a JIOMIOMOIOI PO3TJSIHYTUX Y
nuceptanii mojeneit C31:

» pensuitnoi CKB/] ta y3aransuenoi moaeni C31 PCKB/];

* Bell-LaPadula, /liona, 6araTopiBHeBoi pensiiitHoi 6a3u nanux (MRDB);

* KOMOIHOBaHOI MOJENI.

Tak, nmpu Bukopuctandi CKB/] 3 Mmogenato MRDB Bunukae psig nmpooiem:

* lepapxis piBHIB noctyny cnemianizoBanux CKBJl He € posramyxeHoro, 1mo He
BiloOpaka€ ~ OCOOJIMBOCTI  PO3MOJAUTY  MOBHOBaXXEHb  BIAMOBIIHO IO
(GbyHKIIOHATBHUX 000B’SI3KIB.

* KnacuuHi MexaH13MHU 3a0e3MeueHHsT 0araToBepCiiHOCTI € HaaauImKoBUMu s 1C
(h1HaHCOBO-€KOHOMIYHOTO (1 B3araji LMBLIBHOIO) XapakTepy Ta € JI0JaTKOBUM
HAaBaHTAXXEHHSAM Ha 0O0UMCITIOBAIBHI PECYPCH.

* Cohepa Bukopucranus cnemianizopanux CKBJ[  oOmexyeTbcsi — Takox
HEJIOCTYMHICTIO BIAMOBIJHOTO MPOTrpaMHOro 3a0€3MEUeHHs] Ha PUHKY YKpaiHu
(Benuka BapTICTh Ta 3a00pOHA €KCIOPTY Yy 1HIII KpaiHU, 30KpemMa B YKpaiHy).

VY nauceptaliii Bhepiie 3amporOHOBAHO BUKOPUCTOBYBatu Mojeinb bBJl sk
mozenb C3I B/I. Lle no3Bossie peanizyBaTu HOBY MOJITUKY O€3MEKH 3 BpaxXyBaHHSIM
noTpe® OOMEXKEHHS JOCTYNy Ha YMTAHHS/3allUC OKPEMHX KOPTEXiB, aTpuOyTIB Ta
rpyn koptexiB BJl, 3/iiiCHIOBAaTH CTATUCTUYHUN 3aXUCT 1HPOpMAIlli, ayIUT JAHUX,
3a0e3MeunuTyd IUIICHICTL Ta KOHTpodb 3a C31 Tta 1i 3MiHaMu, MOJETIIUTH
aaminictpyBanHs C3l.

Bukopucrannio bBJl mnepenye 3amiHa 3agadi OOMEXEHHsA JOCTyNy J0
iHpopMallli y HassBHUX BIJHOILIECHHIX Ha 3a/1a4y 3aXUCTYy €JIEKTPOHHHUX JIOKYMEHTIB 3
NOJAJIBIINM TMOJAHHIM JOKYMEHTIB y BUIJsAl 00’exTiB B/I. HoBi 00’ekTH MaroTh
JOATKOBI aTpuOyTu Mg 30€peKeHHsI JaHuX Oe3MeKH, BIAMOBIAHO 1O MOJITUKHU
Oe3mneku (MITKH 10CTYyMy, IH(OpMaIlis ayIuTy TOLIO).

dopma Ta MexaHI3MH (ikcauli aBTOpcTBa 1H(POpMallil CTaHAAPTHUX 3acO0IB
aynuty, HasBHuUX Ha puHky CKBJI, cknamHi s MOTOYHOTO BHUKOPHUCTaHHS Ta
aHamizy. Jlns 3a0e3neuyeHHs BIACHIIKOBYBaHHS aBTOPCTBA JAaHMX, CTBOpPEHA Y
nucepTanii MmatemaTuyHa Mojieiab bbJl MicTuTh QyHKIIi10 BIAMOBIAHOCTI

Autor: 0 - {<s,time, sysinfo,extrainfo>} R 9)

ne O — 00’€KTH JOCTYIy, S — CYO €KT, time 4ac CTBOpEHHs 00’€KTy, sysinfo -
J0JaTKOBa CHCTEMHa Ta IHIIA 1HpopMalis, HeoOXimHAa Ui TMPOBEACHHSA
pO3CHigyBaHHA IHUMACHTIB, extrainfo - gomaTkoBa iHQoOpMarliss, po3MilleHa
KOPHCTYBAUEM.
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3naueHHa extrainfo y gani ayauty b/l aBTropoM BBEeAEHO BIEpIIE.
[lpuHuumnmoBa MOXIUBICT, KopucTyBaua bJl BmiuBaTM Ha ayauT OUISIXOM
JOTIOBHEHHS JTAHUX ayJUTY BIACHOIO 1HPOPMAILIEIO T03BOJISE:

* CBIJJOMO CTaBUTHUCH 110 Tiporiecy aynuty b/l Ta 3axucty iHdopmalii B {IIOMY;

* MOJErHIyBaTH PO3CIilyBaHHS 1HIUIEHTIB 30€peKEeHHSM J0AaTKOBOi 1H(hopMarii
Mpo IHUMAEHT (YacTo 110 1H(OopMaIllil0o HE MOXKHA NepeAdauuTH 3a3Jajleriib Ta
onucaTtu (opMaIbHO);

* BHUKOpPHUCTOBYBaTH extrainfo sik, CBOro poay, komeHTap abo npumiTky 1moa0 O ajis
IHIIMX KopucTyBauiB b/I.

VY cucremax, siki mpoektyBanucs okpemo Bin C3I, 3MiHa mpaB AocTymy A0
iH(dopMallill 4yacTo € CKJIAJHOW JJIs aJAMIHICTPYBaHHS 3ajaueto. AJIMIHICTPYBaHHS
kopuctyBauiB CKB]] Ta anminicTpyBaHHS IIpaB JOCTYMNY /10 KOHKpeTHUX 00’ €KTiB B/l
po3MIsAaoTh, K 1Bl okpemi 3agadi. Ilpouecu ¢dikcamii B IC nmanux mono rpadiky
poboTH, mocaau, 3MIHM CTaTyCy MpaliBHUKIB TOIIO HE 3MIHIOIOThH IpaBa JOCTYIY
MpaliBHUKIB. 3MIHa NpPaB JOCTYIy BUHOCHTHCS y OKpEMY 3ajady aJMIHICTPyBaHHS
BbJl. Buxkoputanus marematuuyHoi moneni BBJl copolye aaMiHICTpyBaHHS 3aXUCTY
3aBAsSkM 1H(MOpMaliiiHid iHTerpoBaHocTi y Mojeni BB/ kommoHeHT 001Ky
JIOJICBKUX PECYPCIB Ta MIJCUCTEMH HaJaHHA JIOCTYyIy KOPHCTyBadyam.

Ham, y aucepraiii, po3ryisHyTo nutaHHs 3axucty BJl sax xommnonentu IC,
MUTaHHS KOMIUIEKCHOCT1 3aXxoAiB 1moj0 3axucty iHopmauii y B/, 3axucrty Biag
3arpo3, 61okyBaHHs sikux 3acobamu CKBJl Hemosxiuge. JlJist 11bOro CTBOpEHA MOJEIb
HaaiiHOT  1HGOPMAIIHHO-00YMCIIOBAIBHOT CHUCTEMH, 3aXHCT €JEeMEHTIB  SKOi
JOJIATKOBO PO3TISIHYTUM Y po3ii 3 Ta jiteparypi (orisg y po3aui 1).

Y ApyroMy po3iiji po3risgaloThCsl KOHIIENTYyallbHa Ta MaTEMaTUYHA MOJIEb
bBJl. 3ampomonoBaHO pO3B’sI3yBaTH 3adadl 3axucTy iHMopMmanii 3 po3aury 1
nonoBHeHHsAM C31 BJI psgom 00’ekTiB (TaOauib, MEperisiiB, poJied, Mpouexyp
tono) Ta mpaBui podotu 3 IC ta C3I. Ili 00’€KTH € 3aXMCHUM IPOIIAPKOM
(mpoMixkHUM piBHeM) MK o0’ektamu bBJ[ Ta pgismu  kopuctyBauiB BJ[, ski
nponyiieno oomexenusamu CKB/I (puc. 1).

- [lii HeneranyHMUX KOpUCTYBadiB
[dosBoneHi Aaii pucty

neranbHUX KOPUCTyBaYiB

3abopoHeHi Aii neranbHUX KOpUCTyBaYiB

OpraHisauinHi Ta iHwWi
3acobu 3axucTty

7
(g \ A 3axucT 3aco6amm OC Ta
(*{ Kopmopa- \X) ; ;
<4 puop ¢ npoToKoniB 06MiHy AaHUMM
N .'

D
N0y DSy 3axuct 3aco6ammn CKB[,

3axucT Ha NPOMiXKHOMY piBHi

Puc. 1. Konuenryansna monens C31 BB/I.
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3axucHUM Opouapok 3ade3neuye peanizaiilo NPUUHITOT MOJITUKN Oe3MeKH Ta

BUKOHY€ HACTYIHI (PYHKIIIi:

)
2)
3)
4)
S)
6)

OOMEKEHHS TOCTYIy /10 AaHUX,
3a0e3rneUeHHs IUTICHOCT] JaHuX,
(hikcallisg Ta KOHTPOJIb aBTOPCTBA,
aBToMartu3alito aaminictpyanus C3I,
3abe3mneuenHs akTuBHOCTI C3I (y T. 4. BUKOHAHHS IPEBEHTUBHUX J111),
KOHTPOJIb KBOT PECYPCIB.
JUis HajaHHS KOpHCTyBauyy pe3yJbTaTiB BUKOHAHHSA 3anuTy nAaHl bbJ{

MPOXOSTh Yepe3 HacTyMmHi eTanu onpairoBanns y C31 (puc. 2):

)
2)

3)
4)

S)

6)
7)
8)
9)

3UUTYBAaHHS JaHUX (3 MPUCTPOIB 30€PEKEHHS) Ta KOHTPOJIb BUKOPUCTAHHS KBOT
pecypciB Ha PI3UUHOMY PiBHI,

MIrOTOBKA JaHuX (Hamnpukiaa, GopMyBaHHS BUOIPKU JAaHUX JJIsI CTATUCTUYHUX
PO3paxyHKIB),

¢ikcalis JaHUX ayAuTY,

oOMexxeHHs1 goctyny 3a npuHiunoM MRDB Ta 3aMiHa pe3yibTaTiB BUKOHAHHS
3amnuTy,

(dhopMyBaHHS €JIEKTPOHHOTO JIOKYMEHTA, K €JJMHOTO I[JIOr0, BIITBOPEHHS 1CTOPI1i
00’ €eKTy,

CTaTUCTUYHUM 3aXHCT Ta JIOT14H1 OOMEXEHHS Ha KUIBbKICTh HaJaHo1 iHdopMmarrii,
0OMEXXEeHHS IOCTYIY 3 BUKOPUCTAHHSAM neperisiaiB ta poiueit (mogaens DAC),
KOHTPOJIb OOMEXEHB IITICHOCT] Ta KOHTEKCTHO 3aJICKHUN 3aXUCT JIaHUX,
OMpAIIOBAHHS  PE3yJbTYIOUMX JIaHUX 32 JIONIOMOIOK OI3HEC-aIrOPUTMIB
(peamizariis Oi3HEC-TIPaBUII),

10)HaanHs pe3ynbTaTiB KOPUCTYBaUy.

—
JlaHi
e e
niaro- dbopmyBaHHS .
: Oi3HeC-
TOBJIEHHS JIOKYMEHTIB Crar.3ax. DAC
JAHUX ayrop.

Puc. 2. Cxema onpairoBanss nanux C31 bb/[

Ilo6ynoBana y mucepranii MaTemaTnana monaenb C3I Gesmeunoi BJI db° 3i

CXEMOIO SDBS Ma€ BUTIAL:

SM :<OSA,S,G,Qs,z,SDBS,DDBS,DOMS,Z, gl,LabS,MS,Autor>, (10)

~

ge O°* - MHOXKHMHA aTOMiB 3aXUCTy, L - MHOXHUHA y3araJlbHEHHMX MITOK

Oesneku, < - BIHOUIEHHA Ha MHOXUH1 L, Labg — GyHKIis, sfiKa BU3HAYAE MITKY
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Oesneku cy0’exkta. MHOXHMHA JOMEHIB D, s :DDBUDiUDH,.S, JIOTIOBHEHA
nomMeHaMu: Dy, - TOMEHHU aTpUOYyTIB NaHUX ayAHUTy Ta 30€peKeHHs 1CTOpli 3MIHM

aTOMIB 3axuCTy Ta D; - oMeHH Iy atpuOyTiB L. DOM?® - (GyHKIIS BIATOBITHOCTI

MDK MHOXXHWHaMH JIOMEHIB Ta aTpHUOYTIB. \Y :(mijs.k) BU3HAYa€ INpaBa JOCTYILY

KOPHUCTYBaya . HAa BUKOHAHHS OIlEparlii [@ S 3 atomom 3axucty o> DO,
i J

EneKTpOHHUI JOKYMEHT — CTPYKTypOBaHa CYKYHHICTb 00’ekTiB BJI, ski
MICTATh 1HQOPMALIIO PO NEBHUM (PaKT, JOKYMEHT NpeAMETHOI o0nacTi. Mae crijibH1
XAapaKTEepUCTUKH: 1aTy Ta aBTOpa BBEJIEHHS y CUCTEMY, TEPMIH aKTyaJIbHOCTI JaHUX

(TepMiH moYaTKy Jii JIOKYMEHTy, TepMiH 3aBepuieHHs). OO’eKT 3axucry

0> :{oil} HO— cykynnicts iHpopmanii (1HpopmaliiiHl 00’ €KTH ol.I) 3 €IVUHUMU

l

IpaBUJIaMH Oe3MeKH (MpaBUJIaMU JIOCTYIY, ayJAUTy TOILO), YaCOM JKUTTA 1HPOopMallii,

THIIMMH BaXJIMBUMU 3 TOUKH 30pY 3aXUCTY 1HPOpMaLli XapaKTepUCTUKAMHU.

SA _

ATOM 3axucry o; —<0iS 1.1 >, [1; - npaBuna Oesneku, | — iHopMmamis

3aXHUCTY: ICTOPIs oiS , ICTOpISl 3aXUCTY Ta CUCTEMHI JaHl.

YMOBH HaJaHHA JOCTYNy [JIsi BHKOHAaHHS OIepaliil 3anaHi y BUIJISAL

BITOPSI/TKOBAHOT YETBIPKU <0nS Iz fm,rule> . MHOXHHA npaBui AOCTYIY
Rule ={<0,S,f,rule>,0 HO,41 S,If F}, (11)

ne rule - TpenuwikaT, SKWA 3a7a€ JTOAATKOBI OOMEXKEHHS Ha MOKJIUBICTH
BUKOHAHHSI OTepartii.

Hocaimxeno omepartiii 3 06’ektamu BBJI, 3arpo3u 3axucty iH(opmarii, ki
BUHUKAIOTh NIPH BUKOPHCTAHHI OIEpalliii OHOBJIEHHS aHUX, METOAU OJOKYBaHHS
HaBEJCHMUX 3arpo3. 3ampONOHOBAHO BUKOPHCTAHHS OOMEXKEHOro Habopy omeparii
mia poctynmy no bJI. A came, oOmexenuid HaOlp omepauiii uis KopuctyBadiB bJ]
mictuth omepanii INSERT, SELECT, DELETE (3 neskumu oOMEKEHHSIMH
Bukopucrtanus DELETE).

VY nucepraiii 3anmponoHOBaHAa METOAMKA BUKOPHCTAHHSA OOMEXEHOro Habopy
omepariid Ta mpoektyBaHHs cxemu bJl, 3a0e3neuenns pobotu BB/[ 3 oOMexxeHum
HaOopom omepaiiid. [lokazana ¢QyHKI[IOHAIBHA TOBHOTA OOMEXEHOro Habopy
oreparliii mpu I10TpUMaHH1 IpaBuJI IpoekTyBaHHs cxemu bb/I.

Hins  o0’extiB  3axucty (O  3alpoONOHOBAaHO CTBOPUTH  CBOEPITHUMN
“HakonuuyBay’ 1HpOpMaIlii

Hist = (4,Tr,h), (12)

1e cyoHakonuuyBauy 4 - 30epirae iH(opMmalio, HEOOXIAHY s ayaAuTy
BUKOpHUCTaHHS 00’exTy. Peanizamis A4 craHAapTHUMH CHCTEMHUMHU 3aco0aMu
npomuciioBux CKBJ He 3a10BobHSIE Oarato BUMOT J10 TOBHOTHU iH(OpMAaITii.
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Tr - 3abesneuye iHGOPMAIIEI0 MEXaHI3M TpaH3aKIiid Ta 30epiraeTbcs 110
OCTaTOYHOI'O TMIATBEP/KEHHS KOPUCTYBaueM HEOOXITHOCTI BUKOHAHHS OIepallii.
[linTBep/I’KEHHSIM € KOMaHJa 3aBEpIleHHs] TpaH3akiii (y cucreMax 3 MiATPUMKOIO
TpaH3akKIiil), 6baratokpaTHe Oe3MOMUIKOBE BBeAeHHS 1H(popMalii nmpo 00’ekT, ado
1HIII1 TOA11 3riHO 3 npaBmwiamu podotu IC.

h - iHbopmaris s 3a0e3MedeHHS MOMIJIMBOCTI TIOBEPHEHHSI 00 €KTY Y
HUTICHUM CTaH Ha 3aJlaHUil MOMEHT 4Yacy IMpOTITOM TPUBAJIOTO TEPMIHY.
CranpaptHumu cucteMHuMu 3acobamu npomuciosux CKB/] ne peanizoBano.

TunoBumu 00’ ekTamu 3axucTy y pensuiiaux b/ € koprexi BigHomeHs b/ -

S .
0, = <a1,...,an> [Ir. IlocTae 3aa4a BUMIPaBIICHHS MOMHJIOK 0€3 3HUIIECHHS HAsSBHOI y

KopTexax 1H(opMallii, IHIIMMH CIOBaMH — 3a0e3nedeHHs icropudHocTi b/1.

[lepmum 3 MetoaiB 30epexeHHs ICTOPUYHOI 1HGOpMaIlli € BUKOPUCTAHHS
yacoBux (temporal) BJI. Yacosi B/ 103Bosisit0Th peanizyBatu Omeparito OHOBICHHS
JTaHuX 31 30€peKEHHSAM TMONEPEIHBOT0 3HAYCHHS 3a JOomoMororo ¢ikcarii “craHip”
3Ha4YeHb aTPUOYTIB KOPTEXKIB.

Jpyrum MeTo1oM 30epexeHHs icTOprUHO1 iHpopMallii € apxiBauisi iHpopmarlii
y aJbTePHATUBHI JI0 7 CTPYKTYPH JTaHUX 3 MOJAJbIIOI0 3aMIHOI0 CTApUX 3HAUYEHB O Ha
HOBI. Heommikamu MeTory apxiBartii €:

* MPAaKTHYHO JIBOKpPATHE TyOIIOBAaHHS CTPYKTYp AAHUX;

* PO3IUICHHS AaKTyaJbHOI Ta ICTOPUYHOI 1HQOpMAIl YCKIaJHIOE MPOILEIypU
aHamizy;

* HEOOXITHICTh Y BUKOPUCTAHHI IPOTrPAMHUX KO/IIB.

Tpetim MeTonoM 30epekeHHs ICTOPUYHOT 1HPOpMAITli € MPOSKTYBaHHS CXEMH
B/l nns momanbiioro 3a0e3neyeHHs HAKOMMMUYEHHS ICTOPUYHO1 1H(GOpMaIlii CIiIbHO 3

“aKTyaJbHMM® OCTaHHIM 3HAa4eHHAM o,. SIK HakonudyBadi y JMcepTamii
MPOMOHYETHCSI BUKOPUCTOBYBATU CTPYKTYPH BHUIVISIAY <00’ €KT, ICTOPIS 00’ €KTY>.

TakuM 4YMHOM, 3HAYEHHS KOPTEXKY o 30epiraloThCs y BHINISAIL 0" y HOBHUX

CTPYKTypax JaHuX #,..r,. Y BigHomeHHsax S, E & /& m 30epiraerscs

. . . h . .

He3MiHHA iHpopMallis o, y r,0S", k£ £ m udacrtuna 0’ — arpuOyTH, fKi

3MIHIOIOTECS (IOBU3HAYAIOThCs ). JlaHl ayAUTy BHIUISIOTHCS y OKpEeMi BIIHOIICHHS
. h .

S E K v abo 30epiratotbest, sk vactuna 7, [1S". JIOHUIBHO MNPOEKTYBAaTH

cxeMy S 3 BpaxyBaHHAM (YHKIIOHAJTBHHX 3alIC)KHOCTEH MDK JaHUMH ayjguTy o,

Ta CTaHAApTHUMU aTpuOyTamu xkypHaiiB ayauty CKB/I.

VY nucepraiiii po3pobieHi MeToau npoekTyBaHHs cxeMu BB/l mis 30epexeHHs
JaHUX 3 BpaxyBaHHSAM NOTpeO 3axucTy iH(opmarii Ta 3a0e3neyeHH]l 1CTOPUYHOCTI
TaHHX.

3nificaeno ananiz cnemudiuaux ans  CKBJl 3arpo3  koH}iAeHIIHHOCTI
iHpopMalii Ta MeToau OJOKYBaHHS pO3IJISIHYTHUX 3arpo3 (arperyBaHHS JaHUX,
3aXHCT BiJl OTPUMaHHS BEIUKHUX 00’ eMiB iH(pOpMaIlii).
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Y TpeThoMY PO3Jiji po3risaloThCs 3ac00U peanizallli MaTeMaTUYHOI MOJIeNi
bBJl, BBeneHoi y po3auri 2, 3a JIOMOMOTOK CTaHAAPTHUX 3aCO0IB MPOMUCIOBUX
CKB/I. 3anponoHOBaHO METOAM Ta aJrOPUTMHU peainizauii oomexens noctyny y bb/I.
30KpeMa, 3ampollOHOBAHO MEXaHI3M OOMEXEHHS JOCTyly 3 BHUKOPUCTaHHSIM
MmoaudikoBannx SQL 3ammtiB. IlpoBemano aHamiz Ta Kiaacu]ikaliro METOJIB
Moaudikanii 3anutiB. CHoOpMyIbOBAHO AJITOPUTMHU aBTOMATU30BaHOI Moaudikailii
3amuTIB OCHOBHUX BUIB. PO3po0ieH0 MeTOauKy nepenpoeKkTyBaHHs cxemu B/l mist
peamizanii bB/I.

Mopaudikanis SQL 3anuTiB 103BoJIsI€ 3aMiICTh 3aUTY Q,, SKUA OTPUMAHO Bijl

KOPUCTYBa4a #, BAKOHYBATHU 3anuT Q, , AKUi 0TpuMaHo 3 Q, 3a JOIIOMOI010 IIpaBUIIa

Monu(ikaiii 3anuTiB MODI%;; Ta HAaJaTH KOPUCTYBaudy u pPE3yJbTaTh BUKOHAHHS

'

Q,-
MODS" :0(0,S) - 0(0,S). (13)

Buxigaumu maaumu 1is MODI%}Q € iH(opmaIlis Tpo KOpHUCTyBaya Ta CEAHC
3B’s13Ky (imeHTHdikatop, yac 3’€AHAHHS, aapeca, KUIbKICTh BIIKPUTHX CEaHCIB
3B’SA3Ky TOIO), TEKCT 3aMUTy (MICTUTh SIK IEpeTIiK 00’ €KTIB AOCTYILY, TaK 1 Jii).

3anponoHoBaHi y poOOTi MeToIM MOAUQIKAIIT TUTUTHCS Ha HACTYITHI BUJH:
* TpOCTe OOMEXEHHS JOCTYMY A0 OKPEMHUX KOPTEXKIB,

* 0OMEXEHHS TOCTYIy 1O OKPEMHUX KOPTEXIB 3 MiJCTABISAHHAM JaHUX,
* 3amiHa pe3yJbTaTIB 3aIUTa.

Q, =MODR4.(Q,) (14)

- eJIeMEeHTapHe OOMEXXEHHS JOCTYILY 10 KOPTEXiB.
OOMexeHHS AOCTYITY 10 OKpEMUX KOPTEXKIB 3 MiICTAHOBIISHHAM JaHHX:
t:
Qu =4t :<f1 (r),...,fn (r)>,r =<a1,...,an> UQy. f; (r)] DOM (a;), s
RULE(r,t,u) = TRUE

BukopuctoByeTbecss Asii OOMEXEHHS JOCTYIy KOPHCTyBada J0 OKpPEMHUX
KOPTEXIB Ta IMiJICTABISTHHS 3aMICTh peajJbHUX JaHUX PE3yJbTaTiB OOUUCIICHb JESIKUX

GbyHKITI.
3amiHa pe3ynbTariB 3anuTy Q, pesyabTaTaMu Q'u:
t:
Qu =1t =(by,.sb,),7 ={ay,...,a,) 0Q,,b DOM (q;), (16)
RULE(r,t,u) =TRUE

BukopucroByeThes 111 3aMIHM pe3ynbTaTiB 3anuTy Q, pesyiabTatamu Q, .

[Ipo3opa nnst kopucTyBadiB Momu(ikaIlis 3amuTy BiIOYyBaEThCS 3aBISKH
BUKOPUCTAHHIO I0JJATKOBOTO Tiepersiay (puc. 3).



16
‘EIIE} CHWHOHIM 3anuT 0o 06'EKTy >
u

Qu Q

= (noBHMIM gocTyn OO 06'ekTy
B npu HeobXigHOCTi NOBHOIO
g 3HATTS 3aXUCTY) O6'eKT 3anuTy
[}]
5 (tabnuus,
"=_|I nepernsp)
Q, |2 _
3 (oBbmexeHun goctyn)
NZ X
Qu
Mepernan 3 MoaudikoBaHmn
OOMeXXeHHSAMMU 3anvT

Puc. 3. Moaudikanis SQL 3anuTis.

Mopaudikaiis 3anuTiB BUILY Qu JI03BOJISIE OOMEXKUTU JIOCTYIl HE JIMILE IS
omepalii mpoekiii (YMTaHHs), a 1 JJs omepallidi BBEICHHS, 3MIHM Ta BUJIAJICHHS
nanux. [lpm omepalisx BBEACHHS Ta 3MIHM MOXJIMBI (DaHTOMH — 3aJIEKHO BiJI
KOHTPOJIIO JaHUX, K1 BBOIASTHCS.

Mopaudikaiis 3anuTiB BUAY Qu JI03BOJISIE OOMEXUTU JIOCTYH JJisl omepariii
MpoeKIii (YUTaHHS), Ta, 3aJIeKHO BIJ YMOB, JI03BOJIIE BHUKOHYBAaTH oOIleparii
BBEJICHHS, 3MIHM Ta BHJAJICHHS JAHUX 3 OOMEXEHHSM JOCTYIMY JI0 KOPHUCTYBAUiB.
MoXuBICTh BHKOHYBAaTH ONEpalii BBEJEHHS, 3MIHM Ta BHUAAJIECHHA JaHUX 3
BUKOPHUCTAHHSIM TEPErJisi/liB 3aJeKUTh HE JIMIIEe Big yMOB Ta QYHKIIH, SKI
BUKOPUCTOBYIOTBCA y 3alMTI meperyisiny, a 1 Big ocobmuBocteil podotu CKB/,
30KpeMa, TPAHCIATOpa 3alUTIB.

Mopaudikanisa 3anuTiB BUAY Qu JI03BOJISIE OOMEXUTU JIOCTYH JJisl omepariii
IPOEKIIi (UMTaHHS), Ta, B 3aTAJIbHOMY BUIIAJKy, HE J03BOJII€ BUKOHYBATH OIepanii

BBEJICHHS, 3MIHH Ta BUJAJIICHHS TaHUX.
Po3pobneno metonm wmoamdikamii SQL 3amuTiB BIANOBIAHO 10 MpPaBUII

Q,u
MODg,..

[HIIMM MeTo/IoM OOMEXEeHHsI JAOCTYIy KOPHCTYBadiB J0 OKPEMHUX KOPTEXIB
BigHomeHHs R 3rigHo 3 mpaBusmiom RULE(u) € po3niieHHs BiHOLIEHHS HA KUIbKa
BIJTHOLIICHbD.

G; :{S; DS},(i: 1,n) - KopucTyBaui, sKi 3rigHo 3 npasuwioM RULE(u) maroTh

JAOCTYN JAjs 3AIMCHEHHS onepauii F, 10 OAHMX Ta THUX CaMHUX KOPTEXIB

1, = <a1,...,an> Ur.
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Pe3ynbTaToM pO3AUIEHHS BIAHOIIECHHS 7 :{<a1,...,an >} € MHO)XMHA B1JHOIIIEHD

{rl- ={7G.}} . KoxHiii rpymi kopucryBadiB G; HalarOTh IOBHOBA)XCHHS Ha 3/11HCHEHHS
1

onepauiil F; 3 BIANOBIAHUM B1IHOIIEHHSAM ri'.

Onucanuii MexaHi3M po3AUICHHS Tabulll, €, PAaKTUUHO, CTATUYHUM aHAJIOTOM
Moaudikairii SQL 3anuTis.

Hocmipkena 3amaya  HajganHs — jae3iHdopmaiii.  HeoOxigHicTh HagaHHs
ne3ingopmairii kopuctyBayaM bJl BuHukae, sik npaBuio, micis ananizy crpoou HCJI
1o 0o0’extiB BJI. Takuii aHasi3 MOBUHEH MOKA3aTH HAMPSIM IHTEPECIB 3JIOBMHCHUKA Ta
HeoOx1aH1 ans peamizaiii HCJl 06’ extu B/I.

["oioBHUMM BUMOTaMU /10 MEXaHI3M1B HaJaHHS Je31H(opmartii €:

1) mBUAKICTH peanizaiii (BMUKaHHS),

2) KOHTPOJIbOBAHICTh (BilOMO, siKa came iHdopMarlis/ae3indopmaris MnepeaacThes,
MOXJIMBICTh TUMYACOBOTO MPU3YNMHEHHS Ta BUOIPKOBE HalaHHs Je3iHdopmaIrii),

3) HEMmOMITHICTh IS 3JIOBMHUCHUKA.

HaliepexkTuBHIIUM ~ MeXaHI3MOM  Je31HQOPMYBaHHS €  BHUKOPHUCTaHHS
moaudikanii SQL 3anutiB Buay (16). Moaudikauii SQL 3anutis Buay (16) no3Bosse
peanizyBaTu IMpaBWia YTBOPEHHS Ta HaJaHHS JAe3iHpopmallii OyJb-iKOro piBHS
CKJIaJIHOCT1, pOOUTH 1Ie ““Ha JHOTY UM 3 BUKOPUCTAHHSIM MOIMEPEIHHO CTBOPEHUX
CreliaJbHUX MacuBiB JaHuX. HanamrtyBaHnHs MeXaHI3My 3a JOIOMOTOIO
pO3p00JIEHOTO AIrOPUTMY, BiIOYBAa€ThCS JJIsi KOPUCTYyBauya, rpynu KOPUCTYBAUiB,
tabmuub BJl, mepermsai, 3anexHO ab0 HE3aJeXHO Bl yacy 3aluTy, TEpMIHAITY
TOILIO.

JInst oOMexeHHsI JOCTYIHUX KOPUCTYBady pecypciB (CTBOPEHHSI Ta KOHTPOJIIO
KBOT) BUKOPHUCTOBYIOThCS
* OoOMexeHHs Ha podaiiiiu KOPUCTYBavIiB;

* mopaudikosani SQL 3anutwu.

OOMesxeHHsT Ha Tpodaiiiin KOPUCTYyBayiB BUKOPUCTOBYIOTHCS JJIsi KOHTPOJIIO
32 BUKOPHUCTAHHSIM pecypciB Ha (PI3UYHOMY piBHI: KUIBKICTH OTPUMAaHO1
KopucTyBauaM iHpopmairii (0alTiB 3a cecito, onepailiii BBeJICHHs/BUBECHHS TOIIO);
po3Mip 3alHITUX KOpUCTyBaueM obOisacteil mam’sti (Oydep, 00’eM TaOIMYHOTO
IIPOCTOPY TOILO); TPUBAIICTh CECli, TPUBATICTh ONMPALIOBAHHS 3alUTY TOLIO.

MonudikoBani SQL 3anutu 103BOJSAIOTH peai3yBaTH OOMEKEHHS JIOTTYHOTO
piBusA. g nporo y koHcrpykuito WHERE nopaetbest ymoBa “rownum<x”, ne x —
MaKCHMMaJlbHa KUIbKICTh 3aIKCIB, SIKY 3MOX€E OTPUMATH KOPUCTYBau MICJsSI KOXKHOTO
BUKOHAHHS 3amuTy. Y 3arajlbHOMY BHUIAJKy, KOXXEH pa3 3aluT MOBEpPTa€E HE
000B’S13KOBO OJJHAKOBI 3alIMCH Ta HE 00OB’SI3KOBO Y OJJHAKOBOMY THOPSKY.

Hani, y po3auti, HaBEIEHO YMOBHM JOIUILHOCTI BuKopuctanus C31,
3aMporOHOBaHA MeTOAuKa BIpoBajkeHHs bBJl, nociimkeHo NUTaHHS 3aXUCTYy
cepBepiB b/l npu poboTi y Mepexi Ta 3aIpONOHOBAHO METOAUKY BUKOpHUCTaHHS B/l
AK siApa cucteMu Oe3neku nianpueMctsa (30kpeMa, C31 kommiekcHoi IC).
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Y uerBepTOMY pO3Aaidi aucepTamniiHoi poOOTH omnucaHo iHGOpPMALIAHY
cucteMy “I'epMec”, mpu IMPOEKTYBaHHI Ta po3poOIll CUCTEeMH 3aXHCTy iH(dopmarii
K01 OYJI0 BUKOPUCTAHO TEOPETUYHI PE3YIbTATU TUCEPTALIMHUX TOCITIKEHb.

3okpemMa, BUKOPHCTOBYETBHCS €JIEMEHT MaTtemMatuyHoi wmogeni bbJl -
kopuctyBau bbJI. KopucryBau BBJl € xopuctyBauem CKB/I, iHdopmaiieo mnpo
SKOTO BHECEHO y chUCcOK KopucryBauiB bbJ[ 13 3a3HaueHHsIM Micls y iepapxii
migpo3autie - bBJI. Ilpu 3miHi mocaau, MIANOPSAKYBaHHS MIAPO3AUIIB  TOMIO
B1I0YBa€ThCSl aBTOMAaTUYHA 3MIHA MpaB aoctyny. Jis peanizaiii oOMeXeHb J0CTyIy
BUKOPHUCTOBYIOThCS podl (role), mepernsian nanux (view), CHHOHIMH (Synonym) Ta
3HIMKH JJaHuX (snap shot).

MexaHnizmu npumycoBoro kepyBanHs ngoctynom IC “I'epmec” rpyHTYrOTbCS Ha
y3araJlbHEeHUX MITKax Oe3neku. 3alieXHO Bl MOTped, TaldMIl aToMy 3aXHUCTy

A

MICTATh 1-3  nopmatkoBux atpuOytu Uit 30epexxeHHs [. Mitku Oe3neku
BUKOPHUCTOBYIOThCSL juiie st BuOpanux tabmuups bJl. Kinbkicte Tabnuilh, ki
noTpeOyI0Th NPUMYCOBOTO KepyBaHHs noctynoMm, ais 3amad IC “I'epmec” cknanae
no 10% Bim 3aranpHOi, IO JO3BOJIsI€ 3MEHIIUTH 3aTpaTd NamM ATl Ta
o0uncIoBaIbHUX pecypciB mopiBHsAHO 3 MRDB cucremamu.

s ayauty aiid kopucTyBadiB, po3poosiena C3I BukopucToBye iH(popMailito,
pPO3MIIIEHY Y aTOMax 3axXucty, Ta xypHaiu CKB/I.

Buxopuctanus y IC “I'epmec” 3ampononoBaHoi y aucepranii moneni bBBJ]
JI03BOJIMJIO pealli3yBaTH 3ajJlaul €KCIEeAUTOPCHKOro O0MIKY 31 30€peKEeHHSIM 3HAYHOT
KUIBKOCTI JJAHUX Ta 3a0€3MEeUEHHSIM iX IUTICHOCTI, KOH(PIAEHIIMHOCTI Ta ayJIUTY.

Bukopuctanns wmoxaemni bBJl mns peamizamii IC “TI'epmec” mokparmmuio
3aXMIINEHICTh AaHuX (puc. 4.).

100

90 -

801 8 CKb[
70 -

60

250 | B MRDB

40

30 -

20 | Obb[
10

0 i

SEL INS DEL UPD Onepauis

Puc. 4. IopiBusausa edextuBHOCTI Moaeneit C31 B po3pisi onepartiii 3 B/I.

Ha puc. 4 HaBeneHo cmiBBiAHOILIGHHS 3arpo3 BiA omepauniid 3 B/,
3a0JI0KOBaHUX 3aco0aMu: cucteMu 3axucty iHdopmaiii pemsiinoi CKB/[, MRDB,
BB /1, sika po3po6ieHa Ha OCHOBI 3aMPONOHOBAHUX Y POOOTI MATEMaTUYHUX MOJICIICH.

[TopiBHAHHS €dEeKTUBHOCTI peani3allii MeTO/1iB OJIOKYBaHHSI TOJIOBHUX 3arpo3
3acobamu C3I CKBJ[ 1 pospobnenoro monemnto BB/l Ta KpUTHYHICTH 3arpos
HABEJCHO HA puC. J.



Ockel @650 O max

Puc. 5. Iopisusaus C31 CKB/] ta BB/I.

Hocnimxkeno ocobnuBocti aaminictpyBanHs C3I IC “T'epmec”, BUKOHaHOI 3

BukopuctanusiM CKBJI ORACLE, 3aco6iB po3podbku ORACLE Developer/2000 Ta
CASE 3aco0y ORACLE Designer/2000.

Y J1oaaTtkax HaBeACHO CIeHapii Ta MporpamHi Koau iHGOpMaIiiHOI CUCTEMU

“I'epmec”, akTu BOPOBAIKEHb PE3YJIHTATIB AUCEPTAIINHUX JOCIIIKEHD.

OCHOBHI PE3VJIBTATH POBOTH.

JlucepTaHTOM OTPUMAaHO HACTYIIHI OCHOBHI pE3yJIbTaTH.
BBeneno monsarrs 6e3meuynoi b/] Ta BH3HAUCHO BUMOTH 0 MaTeMaTHIHOI MOACHI
0esneunoi bJl 3 BpaxyBaHHSM MOTped Yy CTATUCTUYHOMY 3axXucTi 1H(opmailii,
KBOTax 1iHpopMaIllii, ayJuTi Ta 3a0€3MeUeHH] ICTOPUYHOCTI IaHUX.
Po3pob6iieHo mMaTeMaTHuHY MOJIeNb KOMIUIEKCHOI CUCTEMHU 3axXUCTy 1H(opmarlii
pemsiitnoi b/l ayig craTuCTUYHOrO 3aXHUCTy 1H(POpPMAIil, 3aXUCTy Bl MOPYLIECHHS
KOH(PIAEHIIMHOCTI IIJIIXOM OTPUMAHHS BEJIUKHUX 00’ €MiB iHPOpMAIlii, TeTaTbHOMY
ayIUTl CTBOPEHHA Ta 3MIH JIaHMX, peali3allli NpPUMYCOBOrO Ta JIOBUIHLHOTO
KEepyBaHHS JOCTYIIOM, 3a0€3MeUEHHs LUTICHOCT] TaHHX.
3anponoHOBAHO HOBY MaTeMaTH4HY MOJENb 00’ €KTy 3axucTy y pensuiiHux b/
IIa maremaTMyHa MOJEJIb BUKOPUCTOBYETHCA I IPOECKTYBaHHS cxeMu bbb/,
peanizailli KOMIUIEKCHOI CUCTeMU 3axXucTy iHpopmarlii pessiiinoi b/I.
Jlns marematuyHoi mojeni BB/l BBeaeHo HOBuUII oOMexxeHUM Hablp omeparlii
JOCTyIy J10 JaHUX.
Buznaueno meroau peanizaiii matemarudHoi mozeni bbb/l 3acobamu pensiiiHo1
Mojeni. Po3po0iieHo MeToau Ta aJrOpUTMHM JJIsl peajizalii MaTeMaTHIHOT MOJIeni
KOMIUIEKCHOT CUCTEMH 3axXHCTy iH(opmalii penamiiinoi b/[ 3 BuUKOopuUCTaHHSIM
ctangapTHuX 3aco0iB npomucinoBux CKB/I, y Tomy uucii, po3po0iaeHo MeTo1u Ta
ANrOpUTMHU JJIsl peaiizallli yJAOCKOHAJIeHOI MOJeil aBTOpu3allli KOpHUCTYBauiB,
YIOCKOHAJIEHOT MOJIEN1 ayIUTY 1 KopucTyBauiB pessuiiaux b/I.
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* Po3poOneno CUCTEMY 3aXUCTY iHpopMmarii (h1HAaHCOBO-EKOHOMIYHO1
iHpopMaiitHol cuctemu “I'epmec”, sika Ha mpakTuill BigoOpa)kae pe3ynbTaTh
TEOPETUYHUX NUCEPTAINHUX JOCTIIKEHbD.
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AHOTAIIII

TapacoB J1.0. MojentoBaHHs CUCTEMU 3aXUCTy 1HGpOpMaIli y pensiiiiHux
0a3ax gaHux. — Pykonuc.

Hucepraliiss Ha 3100yTTS HAyKOBOIO CTYNEHs KaHIWJAaTa TEXHIYHUX HayK 3a
cnemianbhicTio 01.05.02 — “MaremMarnuHe MOJEIIOBaHHS Ta OOYMCIIOBAJIbHI
Metoau”. — HamionaneHuii yHiepcuteT “JIbBiBchka nositexHika”, 2002.

VY nucepraiii  TOCHIIKYIOTHCS TMUTAHHS MATEMAaTHUYHOIO MOJEIIOBAHHS
cucteMu 3axucty iHdopmanii pensamiiiHux < 6a3  ganux. CdopmysibOBaHO
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KOHIIEITyaJIbHE BU3HAUYCHHS Oe3neuHoi 0a3u JaHux, noOyJoBaHAa MaTeMaTHU4Ha
MOJIEIb CUCTEMH 3axucTy 1Hopmalii Oe3neuHoi 0a3u JMaHMX. 3amporoOHOBaHA
MOJIENb A03BOJISIE PO3B’A3aTH CIIELIaNIbHI 3a7a4i 3aXUCTy 1H(opMaIlii pesnsiiiaux 6as3
JaHUX: 3a0€3MeUeHHs] aBTOpHU3allli Ta ayJIuTy 3 JETali3alll€lo 10 PIBHSI KOPTEXKIB Ta
aTpuOyTiB, CTATUCTUYHUM 3axXUCT 1HPOpPMAIllii, 3aXUCT B1JI OTPUMAHHS HAJIUIIKOBOT
iHpopMmanii. JlocmipkeHo omepalii aoctymy 10 iH(opMaiii y pensiidaux 0azax
JaHUX. 3aIpOINIOHOBAHO METOJU Ta AJITOPUTMU JJiA peaiizalii 00MexeHOTro Habopy
omepaiiii J0CTyny JO JaHUX 3 METOK 3a0e3MedyeHHs MiABUILECHOTO PIBHS
KOH(1AEHIIHHOCTI, IIUTICHOCTI Ta ayAUTy. 3apONOHOBAHO METOJU aJarTallii cXeMu
0a3u aHux Juis 3a0e3MeyueHHs [UTICHOCT] IUISIXOM peatizailii 0e3rneuHnoi 0a3u JaHux.

Knro4uoBi c1oBa: MaTreMaTHUHE MOJICITIOBAHHS, PEISAIINHI 0a3u JaHUX, 3aXUCT
iH(popMallii, cUCTEMHU KepyBaHHs 0a3aMu JJaHUX, aBTopu3ailis, SQL.

TapacoB JI.A. MouenupoBaHue CHUCTEMbI 3allUThl HHPOpPMAIUU B
peNSMOHHBIX 0a3ax JaHHBIX. — PyKonuchk.

Juccepranys Ha COMCKaHME HAyYHOUM CTENEHW KaHAUAaTa TEXHUYECKHUX HayK
no cnennanbHocTH  01.05.02 —  “MaremaTuyeckoe  MOJEIMPOBAHHUE U
BBIYMCIIMTENbHBIE  MeTONbI . — HanwoHameHbld  yHHBepcuTeT  “JIpBOBCKas
noautexuuka”, 2002.

B auccepraumu uccnenyroTcs BOIMPOCHl METEMATHYECKOTO0 MOEIMPOBAHUS
CUCTEMBbI 3allUThl UHGOPMAIUKM B PEISIUOHHBIX 0a3ax naHHbIX. ChopMynupoBaHO
KOHLENTyaJIbHOE  ompejaeseHue  OezonmacHol ~ 0a3bl  JaHHBIX, I[OCTPOEHA
MaTeMaTudeckas MOJIeJb CUCTEMBI 3allMThl HHPOpMaluu 0e30macHor 0a3bl JaHHbBIX.
[IpennoxxeHHass MoJenb IO3BOJSET pEIIaTh CHEUUAIbHBIE 3aJayd  3allUThI
nHopManu 0a3 AaHHBIX: OOeclieueHrne aBTOpU3aAllMU U ayAuTa C JeTalu3anuen 10
YPOBHS KOPTEXEW M aTpuOyTOB, CTaTUCTHYECKas 3auiuTa WH(OpManuu, 3aliuTa OT
nonyyeHus wu30biTouHOM wuHopManuu. IIpoBeaeHo wuccienoBaHue omeparuil
noctyna K uHGoOpMaluu B pelsiUMOHHBIX Oa3ax naHHbIX. IIpennoxkeHo meroabl u
QITOPUTMBI ISl pealii3alii OrPaHUYEHHOro Habopa onepanuii J0cTyna K JaHHbIM C
LEIbI0 00ECIIEYEeHMsI MOBBIIIEHHOTO YPOBHS KOH()HIEHUHUAIbHOCTH, LEIOCTHOCTH U
aynuta. [lpeasioxkeHO METOJbl ajanTalMd CXeMbl 0a3bl JAaHHBIX ISl oOecreyeHus
LEJIOCTHOCTH MYyTEM peanu3auuu 0e30nacHoi 0a3bl JaHHBIX.

KiiroueBble ciioBa: MaTreMaTH4YeCKO€ MOJICIMPOBAHUE, PEISIMOHHBIE 0a3bl
JAHHBIX, 3alIUTa UHPOPMAIIUU, CUCTEMBI YIIPaBIIeHHs 0a3aMu JaHHBIX, aBTOPU3AIIHS,

SQL.

Tarasov D.O. Modeling of the information protection system of relational
databases. — Manuscript.

Thesis for a Ph.D. science degree by specialty 01.05.02 — “Mathematical
modeling and calculating methods”. — National university “Lvivska Polytechnika”,
Lviv, 2002.
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In the thesis a question of mathematical modeling of the information protection
system 1n relational databases is investigated. Conceptual definition of the safe
database is formulated, the resulted requirements to security of databases are
presented. The mathematical model of the information protection system of a safe
database is constructed. The suggested model allows to solve special tasks of the
information protection in relational databases: maintenance of authorization and audit
with detailed elaboration to a level of trains and attributes.

In_the Chapter 1 the review of references is resulted in the field of the
information protection in information systems on the basis of DB servers, models DB
information protection system and kinds of threats of the information in IS are
considered on the basis of DB servers. It is considered to a task of maintenance of the
information integrity, availability and confidentiality in the context of relational DB.
The lacks of models analyzed IPS and concepts of the generalized label of safety
entered.

In_the Chapter 2 conceptual and mathematical model of a safe DB are
considered. It is offered to solve to a task of the information protection by adding to
system of the information protection of a DB by a line of objects (tables, views, roles,
procedures, etc.) and rules. These objects are a protective layer (intermediate level)
between a DB objects and actions of a DB users which are missed by restrictions
DBMS. Concepts of electronic document and atom of the information protection
relational DB are entered. There are considered operations with objects of a safe DB,
threat of the information protection which arise at use of updating data operations,
methods of the resulted threats blocking. Uses of the limited set of operations for
access to DB are offered. The technique of the limited set of operations use and
designing of the circuit of DB is suggested with maintenance of job safe DB with the
limited set of operations. The limited set of operations functional completeness at
observance of designing rules of circuit safe DB is shown.

In_the Chapter 3 means of safe DB model realization, with the help of
standard means industrial DBMS are considered. Realization methods and algorithms
of access restrictions are offered. In particular, the mechanism of access restriction
with the usage of modified SQL queries are offered. The analysis and classification
of methods of searches updating. The automated updating algorithms of the basic
kinds searches are formulated. It is resulted in recommendations on re-designing DB
circuits for realization of a safe DB.

In_the Chapter 4 of thesis information system "Hermes" is described, at
designing and system engineering of which the information protection theoretical
results of dissertational researches have been used. Features of administration
information protection system of IS "Hermes" were executed with use DBMS
ORACLE and means of development ORACLE Developer/2000 and CASE means of
ORACLE Designer/2000 are investigated.

Keywords: mathematical modeling, relational database, information protection,
database management system, authorization, SQL.
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