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Abstract — Scalable multiplier for Galois field GF(2m)
elements core generator operation is examined. The multiplier
uses type 2 Gaussian normal basis for Galois field elements
presentation and forms m-bit (m<998) result by n-bit portions.
Generated cores hardware complexity allows their
implementation in FPGA for any m and n values. But for big
m and n values implementation is impossible because of high
structural complexity. The method for such multipliers
structural complexity estimation is proposed in this work and
results are discussed.
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|. Introduction

At present the mathematical basis for digital signatures is
an elliptic curve. Elliptic curves points processing is based
on the Galois field GF(2™) elements processing. Multiplier
hardware implementation for such fields requires large
hardware cost. Multipliers can be parallel, serial, and
parallel-serial - sectional. This paper analyzes the results of
sectional multipliers synthesis by Galois fields GF(2™)
multiplier core generator. The multiplier is processing m-
bit elements of the Galois field GF(2™), elements are
represented using Gaussian normal basis of type 2.
Sectional multiplier forms the m-bits product by n-bits
portions. The hardware complexity of the generated
multiplier cores allows their implementation on modern
FPGA. But for large values of m and n it is impossible to
implement cores due to their high structural complexity.
Such multipliers structural complexity estimation method is
proposed in this work. The method is based on an analysis
of multiplication matrix used for presented in Gaussian
normal basis of type 2 Galois Field elements multiplication.

[I. The literature review
and problem statement

Mathematical Foundations of digital signatures are
elliptic curves and Galois field. One Galois field GF(2™)
element alternative representation is a Gaussian normal
basis of type 2. For a given base serial multiplier Massey-
Omura, parallel multiplier, and parallel-serial multiplier
(sectional) are known. Multiplicative matrixes for them
were studied in [2]. In [3, 4] the features of sectional
multipliers VHDL-description (cores) generation are
given and hardware complexity numerical values of
generated cores with m = 515, 519, 998 are shown. For
large values of m and n it is impossible to implement
cores due to their high structural complexity.

Evaluation of the multipliers structural complexity in
previous studies is performed in [5].

[ll. The purpose of work

Purpose of work is to present the results of Gaussian
normal basis of type 2 binary Galois fields elements
multiplier structural complexity evaluation.

IV. Sectional multiplier implementation

Serial Messi-Omura multiplier (Fig. 1) consists of two
operands shift registers (RGA and RGB) and
multiplication matrix M [1]. Sectional multiplier contains
several multiplication matrices (for example FO, ..., F15
on Fig. 2) and pipelined register for multiplication results.
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Fig. 1 Serial Messi-Omura multiplier
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Fig. 2 Sectional multiplier

r0 bit of product R is calculated as r,=AMB"
(for example on Fig. 3
= azbo @(az ®a, )bl €")(a-o ®a, )bz @(3-1 ®a, )b3
in accordance with calculation scheme on Fig. 4).
Multiplier chip topology (Fig. 5) corresponds to
multiplication matrix topology (Fig. 4).
We can evaluate multiplier structural complexity as
total conventional length L of connections inside square

region in Fig. 5: b; connection length is Ibn =X, +1,
where X, is column number of the most right “1” in

row; vertical connection length is equal vj=m+d;+1, where
d; is number difference of row with “1”.
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Fig. 3. Product calculation
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Fig. 4. Product calculation scheme
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Fig. 5. Multiplier chip topology
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V. Implementation results for FPGA

The program has been developed to evauate the
structural complexity of multipliers[5]. The input data for
the program is the description of the multiplicative
matrix. The result of calculation is the total length of the
links in the rectangular area in Fig. 5. The results of

calculations are shown in table 1, table 12, table 13.

TABLE 1
VIRTEX 6vLx130T (M=515)
m=515, n= 1 8 16 32

Slice number (%) 688(3%) [1771  |2307 7018 (35%)
(8%) (11%)

Impl ementation time, minutes 5 304 Not routed
Structural complexity, 265139 2121112 |4242224 (8484448
interconnections length

TABLE 2

VIRTEX 6vLx130T (M=519)

m=519, n= 1 8 16 32
Slice number (%) 675 (3%) [2248 3240 6,112
Structural complexity, 268456 |2147648 4295296 |8590592
interconnections length

TABLE 3

SPARTAN XC6SLX150T (M=998)

m=998, n= 2 4 8
Slice number (%) 1,323 1,896 3,253 (14%)
(5%) (8%)
Implementation time, minutes 1 20/133 Not
routed
Structural complexity, 559624 | 1119248 | 2238496
interconnections length
Conclusion

The results of structural complexity evaluation method
for presented in Gaussian normal basis of type 2 binary
Galois fields elements multiplier was proposed. The
method is based on multiplier topology study and its
connection conventional length L calculation. Specia
program was designed to calculate L for binary Galois
fields GF(2™) with big order m.
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