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CToCOBHO 300pakeHb po3podJieHo Mogudikanii amropurmy RSA Taki, 1o 30epiraerncst
Kpunrorpagiyia cridkicTs i 3a0e3mevyeTbcsl MOBHA 3aIIYMJICHICTh 300pajkKeHHsI, 3 MeTOI0
YHEMOKJIMBHUTH BUKOPHUCTAHHS METOMIB Bi3yaJbHOI 00p00OKH 300paKeHb.

Kurouogi ciioBa: 300pakeHHs1, 00po0ka 300pakeHb, 3aIIYMJICHICTh, CTIHKICTBD.

For images modified RSA algorithm is developed such that stored cryptographic and
secured full noisy imagein order to prevent the use of methods of visual imaging.
Keywor ds: image, image processing, noise, stability.

Beryn

300pakeHHsI € OJIHUMH 13 HAUTIONIMPEHIIIHMX BUIIB iHPOpMaIlii B CydacHOMY iH(QOpMAIIIITHOMY CYCITLIBCT-
Bi. BimoBiiHO akTyabHAM 3aBIaHHIM € 3aXUCT 300payKeHb BiJl HECAHKIIIOHOBAHOI'O JIOCTYITY T2 BUKOPUCTAHHS.

[Ipobnema HECaHKLIIOHOBAaHOTO BUKOPHCTAaHHA 300pakeHb Ha HAWHIDKYOMY DIBHI BHPILIYETHCS
MOJIOKEHHSAMH TIPO aBTOPCHKE NpaBO, a HAa HAaWBUILOMY — MeTodaMu Kpumrtorpadii i creraHorpadii,
noJiirpadiyHUMHU CiITKaMu TOILO.

OcHOBHMM 0a3ucoM Ui OpraHi3alii 3aXUcTy 300paKeHHS € TaKe MPUIYLICHHS. 300pakeHHs — 1e
CTOXaCTHYHHNA curHaji. LluM 3yMOBICHO NEpeHeceHHS KIACHYHHX METOJIB HMM(PYBaHHS CHTHAIIB Ha
BUIAZ0K 300paXkeHb. AJie 300paKeHHS € CHelu(piYHUM CHUTHAJIOM, SKHHA BOJIOJIE, KpIM THIIOBOI
iHpopmaruBHocTi (iHGOPMATHBHOCTI JAHWX), IIe W Bi3yaJdbHOW 1H()OPMATHBHICTIO. A OCTaHHA
NPUBHOCUTDH B TIMTAHHS 3aXHCTY HOBI 3aBIaHHS.

Came 1 iHQOPMATHBHICTD i3 Jy)K€ PO3BUHYTHMH CYYaCHUMH METOAaMH OOpOOKH 300pakeHb
YMOXJIMBITIOE OpTaHi3allilo HeCaHKI[IOHOBAHOTO JNOCTyITy. DaKTHYHO MOXKJIMBI JIBa BapiaHTH opraHizarii
XaKepChKOi aTaku Ha 3ammdpoBaHe 300pakeHHS: depe3 TPaIuLiiHUK 3710M MeToniB mudpyBaHHs abo
4epe3 METO/IH Bi3yalibHOI 00pOOKH 300paskeHb (MeTomu (BilbTpallii, BUAIIEHHS KOHTYPIB TOIIO). Y 3B’ SI3KY
3 MM 10 METOIiB IH(PYBaHHS y BUMNAAKY 1X BUKOPUCTaHHS CTOCOBHO 300pa)KEHb BUCYBAETHCS 1€ OJHA
BHMOTa — IOBHA 3allyMJICHICTh 3ammdpoBaHoro 3o0paxenHs. Lle motpiOHo st Toro, mob yHEMOX-
JIMBUTH 3aCTOCYBaHHS METO/IB Bi3yaJabHOI 0OPOOKH 300paskeHb.

AnroputM RSA € ogHMM 13 HayXMBaHIIIUX MPOMHUCIOBHX CTaHAAPTIB IMHUQPYBaHHS CHTHAIIB.
BigHocHO 300pakeHHs ICHYIOTH TEBHI MpoOJieMd HWOro mudpyBaHHsS, a caMe YacTKOBO 30epirarThCs
KOHTYpH Ha pi3ko (uIyKTyaliitHux 300pakenHsx [4, 5].

Meta po6oTn
CT0COBHO 300pakeHb aKTYaIIbHUM 3aBJaHHAM € po3podieHHs moaudikaii Merogy RSA Takoi, o6
— 30epertu KpunTorpadiuHy CTilKiCTh;
— 3a0e3MeyuTd IMOBHY 3aIIyMJICHICTH 300pa’keHHSA, 100 3pOOHUTH HEMOXKIMBUM BHUKOPHCTAHHS
METOAIB Bi3yasIbHOI 00pOOKH 300paXKeHb.
OnHuM 31 CrocoOiB PO3B'si3aHHS IIi€l 3a7ayl € MOEAHAHHS BJIACTUBOCTEH anroputmy RSA 3
BUKOPHUCTaHHSIM MOOITOBUX OMepalliii B mporpaMHii peaizarii.

XapakTepuCTHKH 300paKeHHSI
Hexait 3a1an0 pucysok P 3 mmpunu | i Bucotu h. Moro MoxHa po3risjgaTi sk MaTpHIO IKCEB
<AtP;>1<i<n, 1<j < my ()
ne dtp; — mikcesn 3 KoOpaMHATaMH| | Ta j, N i M — KiNbKiCTh TOYOK 1o mupHHi | Ta BucoTi. B 3arampHOMy
BUMAJKY N1 M e 3anexHuMu Bif | Ta h, a ToMy KOpeKTHIIINM € 3amuc

n=n(l) i m=m(h). 2
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Marpui (1) y BiAIOBIAHICTS CTABUTHCS MATPHIIA iIHTEHCHBHOCTEH ITIKCEiB

Ci - Gm
C=| ... .. ., (3)
Cn,l Cn,m
A€ cjj — 3HAUCHHS IHTCHCHBHOCTI Yy HANiBTOHOBHMX 300paxkeHb mikcena Otp;. ToOTo 3abesmeuyerbes
BiaIOBigHICTE [1]
P=Rs= [ pXIiJ' :':Isisn(l),]stm(h) - C_[C'J' :'Jsisn(l),]sjsrn(h)' “)

[Tig rpagamnito sickpaBocTi 3BU4aifHO BuALIsAeThes 1 Oaiit, npudomy O — yopHuit kodmip, a 255 — Gimit
(MakcuMalibHa IHTCHCUBHICTD).

BaxnBor0 XapakTepUCTHKOIO 300paKEHHSI € HasBHICTh B 300pakeHHI KOHTYpiB. [y BUIiNEeHHS
KOHTYpPY HEOOXiZJHO BUKOPHUCTOBYBATH OIlepalii HaJ CyCiIHIMHU eJIeMEHTaMH, SKi € YyTIMBUMH J0 3MiH i
MIPUTaIIaloTh 00J1aCTi MOCTIMHUX PIBHIB ICKPABOCTI, TOOTO KOHTYPH — II€ Ti 00J1aCTi, I¢ BAHUKAIOTh 3MIHH,
BOHU CTAIOTh CBITJIMMH, TOI 5K 1HII YaCTUHH 300paKeHHS 3aIHIIAI0ThCS TEMHUMHE [2].

MaremMaTu4HO ifeanbHHU KOHTYp — II€ PO3PUB MPOCTOPOBOI (YHKIII1 PiBHIB SICKPaBOCTI B TUIONINHI
300pakeHHs. TOMy BHIUIEHHSI KOHTYPY O3HAaya€ MOIIYK HAWPi3KiMKX 3MiH, TOOTO MAaKCUMYMIB MOIYJS
BekTopa Tpanienta [2]. Ile € omHi€l0 3 MPHUYHUH TOTO, IO KOHTYPH 3AIIMINAIOTECS B 300payKeHHI MPH
mmdpyBanni B cuctemi RSA, ockinbku mudpyBaHHs OCHOBaHE HA IiJJTHECEHHI /IO CTETCHS 32 MOJIYJIEM
JIESTKOTO HaTypaibHOro urcia. Ha KoHTypi 1 Ha CyCiHIX 3 KOHTYPOM TiKCeNax ITiIHECEeHHS 10 CTENeHs
3HAYEHHS SICKpPaBOCTEH Aa€ 1 OUIBIINN pO3PUB.

Onuc mopudikanii aaropurmy RSA

IIndpysanns i nemndpyBaHHs 32 OHAM PSAAKOM MATPHII 300pa’keHHs].

Hexait P, Q — mapa noBinpHuX mnpoctux uucen i N = P Q. IHudpysanus BinOyBaeThcs
MOEJIEMEHTHO 3 BUKOPUCTAHHSIM TaKOT'O TIEPETBOPEHHS €JIEMEHTIB MaTpuili 300paxenns C:

1. BumazakoBo BuOupaethesi HaTypajibHe urcio € < @(N) i 3HaxoauThesi Take HaTypasibHe d, 110
BUKOHY€eThCsI KoHrpyeHiis ed= 1(mod ¢(N)).

2. ®opmyetbes uncio A = (e << k) + (d<<I) + (e<<l) + (d<<k), e k<16, <16 —
HaTypaibHi uncia, K# |, << - omepalist IOri4HOTO 3CYBY BIiBO.

3. B KOXHOMY ps/IKy BUKOHYETHCS JIOTIYHHI 3CYB BIIBO 3HAYEHHsI IHTEHCHBHOCTI i-TO IiKCena,
i=1 2 ..., M M — KiIbKICTh €JIEMEHTIB Y PAAKY, 3a TpaBuiioM: ko i mod 7 = 0, To BUKOHYETHCS
JIOTIYHHI 3CYB BIIIBO 3HAYEHHS iHTEHCHBHOCTI Tikcenaa Ha Bennuuuy i mod 3, skmo i mod 11 = 1, to
BHKOHYETHCSI JIOTIYHUI 3CYB BIIiBO 3HAYCHHSI iIHTEHCUBHOCTI MiKcena Ha BenuduHy | mod 4.

4. BusHauaeTbcsa 4UCIO B BiAHIMAHHSAM BiJi OTPMMAHOTO 3HAYEHHS IHTEHCHBHOCTI ITIKCENIa YHciia
(A-=3).

5. 3ammdpoBaHUM 3HAYEHHSIM IHTEHCHBHOCTI i-To mikcema, i = 1, 2, ... , M, M — KiJBKIiCTh
€JIEMEHTIB y psKy, Bubupaerses uucno C= B° (mod N) .

JemmdpyBaHHsS BUKOHYIOTh Yy TOCITIOBHOCTI, MPOTHIIEKHIA 10 MUGPYBaHHS, MMICIS OTPUMAHHS
ancma €= (B9 (mod N), BUKOHAHHSM MPOTHICKHUX ONepartii 10 3Micty myHKTIB 4), 3), 2), 1).

Pesynpratn HaBeneHo Ha puc. 1-3.
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Puc. 1. [Touamkose 300padicenns Puc. 2. 3auwugpposane 30opadicenns

Puc. 3. Jewugpposane 306padicenms

MudpyBanns 3a 1BOMa pAIKAMHA MATPHUI

udpysanus BinOyBaeThCS 3 BUKOPHCTAHHSIM CJIEMEHTIB JBOX DSJKIB 32 aJrOPUTMOM, SIKHHA
OIMCAHO BUIIE, JJIsl H(PYBaHHS €EMEHTIB OJTHOTO PsJIKa IHTEHCUBHOCTEH, 32 BUHATKOM I1. 5, IpuiomMy
KOXXHUH PSNOK 3 BHOpPaHUX JBOX PAAKIB HMIMQPPYETHCS HE3AJIEKHO 32 CBOIM  alTOPUTMOM, Ui HBOTO
Moau(dikoBaHuUM I1. 5.
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[MynxT 5 mae Burmsiz:

5.1. [nst nepuroro psiaka 3ammdpoBaHUM 3HAYCHHSM IHTEHCHBHOCTI i-ro mikcema, 1=1,2, ...,
M, M — KiIbKiCTh €NEMENTIB y pAaKy, BuOupaeThes uucao C = B° (mod N) .

5.2. Jlnst apyroro psaka 3amnpoBaHUM 3HAYEHHSIM IHTEHCHUBHOCTI i-To mikcenma, i=1,2, ..., m,
M — KiTBKICTh €EMEHTIB y PAAKY, BuOHpaethes uncio C = B (mod N) .

HemmdpyBaHHs BiIOYBa€eThCS B MPOTHICKHOMY MOPSJIKY 3 ypaxyBaHHaM T 5.1, 5.2.

PesynbraTtu HaBeneHo Ha puc. 4-6.

Puc. 4. [louamkose 300padicenns Puc. 5. 3auwugposane 306padicennsa

Puc. 6. Jewugposane 300padicenms

3 nopiBHSHHS pHC. 2 i puc. 5 BUIHO, 10 MIM(PYBaHHS 32 OMHAM PSAKOM Matpwili (3) iCTOTHO HE Bif-
pisHsEThCA Bl mmdpyBaHHs 3a ABOMA psakamu wiel Matpuui. Kontypu B 000x 3amm¢ppoBaHnx 300paskeHHIX
BiacyTHi. IlouaTkosi Ta AemmdpoBani 300paskeHHsI TUIBKU HE3HAYHO BiIPI3HAIOTHCS PIBHEM SICKPABOCTI

BuchHorku
1. 3anpononoBani Moaudikaiii mmudpyBaHHs Npu3HaueH] A mHbpyBaHHS 300pakeHb B rpaja-
IisIX CIpOTO 1 IPYHTYIOTHCSI HA BUKOPUCTAHHI i11eii 6azoBoro anropurmy RSA.
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2. 3anponoHoBaHi Monudikamii MOXKHAa BUKOPHCTOBYBATU CTOCOBHO OYAb-SIKOTO THITYy 300pakKeHb,
aszie HalOpLIl mepeBaru IOCATAIOTHCSA y BHIIAAKY BUKOPHUCTAHHS 300paXkeHb, sIKi AAalOTh 3MOTY YiTKO
BUIIATH KOHTYPH.

3. O6unBa tumu Monudikamii 0e3 XKOJHUX 3aCTEPEeKEHb MOXKHA 3aCTOCOBYBAaTH 1 CTOCOBHO
KOJIbOPOBHUX 300paxkeHb. OnHak, HE3aJEKHO BiJ THILy 300pakKeHHS, MPOMOPUIHHO 0 PO3MIPHOCTI
BX1IHOTO 300pa)XEHHSI MOXKE 3POCTH PO3Mip MHUPPOBAHOTO 300paKeHHS.

4. CriliKicTh 0O HECAHKIIOHOBAaHOrO AemK(PyBaHHSA 3alpPOIOHOBAHOI MOTOKOBOI MoxaMikamii
3abe3neuye anroput™ RSA.
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Hageneno Metoa anpoxcumanii ¢pyHKUil mojiHOMaMu 3 AiiCHUMM CTelleHAMH, B IKOMY
niaodip creneHsi 30iliCHIOETHCS 32 J0MOMOI0I0 FTEHETUYHOT0 AJITOPUTMY.

Kuio4oBi ciioBa: reHeTMYHHUH ajJropuT™M, 0COOMHA, MOMYJIANis, MyTauis, GpyHKIia wini,
anpoxkcuMalis, NoJiHOM.

The method of approximation of functions by polynomialswith real powers, which isthe
power of selection with a genetic algorithm.

Keywords: genetic algorithm, individual, population, mutation, function targets,
approximation, polynomial.

Beryn

3amava anpokcumariii GyHKIIH, 3a0aHuX y Ta0auyHOMY a00 rpadiuHOMy BUIIIAII, He HOBa. IIpoTe,
HE3BAKAIOYM HA 4YMCJCHHI JOCHIDKCHHS LbOTO IHMTaHHS, BOHO 1 JOCI HE BTPATHIIO aKTyajdbHOCTI.
HaBenemo mnuiiie oMH 3 NPUKJIAAiB 3aCTOCYBaHHS anpokcumaliiii. Bimoma ayke nmepcrekTHBHA TEXHOJIOTISA
CTBOPEHHS MaIl-TepPUTOPii, OCHOBaHA Ha Jla3epHOMY CKaHyBaHHI MMOBepXHi 3emii 3 jiTaka. B pesymbrari
OTPUMYIOTh TOYKH 3 INEBHUMU XapaKTEPUCTHKAMH. 3aCTOCYBAaBIIM METOJU PO3IMi3HABaHHS TpadidHuX
300pakeHb, MM MOXKEMO OKPECIHTH KOHTYpH 00’ €kTiB. KokeH KOHTYp MICTUTh BENHWKHH Ha0ip TOYOK,
HEOOXiAHUX AJIST KOO0 TOYHOTO BiATBOPEHHS. ANpPOKCHUMalis KOHTYPiB 00’ €KTiB Aa€ MOXKJIMBICTH 1CTOTHO
3MEHIIUTH o0csT iHdopMaii A 1X BiaTBOpeHHs. BukopucTanHs nomiHoMiadbHUX QYHKUIN A7 i€l MeTH
4acTo CYMPOBOIKYETHCS 3HAYHUMH MMOXUOKaMH, 110 HETaTHBHO BIUIMBA€E HA MPOLEC BiATBOPEHHS KOHTYPIB
00’ exTiB. [Ipobnemy 1o Oy0 Ba’KKO BUPILIMTHU B 3B 53Ky 3 OOMEKEHICTIO aHANITHYHUX migxoniB. [lossa
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