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1. Introduction

Wireless communication systems refer to a class of systems that operate on a real-time scale, which
imposes certain restrictions on their design, and, at the same time, gives rise to a number of problems,
one of which is to ensure high reliability of their functioning over a long time. This fact causes the urgent
need to construct such systems using the redundancy and a developed complex control system (CCS) for
their proper functioning |1, p. 51|, which allows for the self-recovery of such systems. It should be noted
that along with measures to introduce the backup and recovery of having failed hardware, the correcting
imperfect programs or data, the control is one of the effective means of improving the reliability and
dependability of telecommunication systems. The main means for detecting failures in the systems
of this class are the means of hardware (operational) control [2, p.211], the implementation of which
requires the introduction of additional equipment. However, for some reasons (significant hardware
costs to ensure high efficiency of operational control, significant difficulties in the operational control of
individual modules of the system, etc.), it is rarely possible to cover the hardware control of the system
as a whole. Therefore, the control of the correct functioning of high-reliability systems is carried out by
CCS. When using CCS, the control of the correct functioning of the system is organized on the basis
of periodic software (test) control, which controls the performance of the system modules and their
control hardware, and which is used along with the hardware control, which allows establishing with
certain certainty the true state of the system in the period between software control. Accordingly, at
the stage of system designing of high-reliability telecommunication systems of wireless communication,
before developers there arises a problem of estimation of expediency of application of certain methods
of control of the correct functioning of the system being designed, and substantiation of requirements
for their characteristics, based on providing the required level of reliability of the controlled system
functioning.

It should be noted that at present there are relatively few works on the reliability of complex
technical systems using CCS, which telecommunication systems refer to. Moreover, the known works
present reliability models of controlled objects, each of which is suitable for certain assumptions and
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restrictions that are not implementable in practice. For example, in [2, pp.218,252] and [3|, the
reliability models of the processor do not take into account the failures of the hardware and software
of the controlled object and its control means; it has also been made a number of assumptions that
are not implemented in practice, such as failure and recovery flows are taken to be exponential, and
in [4, pp. 86, 97|, [5, pp- 158, 159 the formation of reliability models of complex systems is made based
on the assumption that the control is continuous and reliable, i.e., ideal. The indicated above drawbacks
of these works significantly affect the reliability of research results.

The purpose of this work is to develop a semi-Markov reliability model of functioning of a wireless
telecommunication system with a complex control system, which at the stage of system design will
allow proper evaluating the influence of different control methods on the reliability of the system being
projected.

2. Assumptions and notation

We assume that the modules that make up the wireless telecommunication system operate (fail, being
controlled, recover, etc.) independently of each other, and the given reliability of each of them can be
achieved by different methods. The expression for the total indicator of the reliability of this wireless
telecommunication system can be written [6, p.49| in the form

i=1

where R;(t) is the reliability index of the i-th module of the wireless telecommunication system, n
is the number of modules of the system. According to the formula (1), it is expedient to solve the
formulated problem with respect to an arbitrary controlled module of this system. Also in this article
we consider the separate redundancy of the controlled module and of the control hardware of its correct
functioning.

In the wireless telecommunication system, which consists of the basic and backup typical elements
of replacement (devices, modules, etc.), there are various disturbances of the process of its functioning,
which are caused by both permanent failures and short-term faults that are self-eliminating (faults).
The flows of failures and faults are independent, and the time before they occur are random variables,
distributed according to the law F(t) = P{{ < t} with the corresponding parameters Agn, Afch, Afim
and Age (intensities of failures of the module and control hardware, and of faults of the module and
control hardware respectively).

The state of this system is controlled continuously by hardware and periodically by control software.
Let us denote pgem, pam € (0,1) and paan, paan € (0,1) to be the probability of detection of failures
and faults of the hardware control, respectively. Since the control hardware provides instant detection
of failures and faults, the average time tgqcn of failures detection by means of hardware is zero.

However, the control hardware, like other technical devices, has the failures and faults proneness,
resulting in errors of the first and second kind [2, p.218|, [7, p.83], [8, p.194|. The error of the first
kind is characterized by the conditional probability agen, agn € (0,1) of the false failures and by its
intensity Aechq, and the error of the second kind is characterized by the conditional probability Bginen,
Btheh € (0,1) of the failure throughput and by its intensity Aech g.

Software (test) control of the correct functioning of the controlled system and of its control hardware
is carried out over random time intervals ¢, distributed according to the law G(t) = P {¢ < t}. Suppose
that the duration ts. = ¢ of software control is also a random variable, distributed according to the
law H(t) = P{s < t}. Due to the imperfection of control software (it is not ensured full coverage
of the examination of the elements of the controlled object) [2, p.198], the hardware failures of this
system are detected with the probability ppsds, Ppfas € (0,1), where ppeqgs is the probability of detection
of failures by software means of control. As compared to the hardware control, the software control
is more reliable. During the software control of the correct functioning of this system, the faults of
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the controlled equipment can occur, and they lead to errors of the first kind, which are characterized
by the conditional probability ags, ags € (0,1) of the false failures and by its intensity Aesq. At
the same time, an assumption is made for impossibility both of hardware and software controls faults
that lead to neglecting the failures (improbable errors of the second kind). In all cases of detection of
failures, their identification is carried out, and when the fact of the presence of a failure is established,
an unscheduled program control is carried out with the purpose of localization of the failure and the
recovery of the system operation is done by replacement of the failed module with redundant one. The
time t;pm = x of recovery of the hardware of the controlled module is a random variable distributed
according to the law K (t) = P{x < t}. After the restoration of efficiency of this system, redesign of
the moment of carrying out the following software control of its correct functioning is done.

Wireless communication hardware control can be either embedded or acts as separate functional
modules (e.g., control redundancy). In this regard, when the control hardware failures are detected,
depending on the method of redundancy, only the failed control hardware or the entire module are
to be recovered. The time t,, = n of recovery of the control hardware is also a random variable
distributed by the law L(t) = P{n < t}.

The final decision on the presence of failure of a particular module of a wireless communication
system or its control hardware can be made based on the results of software control, i.e., the decision
on the need to recovery of the functionality of this module can be made only as a result of software
control. In this regard, the time between the start of recovery of a controlled system is a discrete
random variable, the sequence of which forms a simple discrete recovery process. It is obvious that
the use of CCS in a wireless communication system leads to the extension of the set of its phase
states [6, p.50]. The states of problems detected and missed by the control means emerge as well as
the software control execution, module recovery, etc., into which the controlled module transits in the
course of its functioning. In this regard, the functioning of this module over time is described by a
discrete random process whose states correspond to its physical states. We denote the states of the
controlled module by the letter S with an index.

We define the set E of the states of a random process as follows: Sy corresponds to the functioning
of the module in the absence of failures (failures and faults); S corresponds to the functioning of
the module in the presence of an error caused by faults having been missed by control hardware;
So corresponds to the state of the module which is characterized by the detection of module failure by
control hardware; S3 corresponds to the functioning of the module according to the program of failure
identification detected by control hardware; Sy corresponds to the functioning of the module with
missed failure by control hardware; S5 corresponds to the occurrence of a failure of control hardware,
in the result of which they fix the false failure of the controlled module; Sg corresponds to the failure of
control hardware, in the result of which all subsequent failures of the controlled module will be missed;
S7 corresponds to the termination of the functioning of the operable module according to the main
program and its transition to the regime of scheduled program control; Sg corresponds to the transition
of the module with the failure missed by hardware control to the scheduled program control regime;
Sg corresponds to the functioning of the module according to the program of identification of a failure
caused by a signal of a false failure; Sig corresponds to the transition of the module, in which the
control hardware failed, to the scheduled program control regime; S1; corresponds to the functioning
of the module with the failure having been missed by hardware and software control; Sis corresponds
to the transition of the module with the failure having been missed by hardware and software control in
the scheduled program control regime; S13 corresponds to the emergence in the module with the failure
having been missed by hardware and software control of a new failure detected by control hardware;
S14 corresponds to the emergence of a new failure in the module with the failure having been missed
by hardware and software means of control, which results in the fixing of the failure of this module;
S15 corresponds to the transition of the module with the failure having been missed by hardware and
software control to the mode of identification of the failure due to the detection by hardware control of
a new failure of the controlled module; S1g corresponds to the transition of the module with the failure
detected by hardware control to the regime of unscheduled program control; Si7 corresponds to the
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transition of the module with the failure having been missed by hardware and software control to the
regime of identification of the failure caused by the failure of control hardware, which results in fixing
the failure of this module; S1g corresponds to the emergence in the module with the failure having been
missed by hardware and software control of a new failure of control hardware, in the result of which all
subsequent failures of this module will be missed by it; Sig corresponds to the transition of the module
with the failure having been missed by hardware and software control to the unscheduled program
control due to the detection a new failure of this module made by control hardware; Soy corresponds
to the transition of the module with the failure having been missed by hardware and software control
to the unscheduled program control due to the failure of its control hardware, which results in the
fixing of the failure of this module (false failure); S91 corresponds to the transition of the module the
failure having been missed by hardware and software control, as well as with the subsequent failure of
its control hardware, to the regime of scheduled program control; Ses corresponds to the restoration of
performance of the controlled module; Soz corresponds to the recovery of the control hardware of this
module.

Let us now proceed to establishing the direction of the transitions of a random process between the
specified states, as well as the peculiarities of these states.

If the random process is in the state Sy (S11), after some random time &, it will transit to one of
the states Sy, So, Sy + S7 (S12 + S14, S18) which correspond to the states of the controlled module,
which are caused by its faults emergence or by the approach of a moment of the scheduled program
control of its correct functioning. Since these events are random and the probabilities of occurrence
of different intervals between failures (between hardware faults and failures) and of the duration of
the program control period are distributed according to an arbitrary law, the average duration of the
random process in the states Sy and S1; is random with an arbitrary distribution function. Moreover,
the specified time does not depend on the previous evolution of the process but depends only on these
states.

Since the controlled module is in the state S7 until the moment of completion of its tasks, the
duration of which is much shorter than the time before the following failure of the module or its
control hardware, the random process that describes the behavior of this module in time can only go
to the state Sj. Thus, the average duration of a random process in the state S; depends only on this
state and does not depend on its previous evolution.

The states of the random process So, Si3 and Ss, Si4 correspond to the detection of failures
of the controlled module and its control hardware, respectively. Therefore, in accordance with the
peculiarities of functioning of this module, the random process from the states S5, S, Si3, and Sy
can transit only to the states Ss, Sy, Si5, and Si7, respectively. The average duration of the random
process in the states Ss, S5, S13, and Sy4 correspond to the average time of failure detection by means
of control hardware, which depends on the method of organization of processing of control information
(e.g., the time of processing breaks). Therefore, the average duration of the random process in the
mentioned states depends only on these states and does not depend on the previous evolution of this
process.

The states of the random process S3, Sg, S15, and S17 correspond to the identification of the detected
failure, i.e., to the repetition of the corresponding fragment of the program during the implementation
of which this failure has been detected. In accordance with the peculiarities of the functioning of
this module, the random process can transit from the states S3, Si5, S17 to the states Sig, S1g, S920,
respectively; from the state Sg it can transit to the state Soz. In addition, the random process can also
transit back from the states S15 and Si7 to the state Syp (if fault is in this module), from the state S
to state Sj), and from state Sy to the operable state of the module (denoted by S{), which differs from
the states Sp and S|, by the residual time before the transition of the random process to the state S7.
From the aforesaid, it follows that the average duration of a random process in the states S3, Sy, Sis,
and S77 depends only on these states and does not depend on the previous evolution of this process.

Since the states of the random process Sy, Sg, and Sig correspond to the functioning of the controlled
module with a missed failure, and the time before the new failure of this module is much longer than
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the average time before the following moment of scheduled program control of the correct functioning
of the module, then the random process can transit from the specified states only to the states Sg, S1g,
and So1, respectively. Thus, the moments in which the random process occurs in the states Sy, S,
and Sig are random, and the output from them occurs in random time with an arbitrary distribution
function. Therefore, the average duration of a random process in these states is determined both by
the moment of its entering into these states and the moment of exit out of them.

The states of the random process S7, Sg, S1g, S12, and Sz correspond to the scheduled program
control of this module, and the states Sig, S19, and Sog correspond to the unscheduled program control.
In this regard, the random process from the states S; and Si2 can only transit to the states Sy and
S11, respectively (since the time before failure of the module or its control hardware is much longer
than the program control duration), from the states Sig, Sop, and Ss; it can transit only to the state
Sa3 (since all failures of control hardware are detected by software controls — by control test), from
the states Sig and Sig to the state Sog, and from the state Sg to either state Sq11 or state Sos.

The average duration of the random process in the states S7, Sg, S1g, Sig, S19 +~ S21 corresponds
to the duration of software control of this module and, therefore, does not depend on the previous
evolution of this process, but depends only on these states.

Fig.1. Graph of states and transitions of arbitrary controlled module of wireless communication system
with CCS.

The states of the random process Soo and Ses correspond to the restoration of the operability
of the controlled module and its control hardware, respectively. In this regard, after some random
time ¢,pp, this process will transit from the specified states to the states (we denote them by Sy, ),
which correspond to the operable states of the module, but differ from the state Sy by the number of
serviceable reserve modules m and the control hardware n, respectively.

The average duration of the random process in the states Soo and Sog also depends only on these
states and does not depend on its previous evolution.
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Further, the phase space of the states of the random process begins to expand from the states S
and Sy, ,, resulting in new sets of states E’ and Ep, n, which are constructed similarly to the aforesaid
set of states F. Note that in random time &, the random process of the set E’ of states will transit
either to the state Sy (unless the failure of the controlled module or its control hardware occurs by the
end of the scheduled program control) or to the state Sy, ,,, (in other case).

The phase space of the random process states will expand until it reaches the state Sg, which
corresponds to the complete failure of the controlled module.

The directed graph of states G(E, U), whose set of vertices will be equated with the set of states of
the random process, and the direction of transitions from state to state will be equated with its arcs,
for an arbitrary controlled module of the wireless communication system corresponding to the model
is shown in Fig. 1 (state sets E' and E,,,, are shown in simplified form).

3. The system mathematical model construction

The obtained phase space of states has a large dimension and is of little use for reliable system
analysis. The most radical approach to overcome the complexity of the analysis of the obtained model
is to construct a simpler, larger model, the analysis of which is much easier than the analysis of the
real one [9, p.129], [5, p. 10], which we will use later.

f
/
) e O D

Fig. 2. Extended graph of states and transitions of arbitrary controlled module of wireless
communication system with CCS.

From the above-mentioned analysis of the states of a random process and from the direction of the
transitions from state to state, it is easy to see that transitions between indicated states are carried
out with different intensity. For example, transitions between the sets of states ' and F,,, occur
much less frequently than transitions within them. This statement is correct because the transitions of
a random process between the specified sets of states correspond to the transitions caused by failures
of the controlled module or its control hardware, and transitions within these sets correspond to the
transitions caused by faults and scheduled test control. It is known that the failure rate of the equipment
is much less than the intensity of its faults, and the time before the failure of the controlled module
is much longer than the time interval between subsequent moments of scheduled program control of
its correct functioning. Using the specified peculiarity of transitions of the random process, the whole
set of its states can be subdivided into subsets so that the frequency of transitions between the states
of each of them significantly exceeds the frequency of transitions between them. As a result of this
division, we obtain A continuous subsets of states, each of which can be aggregated into a separate
state. Thus, as a result of these procedures, we obtain an aggregated graph of the states of the random
process, which is shown in Fig. 2.

To analyze the obtained model, we use methods known from the theory of phase extension of
states [9, p.131], [10, pp.40,54], [11, p.73]. In this case, the study of this model is reduced to the
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investigation of a random process of transitions between the aggregated states and its durations in
these states. Based on [8:199], the expression to determine the indicator R;(t) of reliability of an
arbitrary controlled module of the wireless communication system is written in the form

R;i(t) = P{S(t) € Er} P{S(t) € Eo},

where P{S(t) € Er} and P{S(t) € Eo} are the probabilities of presence of the random process at
the moment ¢ in the subset Eg and Eg of states, respectively. The subset Er of the states of the
random process corresponds to the subset of states of the controlled module, being retained in which
does not lead to the resource (reserve share modules) exhaustion. In other words, P{S(t) € Er} is the
probability that the random process will not attain the state Sp during the time interval [0, t] provided
that at the beginning of this time interval it was in the state Sy. Accordingly P{S(t) € Egr} = Rq:(t),
this represents the probability of the no-failure operation of the controlled module. The methods for
determining the probability Rg;(t) of the no-failure operation of a wide class of controlled devices and
systems are known and well-developed, for example [12,13].

To determine the probability P{S(t) € Eo} (denote it by Ry;(t)) of presence of the random process
in the subset E( of operable states, it is necessary to investigate the process of random transitions in
each of its aggregated states.

In accordance with the graph of states and transitions shown in Fig.1, the output of a random
process beyond the subset of states [y is performed either into the states that are related to the
failures of the controlled module, or into the states that correspond to the scheduled program control
of this module. Moreover, at random moments {¢;}, which are determined by the previous behavior
of the random process, it goes back to the subset of states Ey, which characterizes its cyclicity. The
peculiarity of this process is that the values T; = t; — t;_1, ¢ > 2, which are related to the transitions
from the states S7, Sa2 and Sz to the subset of states Fy, are mutually independent and distributed
equally; and at the moments of its transition into the subset of states [Eg, the following moment of
transition of this process to the state S7 is being rescheduled and the course of the process for t > t;
does not depend on its history, i.e., on the course of the process for ¢t < t;. Therefore, the moments ;
are regeneration points, and the process itself, which describes the behavior of this module in time, is
regenerative [14, p. 45].

/—P S3 »( Sig

S1o %

Fig. 3. Graph of states and transitions of random regeneration process.
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Using the graph of states and transitions which is shown in Fig. 1, we construct a graph of states
and transitions of the regeneration process (Fig. 3). For the convenience of analyzing the regeneration
process, we introduce the state e, entering which means a complete recovery of the random process.
Assume that the average time of presence of this process in the state e is zero. Note that the model
of the controlled module (see Fig.3) is described by two independent recovery processes [6, p.50].
We denote them by v(¢) and z(t). The process v(t) corresponds to the recovery of the module after
the detection of equipment failures and, as noted above, is regenerative, and the second process z(t)
corresponds to the recovery of the module from the consequences of faults. Since at the moments of
entering the process z(t) the state Sy, rescheduling of the moment of the following transition of the
random process to the state S7, is not being done, the specified moments are not points of regeneration,
and the process z(t) is not regenerative. Let dH (t) be the probability that the regeneration period is
on the time interval [¢,t 4 dt], and S(t) is the state of this process at the moment ¢. Then

Roi(t) = P{S(t) € Eo} = /Ot Rl{S(O,t — a:) S Eo}dH(a;) . /Ot RQ{S(O,t — a:) € Eo} dH(x),

where R1{S(0,t — x) € Eo} and R2{S(0,t—xz) € Eo} are the probabilities that on the interval [0, t—z],
the processes v(t) and z(t) will not go beyond the subset of operable states Ey.
From [14, p. 26| we know that

/t R{S(O,t — LE) S Eo} dH(x) = Rz(t)
0

Therefore
Roi(t) = P{S(t) € Eg} = Ry(t) - Ra(t),

where Ry (t) and Ra(t) are the true values of the probabilities of presence of random processes v(t) and
z(t), respectively, on the time interval [0,¢] in the subset of states Ey.
In practice, the probabilities Ry(t), Ro(t) are replaced by their stationary values. Then

Ryi(t) = Ry - Ro.

According to Smith’s theorem [14, p. 26|, we have

¢
. -1 n -1
Ry = lim /0 RAS(0,t — 2) € o} dH(z) = Ty ' Y gy, = T3, @)
where tg,, and ¢ are the average durations of the random process in the period Ty of regeneration in
the state Sp; (So; € E¢) and in the subset of states Eq, respectively.

Taking (2) into account, we obtain a formula for determining the probability of presence of a
random process in the subset Ej of the operable states:

Roi =ty fz T0_2, (3)

where t, and t, are the average durations of the random processes v(t) and z(t), respectively, in the
period Tj of regeneration in the subset Eq of the operable states.

From the expression (3) it follows that to determine the probability of presence of the random
process in the subset [Eq of the operable states, it is sufficient to conduct a time analysis of a random
regenerating process whose graph of states and transitions is depicted in Fig. 3.

In the general case, the regeneration process is described using methods of theory of Markov or
semi-Markov processes. The choice of a mathematical apparatus is determined by the properties of the
states of the process being analyzed, i.e., by the shape of the function of distribution of its durations
in the specified states, as well as by the dependence of the evolution of the process on a given state
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and on its duration in a given state |2, p.86]. Above, when establishing the direction of transitions of
the random process from state to state, it has been shown that the vast majority of its states have a
semi-Markov property, which implies that the duration of a random process in a state depends on this
state and does not depend on previous evolution. Exceptions are only the states Sy, Sg and Sig, which
are states of a two-dimensional Markov process, the first component of which describes the state of
the process, and the second one fixes its duration in the states, i.e. the intervals between the moments
of their change [11, p.5]. The properties of the specified states are a significant factor limiting the
application of the theory of semi-Markov processes to the mathematical description of this model. It
is known that if we extend in a certain way the states Sy, Sg and Sig by adding some possible states
to them, in many cases it is possible to achieve that the new extended states will already have a
semi-Markov property [11, p.5]. As can be seen from the graph of states and transitions (see Fig. 3),
a random process with the probability of a unit goes from the states Sy, Sg and Sig to the states S,
S10 and So1, respectively. Therefore, the durations of the random process in the states Sy, Sg and Sig
do not affect the average value of Ty is the regeneration period, but affect only the average duration
of the process in the state Sy. In this case, we come to a model whose all states have a semi-Markov
property, which allows us to use the recovery equation of Markov to describe it. This equation for the
average duration of a semi-Markov process in the discrete subset of states E [11, p. 27| has the form

T~ Y (i, )TG) = 7(), (4)

Je(E\e);

where T'(7) and T'(j) are the average times before the transition of the semi-Markov process from the
state S; and S, respectively, to the state e, 7(i) is the average duration of this process in the state 5;,
q(,7) is the probability of the transition of the process from the state S; to the state S;, (E\e); is the
set of states of a semi-Markov process, except for the state e, into which its transition from the state
S; is possible. The system of equations (4) is linear. To reduce its dimension, we transform the graph
of states and transitions of the regeneration process.

Since when determining the average value of the Tj regeneration period of a semi-Markov process,
its states Sy, Sg and Sig are not taken into account, this allows combining the states S7, Sg and Sig,
while preserving the transitions from these states to other states (e, S11, S22, S23). Similarly, we can
combine the states Sy and S5; as a consequence, the states Sy and S5, as well as the states S1; and
S12, S13 and Sy4; as a consequence, the states S15 and Si7, Sig and S9. It should be noted that
these transformations of the graph of states and transitions of a random regeneration process will be
taken into account further in determining the parameters of a semi-Markov process (average times of
its stay in specified states and probabilities of its transition from one state to another). Since the flows
of failures and faults of a module are independent, the processes v(t) and z(t) are also independent.
Therefore, we will analyze them individually.

4. Defining the parameters of the failure process

The graph of states and transitions of the process v(t) is shown in Fig. 4, where Sy corresponds to the
functioning of the module in the absence of manifestation of failures; S7 corresponds to the detection
of failure of the controlled module by means of control hardware; Sy corresponds to the functioning
of the module according to the program of failure identification detected by the control hardware;
S3 corresponds to the termination of the module operation according to the main program and its
transition to the scheduled program control regime; Sy corresponds to the functioning of the module
with the failure having been missed by hardware and software control; S5 corresponds to the detection
at the scheduled program control in the module, which previously failed, of a new failure; Sg corresponds
to the detection by hardware of a new failure of the module that failed earlier; S7 corresponds to the
transition of the module with the failure detected by the control hardware into unscheduled program
control regime; Sg corresponds to the restoration of the operability of hardware of the module control;
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Sy corresponds to the restoration of performance of the controlled module; Syy corresponds to the
restoration of the operability of the module’s control hardware having failed; Sy; corresponds to the
detection at the scheduled program control of hardware failure of the controlled module, which failed
before; S12 corresponds to the transition of the module with the failure having been missed by means
of hardware and software control to the mode of operation according to the program of identification
of a new failure detected by its control hardware; S13 corresponds to the transition of the module with
the failure having been missed by means of hardware and software control to the mode of unscheduled
program control due to the detection of new failures of this module by its control hardware.

Fig. 4. Graph of states and transitions of random process v(t).

By solving the corresponding system of Markov recovery equations, we obtain

Ty = 10 + qo.1 (71 + T2 + 77 + q7.8T8 + qr.9T9) + q0.3(73 + ¢3.878 + ¢3.979)
+ q0.393.4 [74 + q4.5(75 + 79) + qu.6(T6 + T12 + q13.979
+ q13.10m10 + 713) + qa.11 (710 + 711)] /(1 — qa11 — qu6 - q13.10)- (5)

From the formulae (3) and (5), it follows that the probability R, of retaining of an arbitrary
controlled module in the operable state is determined by its average duration in all specified states
and by the probabilities of its transitions between them. Let us proceed to determining the mentioned
parameters.

We will use the following notation. Denote by S = {Sy, S1,...,S13} the set of states of the controlled
module, and by Nj3 = {1,...,13} we denote the set of indices. For each state S; we denote by E; C S
the subset of states into which the transition from the S; state is possible, and by the symbol I; we
denote the set of states of the controlled module from which the transition to the S; state exists. We
introduce the function §(5), S € S as follows: §(S5) =1, if S € S; otherwise 6(S) = 0. By this function
we denote the set of the indices of states to which a transition from a given state 7 is possible:

IN(E;) = {j € Ni3[d(5) #0, S € E; }.

First, we determine the average duration t, of a semi-Markov process that describes the behavior
of an arbitrary controlled module of a wireless communication system in the period Ty of regeneration
in the state Sy. This time corresponds to the functioning of the module without any manifestation of
failures. To determine this time, we use the graph of states and transitions, which is shown in Fig. 3.
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According to the specified graph of states and transitions, the controlled module under the influence
of the failure flow after the random time &, whose distribution function is F(t) = P{{ < t}, transits
from the state Sy to one of the states of the set Eg = {S, Sy, S5, S6, S7}. The transition from the state
Sy to the state Sy, which corresponds to the scheduled program control of its correct functioning, is
carried out during the time ¢ = (7, the distribution function of which is G(t) = P{¢ < t}. Therefore,
a random process that describes the behavior of a module in time transits in the direction of that flow
in which the event has occurred earlier than in other flows. In other words, the random process is
in the state Sy until the first of the events, which transits it into one of the states of the subset Eg.

The controlled module is in this state over the time 79 = min¢; , belonging to the subset Eq, whose
JEIN (Eo)
distribution function according to [2, p. 88| has the form

Yo(t) = P{minl¢; |i € IN(Bo)] <t} =1- [[ -6 FRW]=1- [] (1-FE®), (©)

S€kg 1€IN(Eo)
i€N13

where & is the random time from the moment of transition of the random process to the state Sg until
the moment of the first event occurs in each flow; Fj(¢) is the distribution function of the random time
&, Fr(t) = G(t). By using the formula (6), the relationships G(t) = 1 — G(t), F;(t) = 1 — F;(t), and
IN(Eg) ={2,4,5,6,7}, we can write

do(t) =1 — Fa(t) - Fu(t) - F5(t) - Fs(t) - G(t)- (7)

Recently [2, p.46], [15, p.10] when modeling the flow of failures, the random variables have been
applied, which are distributed according to the Weibull law. Its distribution function has the form
F(t) = 1 — e ! where t is the time before the failure, Ay and « are parameters. The presence in
the distribution of two parameters makes it possible to achieve a more complete correspondence of
the theoretical distribution to the experimental data than in the case of the exponential law. Note |2,
p.46], [15, p.10], for @ < 1 the intensity A(¢) of failures becomes a decreasing function of time, for
a > 1 the Weibull distribution is characterized by an increasing in time failure rate. For electronic
devices with the decreasing failure rate function [3, p.21] o = 0.2 + 0.4.

In contrast to the function F(t), the function G(t) that is also distributed by the Weibull law in
which the parameter « is the same and the parameter Ag is unknown.

Since the random times {{;| j € IN(E;)} correspond to the Weibull distribution with the parameters

a; and Ao, 1.e., Fj(t) = 1—exp(— Ao -t*), and assuming that the parameters a1 = ag =,...,a7 =«
are the same, the expression (7) takes the form
Po(t) =1—exp(—A-1%), (8)

where A = ), ; N(Eo) Ao,i 1s the total intensity of the random process transitions from the state Sp,
and Ag; is the intensity of its transitions from the state Sy to the state S;. The distribution function
G(t), as noted above, is also the Weibull distribution with the same parameter o and some parameter
Ao,7- Regarding the choice of the parameter \g 7, we will choose it experimentally from the condition of
maximizing the average time of retaining the controlled module in operable condition. The transition
intensities Ag; of the random process correspond to the transition intensities of this module from the
state Sy and are determined by means of the parameters of the control methods used and of the
reliable characteristics of this module and its hardware. The analytical relationships for determining
the specified transition intensities are as follows:

Ao.2 = ArPam;  Aoa = (1 — pam); ()
A0.5 = Aechai  A0.6 = Aech
where Aech o and Aech g are the intensities of the transitions of the random process from the state Sy to

the states S5 and Sg, respectively, which correspond to the failure rates of the control hardware which
lead to errors of the first and second kinds, respectively. Note that here Af = A + Agen. Taking the
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relationship (9) into account, we write the expression to determine the total intensity of transitions of
a random process v(t) from the state S

A= /\f + /\echa + )\echﬁ + /\0,7-

According to [11, p.86], [16, p.70]|, the average duration of the semi-Markov process in the i-th

state 79 = min¢; , is determined by the formula
JEIN(So)

T, = /OOO wz(t) dt, (10)

where 1;(t) is the function of the distribution of the residence time of the semi-Markov process in the
S; state. Using (8), we can write that

1 )\—1/01

7'0:751/2/000{1—[1—exp(—)\-t°‘)]}dtzr<—> ,

(&% «

where I'(z) = [;~ e~ "t*~'dt is an Euler gamma function.

Now determine the average residence times 7; of the semi-Markov process in the rest states. The
controlled module from the state Sy, under the action of the failure flow detected by the control
hardware can transit either to the state S, or at the time of the following scheduled program control
of the correct functioning of this module it can transit to the state S3. The semi-Markov process is in
the state Sy until the first of the events occurs, which transfers it into one of the states S7 or S3, and
retains in it over the minimal of & and &3 time, whose the distribution function is determined by the
expression (6).

Po(t) = P{min(&1,&3) <t} =1— (1 - Fi(t) (1 — F3(t)) = 1 - F1 - F3. (11)

Using the expression (11) and the relationship F3(t) = G(t), we can write

Yo(t) =1—Fi(t) - G(b). (12)

Since the random times & and &3 correspond to the Weibull distribution with the parameters a and
Ao,is 1e., F(t) =1 —exp(Ag, - t), and taking the parameters « to be equal, the expression (12) takes
the following form:

Yo(t) =1—exp(—Ar-1%), (13)

where A\; = ) ;; N(Eo) Ao,i s the total intensity of the random process transitions from the state Sp,
Ao, is the intensity of its transitions from the state Sy to the state .S;.

The intensity of transitions Mg of the random process corresponds to the intensity of transitions
of this module from the state Sy to the state S; and is determined by means of the parameters of the
control methods used and of the reliable characteristics of this module and its control hardware. Thus,
we have

Aol = ()‘f + Aech a)pdﬂl' (14)
The total intensity of transitions of a random process from the state Sy is as follows:
A1 = (Af + Aech a)Pam + Ao.3- (15)

Regarding the choice of the parameter Ag 3, we will choose it experimentally from the condition of
maximizing the average residence time of the controlled module in operable condition.
Taking into account (10) and (13), we can write

- =/000{1— [1—exp (= A 'ta)]}dtz/Oooexp(—)\l-ta)dtzl“<é> T

(07
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The average residence times 71, 75, 73 of the semi-Markov process in the respective states 51, .52, 53
correspond to the average times of detection of the control module failure by the control hardware
trach, identification of detected failures ¢;q, and of the software control of the correct functioning of the
controlled module ts., respectively.

It is mentioned above that tgge, = 0. Therefore 71 = tgqen = 0. The average times 75 = tig
and 73 = t4 are random variables with an arbitrary distribution function K(t) = P{x < t} and
H(t) = P{s < t}, respectively. The time 79 = t;q represents the average time of failure identification.
One of the most widespread and fully complying with the requirements of engineering practice of
the laws of the distribution of time necessary to control the correct functioning of radio-electronic
equipment, troubleshooting, repairing and its restoration is a lognormal distribution [2, p.50], [17,
p. 38]. Taking the average time of identification of failures to be distributed according to a lognormal
law with the parameters (u,o), where u,o are the parameters of the shape and scale of lognormal
distribution, we obtain:

0 0 2
Ti = tia = My, = / L dt = — / exp[_uldt:e’””“? i€{2,12}  (16)
0 0

oV 2T 202

if
Fi(t) = (ta\/%)_l exp {~ (nt - p)? (20%) '} (17)

where f;(t) is the probability density of the lognormal distribution, o and p are the distribution
parameters.

The average residence times 73, 75, 77, T11, 713 of the semi-Markov process in the states Ss, S5, S7, S11,
and Si3, respectively, correspond to the average duration tg. of the program control, and the average
residence time 7¢ in the state Sg corresponds to the average time ¢7q., of detection of the failures of
the controlled module by its control hardware.

It is stated above that the distribution of the time required to perform the program control of the
correct functioning of the controlled module is lognormal. Therefore, similarly to (16) and taking into
account that the average time of program control is distributed according to the lognormal law with
other parameters (oq,/1), we obtain:

1 & (lnt—,u1)2 2 .
Ti=te=M,=—— [ exp|——otl | dt=emt01/2  je{35711,13},
1 sc Si 0-1\/%/0 p[ 20_% { }

where f;(t) is the probability density, which is determined by the formula (17).

Since the average time 7¢ corresponds to the average time tgqq, of detection of failure by the control
hardware, according to the assumption above, it can be written that 74 = ttgen = 0.

As it can be seen from the graph of states (Fig.4), the semi-Markov process is being in the state
S, until the first of the events occurs which transfers it into one of the states of the subset E4. The

controlled module retains in this state over the time 74 = min¢; , belonging to the subset E4 whose
JEIN(E4q)
distribution function, according to (6), is of the form:

Ya(t) = P{min[§]j € INEBy)] <t} =1- [[ [1-6(S)F)] =1 F5(¢) - Fo(t) - Fua(t).  (18)
Scky
i€N13
Since the times before the transition of the semi-Markov process from the state Sy to the states Ss,
S and Sp; are distributed by the Weibull law with the same parameter «, the expression (18) can be
written in the following form:

Ya(t) = 1 —exp( — Az - %), (19)
where Ay = Zie IN(E4) A4, is the total intensity of transitions of the semi-Markov process from the
state Sy, and Ay ; is the intensity of its transitions from the state Sy to the state S;, i € IN(Ey).
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The transitions intensities A4 ; are determined by the parameters A¢, Aech o and by the parameters of
the flow of random events which correspond to the reliable characteristics of the controlled module and
its controls. Analytical relationships for determining the intensities of transitions of the semi-Markov
process are:

/\4.5 = (/\f + /\ech a)pfds; )\4.6 = (/\f + )\ech a)pdfh? >\4.11 = (/\fch + /\ech a)pfdsa (20)

where Mg, is the failure rate of hardware to control the correct functioning of the controlled module.
Taking into account the relations (10) and (19), the average residence time 74 of the semi-Markov
process in the state Sy is determined by the formula

74 :/000{1— [1—exp(—&'ta)}}dt:/OmeXp(_Az'ta)dt:F<_>

(07

(07

Using the relationship (20), we write an expression to determine the total intensity Ao of transitions
of the random process v(t) from the state Sy

Ay = ()‘f + Aech a)(pfds + pdfh) + ()\fch + Aech a)pfds- (21)

The average residence times 73, 719 of the semi-Markov process in the states Sg and Sy, respectively,
correspond to the average recovery time t,q, of the hardware to control the correct functioning of the
controlled module, and the average residence time 79 of the semi-Markov process in the state S
corresponds to the average recovery time t.,, of the operability of the controlled module, i.e., 73 =
710 = treh and 79 = tm. The indicated times are continuous random variables with the distribution
function L(t) = P{n < t}.

Similarly to (16), and taking into account that the average recovery time of the controlled module
and its control hardware is distributed by the lognormal law with other parameters (o2, u12), we obtain:

1 o (Int — pg)? 2 .
= teeh = tepm = M, = —— P2 b e =eM2to2/2 e {8,9,10).
Ti ch hm ;i o \/% /0 €xXp [ 20_% € ? { }

Knowing the average residence time of the semi-Markov process in all specified states S;, as well
as the intensities of its transitions between them, we proceed to determining the probabilities of the
transitions ¢; ; of this process between the specified states.

It is known [2, p. 75] that the probability of transition of a semi-Markov process from the state .S;
to the state S is determined by the formula

4i (1) = /0 (i) dun(), (22)

where p(t;i.7) is the conditional probability of transition of a semi-Markov process from the state S;
to the state S; provided that at the moment ¢ it was in the state S;, and 1);(t) is the function of
distribution of residence time of the semi-Markov process in the state .S;.

Since the time of transition of the semi-Markov process from the state Sy to the state S is dis-
tributed by the Weibull law, the probability of transition of this process from the state Sy to the
state 57 is determined by the formula

qo.1 :/o exp(—Ao.1 - t) dipo (1),

where 1y(t) is determined by the formula (13), and the transition intensity A of the semi-Markov
process from the state Sy to the state S; is determined by the formula (14).
Since dipg(t) = A\ at® texp(—A; t%) dt, then

o0
qo.1 = / e_AO‘l'ta)\l atd e Mt g — A1 ()\1 + )\()_1)_1.
0
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The total intensity A1 of transitions of a random process from the state Sy is determined by
the formula (15). According to the graph of states and transitions of the semi-Markov process v(t)
(Fig.4), the transition probabilities gp1 and o3 form a complete group of events. Therefore, we can
write go3 =1 —qo1-

From the state Sz, the controlled module can transit to the state Sg or Sy (if during the period T
of the program control of its correct functioning there occurs a failure of the controlled module or its
control hardware, which will be missed by these control hardware), or to the state Sy (if failure of the
controlled module will be missed even at scheduled program control of its correct functioning). With
this, the probability that a failure of the controlled module to occur during the program control period
and will not be detected by the hardware control can be determined by the formula

Psc = /OO {1 —[1 —exp(— Afmp - ta)]}dqu(t),
0

where Ay, g is the failures rate of the controlled module that are not detected by the control hardware.
Analytical relationships for determining the intensities of transitions of the semi-Markov process from
the state S3 are as follows:

X34 = (A + Aech o) (1 — pam) (1 — Pras); A3.8 = (AMeh + Aecha) (1 — Pdh);

23
>\me = /\3.9 = (/\f + /\echa)(l - pdfh) =+ /\echﬁ- ( )

As it can be seen from the graph of states and transitions (Fig.4), the semi-Markov process retains
in the state S3 until the first of the events occurs which transfers it into one of the states of the
subset EF3. Thus

Y3(t) =1 — Fy(t) - Fs(t) - Fo(t).

Since the times before the transition of the semi-Markov process from the state S to the states Sy,
Sg and Sg have the Weibull distribution with the same parameter «, the expression for the determi-
nation of 13(¢) can be written in the following form:

¢3(t) =1- exp(—)\g . ta),

where A3 = Zie IN(Es) A3 is the total intensity of transitions of the semi-Markov process from the
state S3, and A3 ; is the intensity of its transitions from the state Sz to the state S;, i € IN(E3). Given
the relation (23), we write the expression to determine the total intensity of transitions A3 of a random
process from the state Ss:

A= (1 _pdfh){()‘f + Aecha) [(1 = Pras) + 1] + Apen + )\echa} + )\echﬁ-

Since the time of transition of a semi-Markov process from the state S3 to the state Sy is distributed
by the Weibull law, the probability ¢3¢ of transition of this process from the state S to state Sy is
determined by the formula

Q3.9=/0 exp(—Asz.g - 1) dipz(t).

Since di3(t) = A3 at® T exp(—A3t®)dt,

o0
39 = / e Asot? A3 atd et g — )\3()\3 + )\3_9)_1.
0

Similarly, we define the transition probability gz.s = A3(A3 + A3)~! . Since the transition proba-
bilities g3.4, 3.8 and g3.9 form a complete group of events, g34 = 1 — g3.8 — ¢3.9.

Analytical relations for determining the transient intensities of the semi-Markov process from the
state Sy are given in (20). As can be seen from the graph of states and transitions (Fig.4), the semi-
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Markov process retains in the state Sy until the first of the events occurs which transfers it into one of
the states of the subset E4. Thus

Yu(t) =1 — F5(t) - F(t) - Fi1(t).

Since the transition times of the semi-Markov process from the state Sy to the states S5, Sg and S
are distributed by the Weibull law with the same parameter «, the expression for the determining 14 (t)
can be written in the following form:

Pa(t) =1 —exp(—Ag - t9),

where A2 is determined according to the formula (21).

Since the time of transition of the semi-Markov process from the state Sy to the state Sy is dis-
tributed by the Weibull law, the probability ¢4.5 of transition of this process from the state S4 to the
state S5 is determined by the formula

Qa5 :/o exp(—Ag5 - 1Y) dipa(t).

Since dip4(t) = g at® L exp(—Aa t) dt,

o0
qa.5 = / e M Ny at* e Mt = Ao (Ao 4 Aas)
0

Similarly, we define the transition probability g4 = A2(A2 + )\4,6)_1 . The transition probabilities
q4.5, qa.6 and q4.11 form a complete group of events. Therefore g411 =1 — q45 — qa6 -

The probability g7 of transition of the semi-Markov process from the state S7 to the state Sy is
determined by the formula

o
qr8 = 1-— exp _)\dfta dH (t —,
/0 [ ( )] ®) 02\/ 2 20% t
where Agr is the intensity of detected failures (Agr = Af - pagm), H(¢) is the lognormal distribution law
with parameters (o9, 2), and g7.9 = 1 — g7.g because the probabilities of transitions g7.g and ¢7.9 form
a complete group of events.

By analogy

Int — pg)? | dt
1 — exp( )\dfto‘)] exp [—M]

Q3.9 = / [1— exp(—Ai3.9t*)|dH (t) =
0

2
1~ exp(cAraat™)] exp [_M] dt

o9V 2T 203 t’
where A13.9 = Af - Prds, q13.10 = 1 — q13.9. Thus, we have obtained the average residence times in the
specified states and the probabilities of transitions between them for a random process v(t).

5. Determining the parameters of the process of faults

Let us proceed to determining the parameters of a random process z(t) of restoring a controlled module
from the consequences of faults. The graph of states and transitions of this process is shown in Fig. 5.

The states of the random process z(t)
correspond to the following states of the
controlled module. Sy corresponds to
the functioning of the module in the ab-
sence of faults; S; corresponds to the
functioning of the module with a missed  Fig.5. Graph of states and transitions of random process z(t).
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fault; Sy corresponds to the detection by hardware means of a hardware fault of the controlled module;
Ss corresponds to the restoration of the controlled module of a fault having been detected by the
module’s hardware control.

To distinguish between the parameters (average residence times 7; of a random process in the
specified states S; and the probability of transitions g¢;; of this process between them) of the semi-
Markov processes v(t) and z(t), we denote the indicated process z(t) parameters by a wavy line from
above.

First, by analogue to the previous section, by solving a linear system of Markov recovery equations,
we find . .

To = Tree = (To + Go1 - T1 + Go2 - 73) / (1 — do.1),

where Tiee is a period of recovery of the controlled module from the consequences of failure.
Determine the average residence times 7; of the semi-Markov process z(t) in the specified states.

The controlled module is in a state Sy over the time 79 = min ; , which belongs to the subset Eo,
JEIN(So)
the distribution function of which is determined by the formula (6):

Jo(t) = P{minfg;|j e IN(Sp) < th=1— [[ (1-F0),

JEIN(So)

To simulate the fault of the equipment of a telecommunication system, we use the Erlang distribu-
tion with parameters (7, i), 7 is a natural number (order of distribution), and i € (0,00). That is,
the random variables &;, j € IN(Sp) are random variables with the following distribution function

Therefore

~ n—1 ~ Nk
- > . (fit)" < (m)" g
70 2/0 exp (—/fit) 7 dt = g ; 1 ¢ HE dt

1
‘ -
o\.,
8
8
el
)
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Assuming that the time of execution of tasks by a controlled module is distributed according to the
normal law with parameters (&, 52), we obtain that 7| = a, where @ is the average value of the random
variable, and &2 is its mean deviation.

The average residence time 7 of the process z(t) in the state S amounts to tgqen, i.e., T2 = tggen = 0.

Given that the average recovery time 73 of the controlled module from the consequences of faults
is distributed by a lognormal law with the parameters (i, &), we obtain:

7:3 = ~rec = M?) - / tf3(t) dt
0

1 o0 (Int — fi)? 52
5\/2m /0 P [ 252 ¢
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The probabilities of transitions ggo are determined according to (22), in which the probabilities
included in (22) are distributed by the Erlang law with the same parameters (72, i). We have

(1o om )
@0.222/1/ 1—e e
; 22 —1'/<;'

0

According to the graph of states and transitions of the semi-Markov process z(t) (Fig.5). The
transitive probabilities Go1 and g0 form a complete group of events. Therefore o1 =1 — Gp.o.

Since the average stay of the random process z(t) in the state Sy over the period T, rec amounts to
7o, the average residence time ¢, of the random process z(t) over the period Ty of regeneration in the
state Sp t, = TOTOTrec = N7 70, where N is the number of detected failures of the controlled module
during the regeneration period Tj.

Thus, finding the main features of the semi-Markov process is completed. The probability of the
stay of an arbitrary controlled module of the telecommunication system in the subset [Eq of the operable

states is also obtained.

6. Conclusions

A reliability semi-Markov model has been constructed for a wireless telecommunication system with
a complex control system. An analytical expression has been obtained to estimate the probability
of retaining an arbitrary controlled module of the system in its operable state. This expression is
described by the parameters of a semi-Markov process (the average duration of this process in the
specified states and the probabilities of its transitions between them), which are fully determined in
terms of the reliability characteristics of the controlled module and in terms of the corresponding
characteristics of the used means of control of its correct functioning.

The constructed semi-Markov reliability model will be used during the system design of high-
reliability systems of wireless telecommunication.
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Hal'IIBMapKOBCbKa Ha,D,IlllHICHa MoOJeJ1b beHKLl,IOHyBaHHSI
TeJ'IEKOMyHIKaLI,II/IHOI cncremMmun 6e3I'Ip0BO,EI,OBOFO 38’ A3KY
I3 KOMMJIEKCHOIO CUCTEMOIO KOHTPOJ1HO

Bobaso 1O. 1., Topbarwuii 1. B., Kicemmunuxk M. /1., Meguncokuii 1. I1., Menens M. B.

Havionaavruti ynisepcumem “JIvsiscoka nosimexnixa’,
eyn. C. Bandepu, 12, Jlvsis, 79013, Yxpaina

It BUCOKOHATITHOT TEJIeKOMYHIKAIIIHOI CUCTEeMH 3 KOMILIEKCHOIO CHUCTEMOIO KOHTPO-
JIIO TTOOYI0BAHO MATEMATUYHY HAIIIHICHY MOJEIb Y BUIVIS HAIIBMAPKOBCHKOTO IMIPOIlE-
Cy BIZIMOB 1 BiJTHOBJIEHB, 3HAIIEHO OCHOBHI XapaKTEPUCTUKH ITHOTO MIPOIECY U OTPUMAHO
AHAJITUIHWIT BUPA3, 3& JOMOMOTOI0 SIKOTO MOYKHA OIIHATY IMOBIPHICTH IepeOyBaHHS CHUC-
TeMu B mparne3gataomy crami. Ileit Bupa3 3ajexuTh Bij mapamMeTpiB HaIiBMapKOBCHKOTO
IIPOTIECY, STKI BU3HAYAIOTHCS Yepe3 Ha(IHICHI XapaKTEPUCTUKNA KOHTPOJHLOBAHUX MOJIYJIIB,
IX amapaTHUX 3ac00iB KOHTPOJIIO 1 TapaMeTpH 3aCTOCOBAHUX 3aCO0IB KOHTPOJIIO MTPABUIb-
HOCTI (DYHKITIOHYBaHHS PO3TJISITyBAHOI CUCTEMH.

Knrouosi cnoBa: sucokonaditing cucmema, KOMNAEKCHG CUCTNEMG KOHMPOAIO, HANIG-
MAPKOBCHKUT NPOUEC, PIBHAHHA MAPKOBCHKO20 6I0HOBAEHHA, cucmema 6e3nposodocozo
36°A3KY.
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