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BuzHaueHo KJI04OBI mpo0sieMH HAa LLISIXY TFapaHTYBaHHsS eHepreTH4yHoi Oesnexku Ta poib HATO y ix BupimeHnHi.
Bucsitiieno no3unito Anbsincy B eHepreTnuHomy nurtanti. [IpoananizoBano noxkymentu camitiB HATO B Byxapecri Bin 2008 p.,
Yuxkaro Bin 2012 p., ta Crpareriuny Konuenuiro HATO Bix 2010 p. 3’sicoBaHo, 10 AJIbSIHC PO3NIOALTHB CBOKO POJIb Y BHpPillIeHHI
eHepreTHYHUX Npod;jeM Ha TpH cdepH, sIK-OT. MiABHINEHHS PiBHA 00i3HAHOCTI; 3aXMCT KPUTHYHOI eHepreTu4Hoi iHdpact-
PYKTYpH; morjudJjieHHs eHeproe)eKTUBHOCTI y BificbkoBux. [ocaigxeno pouas LlenTpiB mepenoBoro nocsiny, ixHio cme-
niagizanilo, a TakoXK Wii. AKIHEHTOBAHO yBary Ha JeCTPYKTHBHOMY BIUIMBi riOpuIHHMX BiliH Ha eHepreTH4yHy 0e3meKy.
Bucsitieno aii P® moao noripuieHHs1 eHepreTHYHOI 0e3MeKH 32 I0MOMOroI0 KidepaTak, 3a/1/isl nocJ1a0J1eHHsI PoJi Ta 000POHHUX
niit HATO. 3a3na4eHo, 110 NEePCHeKTHBHUM HAMPSIMOM 3 METOI0 3a0e3MeyeHHs] eHepreTUYHOI 0e3MeKku AJIbSIHCY € CHiBIpaus 3
Ykpainoo. Penpe3eHTOBaHO KJIIOYOBI 3aBAaHHS, fIKi CTOATH mepel YKpaiHOW 1isi CTA0LIBHOCTI il eHepreTHYHOI CHCTEMH.
3pobiieHo BUCHOBOK mpo Te, mo AisuibHicTh HATO mnocinae BasimBe micue B 3aXUCTi eHEPreTHYHOI 0e3MeKH, alKe AJIbSIHCY
BJAJIOCS YiTKO BUBHAYUTH HAIPSIMKH CBOEI TislJIbHOCTI B Wiii cepi.

Kmiouosi cnoBa: HATO, enepeemuuna besnexa, Llenmpu nepedogozo 00csioy, ciopuona sitina, kibepamaxa, Pociticoka @edepayis.
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The article identifies key problems on the path of energy security and the role of NATO in solving them. The
Alliance’s position on the energy issue has been determined. The documents of the NATO summits in Bucharest in 2008, in
Chicago in 2012, and the NATO 2010 Strategic Concept have been analyzed. It turned out that the Alliance has divided its
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role into three areas: raising awareness; protecting critical energy infrastructure and deepening energy efficiency in
the military. The role of Centers of Excellence, their specialization, and goals have been investigated. The impact of
hybrid wars on energy security has been also considered. The actions of the Russian Federation to deteriorate energy
security through cyberattacks in order to weaken the role and defensive actions of NATO have been highlighted. It is
noted that cooperation with Ukraine is a promising direction for ensuring the energy security of the Alliance. The key
tasks that Ukraine faces for the stability of its energy system have been identified. It is concluded that the work of
NATO occupies an important place in protecting energy security, because the Alliance managed to clearly define the

directions of its activities in this area.

Key words: NATO, energy security, Centers of Excellence, hybrid warfare, cyberattack, Russian Federation.

Introduction

In conditions of the changing nature of world
development and global change, energy is a vital part of
the modern economy, because it directly or indirectly
affects all areas of human activity and is an integral part
of the development of any country. Threats and challenges
to energy security are dynamic, interconnected and can
vary depending on domestic, regional and global
conditions. Thus, the issue of energy security today is
perceived not only in the national dimension, but also in
the Euro-Atlantic and transnational dimensions.

The use of energy power as a weapon and lever of
influence, terrorist attacks on important objects of energy
infrastructure, the rise of cybercrime in the energy sector,
the problem of energy efficiency in military operations
have forced NATO to add energy security to its
organizational program. Although the activities of the
political organization, mostly of a military nature, in the
field of energy are a precedent in international politics,
however the North Atlantic Alliance has many achievements
due to its relatively short but successful activity in this
field.

However, the question of NATO’s role in the field
of energy security remains open, and in a changing
international environment it does not lose its relevance.
For Ukraine, as a country that gained NATO Enhanced
Opportunity Partner status in 2020 and full membership
in this Organization is a priority enshrined in the
Constitution, cooperation with the North Atlantic Alliance to
ensure energy security is of particular importance.
Energy wars of the Russian Federation with Ukraine in
2006 and 2009, hybrid threats and actions by official
Moscow on energy infrastructure objects (including the
construction of the Nord Stream-2 main pipeline) and
other Member States of the Alliance only actualize the
research.

The authors analyze the genesis of NATO’s role
in energy security in the conditions of a changing global
energy landscape.

The Proceedings of the NATO Summit in
Bucharest in 2008 have been used to write the article
[Bucharest Summit Declaration Issued by the Heads of

State and Government participating in the meeting of the
North Atlantic Council in Bucharest 2008]. The reports
of NATO and the European Union, which determine the
strategic interests of their Member States in protecting
the energy system, have been also analyzed [Energy
security: A state side view — NATO Review 2007]. In
order to understand the national system of energy
security, works of Ukrainian researcher Barannik have
been considered, in particular, the work “National
Security: essence, features, concept and geopolitical
factors” [Barannik 2017]. Foreign researchers Monaghan
(2006), Grubliauskas (2018) and Lunyte (2014) accentuate
NATO’s role in energy protection, emphasizing the
provisions adopted in the strategies and the summit
declarations. Grubliauskas (2014) also provided a
detailed analysis of energy security. In addition, the focus
is on the materials published on the Alliance’s website on
energy security and the organization’s prospects in this
area [NATO'’s role in energy security 2020]. A separate
group of sources, which includes periodicals of NATO
and the Centre of Excellence on Energy Security, namely
publications of “Energy Security”: “NATO Review”, have
been considered Grubliauskas (2014, 2018), (Lyndon 2016),
and in publication under title “Energy security: A state
side view — NATO Review” (2007). However, as of
today, there is virtually no comprehensive research in
domestic political science on NATO’s role in addressing
energy security issues.

The first formal statement on the topicality of
energy security was made in NATO’s Strategic Concept
in 1999, which states that “Alliance security interests
may depend on other risks of a wider nature, for
example, those involving disruptions of the flow of vital
resources” [The Alliance’s Strategic Concept Approved
by the Heads of State and Government participating in
the meeting of the North Atlantic Council in Washington
1999]. It is important to note that NATO’s role in energy
security is a concept that has entered scientific discourse
since the 2006 Riga Summit.

At the Bucharest Summit in 2008, Member States
of the Alliance presented a report on “NATO’s role in
energy security”, which set out guidelines, outlined
options and recommendations for further measures of the
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Alliance? There with, the summit stated that NATO’s
efforts “will add value and be fully coordinated and in
line with the goals of the international community,
including cooperation with a number of organizations
specializing in energy security”, “exchange” and “support”
are key terms [Bucharest Summit Declaration Issued by
the Heads of State and Government participating in the
meeting of the North Atlantic Council in Bucharest

2008].

Energy security as a strategic direction
of NATO’s activities

The issue of ensuring energy security was also
enshrined in NATO’s 2010 Strategic Concept [Strategic
Concept for the Defense and Security of The Members of
the North Atlantic Treaty Organization 2010]. NATO is
not just a military alliance; it also has a clear political
security agenda, which was emphasized in the 2010
Strategic Concept. A stable and safe energy supply is
important for the national security of Allies and is
therefore of interest to NATO. The Alliance is a value
organization where freedom and democracy are among
its core principles. If energy dependence and vulnerability
can affect the Alliance’s freedom of decision-making,
they cannot be ignored [Strategic Concept for the
Defense and Security of The Members of the North
Atlantic Treaty Organization 2010]. Although the North
Atlantic Alliance is not an energy institution, energy
security is part of the interests of Member States. That is
why strategic awareness of global and regional energy
development is part of NATQO’s energy security agenda
in terms of ensuring energy security. The process of
political consultation, supported by joint intelligence,
helps to create a confidential environment by Member
States of Alliance, where energy transformations are
discussed, the conclusions of which affect their security
in the broadest sense.

At the Chicago Summit in 2012, leaders of NATO
Member States decided to integrate energy security
considerations additionally into NATO policy, further
develop the partnership, significantly increase the energy
efficiency of the military and establish the NATO Energy
Security Centre of Excellence [Lunyte 2014].

The seminar of the North Atlantic Council on
Global Energy Development, which took place in
January 2014, was an important milestone in this
direction. With the support of external experts, this
informal gathering provoked a lively discussion on
the consequences for the change of energy landscape
in the security sector. As the Alliance is not an
energy institution, it often takes into account expert

advice provided by other international organizations,
such as the International Energy Agency and various
scientific institutions [Monaghan 2006]. It is important
to emphasize that in order to ensure energy security;
NATQO’s role is divided into three so-called trajectories:
raising awareness; protection of critical energy
infrastructure; deepening energy efficiency in the
military. In our opinion, the approach of the North
Atlantic Alliance to “smart energy”, which is aimed at
improving energy efficiency in the army, is interesting.
In addition, progress has been made as energy issues
have been included in the NATO Defense Planning
Process as a prerequisite for setting standards of
interaction [Grubliauskas 2018].

It is also worth noting that there is no common
position among NATO Member States on addressing
energy security issues. One of the key reasons for this
caution is the divergence of national interests. Traditionally,
energy security is one of the “sensitive” national and
economic issues, so the vast majority of countries do not
seek to raise this issue at summits and meetings. Despite
the European Commission’s efforts to develop a
promising energy policy, Member States continue to
conclude individual agreements with energy suppliers
[Energy security: A state side view — NATO Review
2007].

It is advisable to mention the hybrid wars, the use
of which is growing every year. Russia has a special
place in this issue, as it applies a number of hybrid
threats to energy assets, policies and energy supply of
Member States of the Alliance and Partner countries.
Official Moscow is using political and economic
leverage in conjunction with disinformation campaigns
against Bulgaria and Romania in order to undermine their
efforts to reduce dependence on Russian energy sources.
Russian-backed cyberattacks on energy facilities have
been detected in other NATO countries, such as Poland,
Turkey, Britain and the United States [Dupuy, Nusshaum,
Butrimas, Granitsas 2021]. The Russian Federation
consistently uses energy security as an integral part of its
foreign policy, and the case with Ukraine demonstrates
that energy is a part of Russia’s hybrid war arsenal.

The Russian side is considering the western flank
and has a long-term strategy for this large area, where it
seeks to restore its own dominance, limit NATQO’s
presence here, and use the Baltic and Black Seas to
strengthen its presence, implement hostilities and
plans in the South-East and Central Europe, the
Eastern Mediterranean, the Caucasus, the Middle East
and the Balkans. This could cause weakening of NATO’s
energy security actions. The Russian Federation also
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aims to strengthen its armed forces through a corridor
between the Caspian, Azov, Black and Adriatic Seas,
which is of some concern to the Alliance [One Flank,
One Threat, One Presence. Astrategy for NATO’s
Easternflank 2020].

In November 2019, NATO Member States agreed
on a series of recommendations to consolidate the
Alliance’s role in ensuring energy security, including
increasing attention to the uninterrupted supply of fuel to
military. NATO Member States support striving for
energy supplies diversification and will further strengthen
strategic dialogue both within the Alliance and with
Partner countries in the context of ensuring energy
security [NATO’s role in energy security 2020].

A special merit of the Alliance is its analytical
capabilities, which allow making a deeper analysis of
how energy, economic, environmental and other factors
can influence NATO?’s policies and activities. Awareness
rising also includes Partner countries. For example,
individual Partners may meet with 30 NATO Member
States in so-called “30 + n” meetings, which provide
Member States with detailed information about the
energy policies of these Partners and their perception of
security [Tramburini n/d]. Here, a special role is given to
Ukraine’s energy security in the context of hybrid threats
from the Russian Federation.

NATO Centers of Excellence
in energy security

The opening of Centers of Excellence (COEs) has
been a significant progression the actions of the Alliance
on ensuring energy security. These are international
military organizations that train and teach leaders and
experts from NATO Member States and Partner countries.
Such Centers help develop doctrine, improve interoperability
and capabilities, and test and validate concepts
experimentally. International military organizations offer
expertise and experience that benefits the Alliance
[Centres of Excellence 2019, Dempsey 2006].

Centers of Excellence, as a rule, specialize in one
functional area and act as experts in issue of this area,
including energy. NATO Centers of Excellence
disseminate their in-depth knowledge through trainings,
conferences, seminars, concepts, doctrines, a variety of
materials and works. In addition to providing leaders,
NATO units and Partner countries with opportunities to
increase their awareness and training, CEOs also help the
Alliance to expand interoperability, develop doctrines
and standards, analyze, evaluate lessons learned and
experiment to test and verify concepts [COE Catalogue
2019].

NATO Member States have identified the
following objectives of the NATO Centre of Excellence
in the energy security area [Bruzga 2012], namely:
providing technical, scientific and academic expertise on
energy security to facilitate risk analysis; decision-
making related to energy security, development of
environmentally friendly and efficient military capabilities in
support of Smart Defense; conducting scientific, technical
and academic analysis of various aspects of energy
supply and protection of critical energy infrastructure in
areas related to the activities of the North Atlantic
Alliance; supporting NATO operations through targeted
technical scientific evaluation, as well as providing
advice and solutions for the development of energy-
efficient forces; identifying future needs for NATQO’s
transformation efforts and seeking to prevent or mitigate
existing military threats and challenges resulting from the
global energy shortage and the complexity of the
international energy system [Bruzga 2012].

Energy dimension
of Ukraine-NATO cooperation

Another promising area for NATO’s energy
security is cooperation with Ukraine. This is due to many
factors, primarily geopolitical, as Ukraine’s location, in
fact at the crossroads of Central and Eastern Europe, has
influenced the formation of transit routes through the
country, which also include energy infrastructure route
lines. The hybrid war waged by the Russian Federation in
eastern Ukraine not only meets the categories of threats
identified by the North Atlantic Alliance, but NATO also
considers the energy factor as a defining instrument of
Russia’s influence on the conflict [Grubliauskas 2018].

According to the Annual National Program of
Cooperation between Ukraine and NATO for 2016,
a number of key tasks to achieve the stability of the
Ukrainian energy system, namely: reforming the
legislative process regarding the regulation of the activity
of energy and fuel complexes; reviving cooperation in
the field of energy security with NATO Member States;
diversification of energy sources and resources, methods
of their transportation and transport routes; borrowing
NATO experience to improve the energy efficiency of
the Armed Forces of Ukraine, have been identified
[Annual National Program of Ukraine’s Cooperation
with NATO for 2016 2016].

Confirmation that Ukraine is making progress in
achieving its goals is the fact that in 2018, official Kyiv
applied to participate in the work of the NATO Centre of
Excellence on Energy Security [H. E. Ambassador of
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Ukraine in Lithuania visited The NATO Energy Security
Centre of Excellence 2018].Three years later, in July
2021, Ukraine joined the work of the Energy Security
Center of the North Atlantic Alliance, which operates in
Lithuania. The key priority of the Ministry of Energy of
Ukraine in the near future is the disconnection of the
Ukrainian power system from the power systems of
Russia and Belarus and its further synchronization with
European networks ENTSO-E [Lebedyna 2021].
Another important step in the direction of
cooperation Ukraine with NATO to ensure energy
security is that in August 2021 the Cabinet of Ministers
of Ukraine approved by resolution developed by the
Ministry of Energy Security Strategy of Ukraine. The
energy security strategy defines the target model of the
energy security system as a component of national
security. The document identifies 29 key threats to
energy security. These include, in particular, external
risks — cyber threats to critical energy infrastructure,
aggression by the Russian Federation, and internal —
possible non-completion of integration with EU electricity
and gas supply systems, depreciation of fixed assets, lack
of energy reserves, etc. [The Cabinet of Ministers has
approved the Energy Security Strategy 2021]. Nevertheless,
the Strategy fixes three main forecast scenarios of
changes in the energy sector and their impact in the
medium term on the development of fuel and energy, in
the context of the impact of exogenous and endogenous
factors, such as: maintaining current trends and the state
of affairs; “unfriendly influence”, “positive transformation”.
In order to prevent possible negative consequences under
the first two scenarios, as well as to prevent the
stagnation of the energy sector, systemic actions aimed at
implementing the scenario of “positive transformation”
and ensuring energy independence are extremely important.

Conclusions

It can be concluded that NATO’s role in energy
security is potentially important, despite the Organization’s
military nature. Globalization has changed the understanding
of international security, and the North Atlantic Alliance
through its military and political capabilities can change
its approach to protecting energy infrastructure. In the
terms of ongoing competition for access to certain
resources and sources, the Alliance needs to step up its
efforts to find the most appropriate solutions. This should
be done in cooperation with Member States, a partner, as
well as it is important to provide for building capacity for
defense reform and military training. And in extreme
situations it is possible to include military protection of
infrastructure from armed attacks. The problem of
ensuring Afghanistan’s energy security in the context of

the seizure of power in the country by “Taliban” may
serve as a prospect for further research, as NATO fuel
convoys have been repeatedly attacked in Afghanistan,
which, undoubtedly, demonstrates the importance of
security of fuel supply during military operations. In our
opinion, the intensification of cooperation between
NATO and Ukraine in the field of energy security is
promising not only for the Ukrainian side. NATO
member states can also learn from Ukraine’s experience
in responding to threats of power outages, seizing
important energy facilities and energy sources and
resources in a hybrid war, the capacity and security
of energy infrastructure in the occupied territories.

Today, NATO has capabilities and resources that
can help neutralize threats to the energy sector. At this
stage, the North Atlantic Alliance has formulated its role
in ensuring energy stability, defined the directions of its
activities, but energy security is not perceived by NATO
members as a strategic and priority factor. To realize and
expand its role, it is necessary to carry out organizational
and internal reforms that will allow the organization to
strengthen its influence, increase the level of response to
threats, ensure the stability of the energy system in the
transnational dimension and go beyond traditional
military problems.
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