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The article deals with the criteria of stenographic means; gives the review of 
steganographic algorithms; contains analyses of free software steganography. 
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steganographic algorithms, steganography software. 

 “ ”  “ ”. 
 – .

 “ ” ,
- .

, , ;
, ,

.
’

, , ,
,  ( , , ).

.
, ,  « -» 

(  « »). ’ :
, , , .

 – ,
 [1].

 – ’  ( ), .
 – 

( ) – , .
 –  ( , , ), 

.
 – ,

/ .  ( ,
)  [1]. 

.

; ;
, .



 366

’ . -
,  ( ) .

.
.

,  ( ,
).  « », 

. ’  (
).  ( ) .

 ( )
 (Intellectual Property). 

 – , , ’  ( , ’ , , ,
’  (Digital Object Identifier) ),

,
.  [9]: 

.
 [8]. 

, ,
. .

, .

Feature Tagging ( )
,

 – : , .
, .

, .
. ,

.
 “pay-per-view”  [9]. 

 (
).

: , : ) ; )
; ) .

,
,  ( , ,

 bmp,  mp3,  avi). 
 – , .

’
. , ,

,
.

, :
 ( , ); 

 ( ,
);



 367

 ( );
 ( ); 

- ; -
.

,  (
).

 –  [2, 3] 
( ).

,
,  [9]. 

 [2, 3] – .
. :

–  – ,
:

•  ( , );
•  (

, );
• ,

( , ,
);

– :
•  ( ,

,
);

• .
 – ,

.
.  [8] .

, , , : ) (  « »
« », , ’ , ); )

 ( ).
, , ,  – 

.
.

, , -
.

LSB (Least Significant Bit – ) – 
. ,  24-

.  (
 – , ).

 ( ).
.

,  LSB- ,
-  ( ). 

.



 368

 LSB-
 [8], 

LSB- , .
 LSB-  [4]. 

BlindHide ( ). : ,
 – .

.
. ,

.
HideSeek ( – ).

. .
« » , - .

FilterFirst ( ). -  – 
,  (

).
BattleSteg ( ). .

- , -
 « »  ( ,  HideSeek). 

LSB.  ( , GIF) ’
. ,

( , ). 
.

,  ( )
 [8]. 

LSB. , .
.

Polarity Inversion ( ). ,
, . .

’ .
.

 ( )
.  [11]. 

. 1.  ( )  ( ) .



 369

Echo Hiding ( - ).
. : ,

 ( ) ( . 2). 
, ,

 1  [10]. 
, .

. :  – 
,  – .

Phase Coding ( ) – .
.

. ,
.

– .  [10]. 

” ”

” ”

               

. 2. -

Perceptual Masking. , ,
,  ( ).

 [10]. 
Spread Spectrum (SS, ). 

 « » .
,  LSB, 

. ,  LSB,  SS 
, ,

. ,
 [13]. 

Tone Insertion ( ).
.

, .
. fe.

f0, f1, . ,
f0  0.25 fe, f1 – 0.001 f0.  1 f1

 0.25 fe, f0 – 0.001 f1. [12] 

-  ( ). -
. -

 JPEG  8  8  64  [14]. 
.

, , .
.

 [15]. 



 370

 [5] 
.

. , ,  – .
.

. ,  000, 
 – 111.

.
 (CR)  (LF) 

: CR/LF ,
CR/LF – .

.
 (  – )

(  – ). 
-  [6, 7]. 

. , , , , .
, , ; ;

, . ,
:  ( , -

, ).
,

, . , ,
.

. ,
, ,  (

). ,  14 ,  – 14,5 ,
 –  RGB(0, 0, 0),  – RGB(0, 0, 1). 

 ( )
,

 “ ” - .
 ( )

- .

.
 ( , ), 

, , ’ .
:  ( ,

; ,
);  ( ); 

-  ( ,
, -

).



 371

St
eg

an
os

 F
ile

 M
an

ag
er

 

M
SU

 S
te

go
V

id
eo

 

St
eg

oM
ag

ic
 

w
bS

te
go

4 

O
pe

nS
te

go
 

St
eg

an
oW

av
 

St
eg

an
oZ

ip
 

N
et

To
ol

sS
TE

G
 

H
id

in
g 

G
ly

ph
 

St
eg

an
oG

 

M
ax

 F
ile

 E
nc

ry
pt

io
n 

D
ig

ita
l I

nv
isi

bl
e I

nk
 

To
ol

ki
t

Pu
ff 

G
ifS

hu
ffl

e 

Cr
yp

tA
rk

an
 

Commercial/Free C F F F F F F F F F C F F F F 
Windows x x x x x x x x x x x x x x x 

Linux    x x       x    
Interface: Win/Console W W W W W W W W C W W W W C W

bmp x  x x x    x x  x x  x 
jpeg x            x   

gif              x  
wav x  x   x       x  x 
mp3             x   

avi  x              
txt   x x            

html    x            
rtf        x        

pdf    x         
zip       x         

-           x     
            x  x 

-

    x           
 txt  x              

  x   x  x      x  
- x  x x x  x  x x x x x  x 

x        x       
x      x    x  x  x 
   x         x   
    x  x      x   
  x x x  x x  x x  x x x 
x x x x x  x x  x x  x x x 

* x    x  x  x x x  x  x 
* , .

. 3 -
 ( , ).

- -
. , ,  Max File Encryption 

- .  SteganoZip 
 zip- . ,

, , ,
.

, ,
GifShuffle  gif- .

 gif- .  – 
.  gif- .

,  gif- .



 372

. 3. :
 – - ;  – ;

 – ;  – -

 Puff. 
 ( ).

, .
- , , .

. .
 Digital Invisible Ink Toolkit 

.
.

 Hiding Glyph  24-  bmp-
: - . -

: ’ ’
 1:3 (  1:8), 

 – .

,
 15 .
 Internet. 

 24-  bmp-  16-  wav- .
.



 373

 jpeg  mp3. ,
.

1. . .  [ ] // " -
. ". – 2000. –  3. – 10 c. – : http://www.citforum.ru/internet/securities/

stegano.shtml 2. . . -
 / . . ; . .  // 

’ . – . – 2009. –  1. – 8 c. 3. . .
 / . . ; . .  // 

’ . – . – 2008. –  3. – 10 c.4.  
K. Hempstalk Digital Invisible Ink Toolkit: Documentation and FAQs [ ] // University of 
Waikato – 2005. – : http://diit.sourceforge.net/doco.html 5. . :

 // . – 2002. – 1 6. Words Are Not Enough: Sentence Level Natural 
Language Watermarking / M. Topkara, U. Topkara, M.J. Atallah // Department of Computer Sciences, Purdue 
University, West Lafayette, IN, 47906, USA. – 2006. – 10 p.7. Syntactic tools for text watermarking / Hasan M. 
Meral1, Emre Sevinç, Ersin Ünkar . // Department of Computer Engineering, Bo aziçi University, 
Cognitive Science Program, Bo aziçi University. – 2007. – 12 c. – ISBN 978-0-8194-6618-1. 8 Image 
Steganography: Concepts and Practice / M. Kharrazi, H.T. Sencar, N. Memon // Department of Electrical and 
Computer Engineering, Department of Computer and Information Science, Polytechnic University, Brooklyn, 
NY 11201, USA. – 2004. – 31 p. 9. A Review of Data Hiding in Digital Images / Eugene T. Lin, Edward J. Delp 
// Video and Image Processing Laboratory (VIPER), School of Electrical and Computer Engineering, Purdue 
University, West Lafayette, Indiana. – 1999. – 5 . 10. . .  /  

. . , . . , . . . – .: - , 2002. – 272 . – ISBN: 5-98003-011-5. 11. 
The effect of polarity inversion of speech on human perception anddata hiding as an application / S. Sakaguchi, 
T. Arai, Y. Murahara // Proceedings of the Acoustics, Speech, and Signal Processing, 2000. on IEEE 
international Conference – 2000. – ISBN: 0-7803-6293-4 12. Audio steganography for covert data transmission 
by imperceptible tone insertion [ ] / Kaliappan Gopalan, Stanley Wenndt // Department  
of Engineering, Purdue University Calumet – 2004. – : http://www.calumet.purdue. 
edu/engr/docs/GopalanKali_422_049.pdf 13. . . , .1

.  / . . , . . . – 
.: - . – 2008. – 182 . 14. Data Hiding in Video [ ] / J.J. Chae,  

B.S. Manjunath // Department of Electrical and Computer Engineering, University of California – 1999. – 
: http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.58.6652&rep=rep1&type=pdf 15. -

 [ ] / .  //  " ", 
, -  ( ). – 2004. – :

http://www.re.mipt.ru/infsec/2004/essay/2004_Steganigraphy_in_current_medium__ Vilegzhanin.pdf. 


